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Foreword

The African Union (AU) s
committed to political, social
and economic development
towards human security, as
contained in the 2004 Solemn
Declaration on a Common
African Defence and Security
Policy. This is a prerequisite for
sustainable peace and security
on the continent. As such, the AU
continues to promote democratic
and accountable governance
of the security sector as an
essential instrument for ensuring
sustainable peace in Africa.

Accordingly,  Security  Sector
Reform  (SSR) has  been

H.E. Ambassador Bankole Adeoye positioned as a priority in
Commissioner for Political Affairs, Peace and Security Member States emerging from

conflicts and those undergoing
political transitions. Given the peculiarities and specific requirements of the continent’s
security sector, the AU has developed policy frameworks to ensure African ownership of SSR
processes as entrenched in the AU’s shared values. The (re)establishment and strengthening
of the capacity of security institutions through comprehensive disarmament, demobilisation
and reintegration of former combatants and SSR constitute key priority pillars of the AU Post-
Conflict Reconstruction and Development policy.

The AU Policy Framework on SSR endorsed by the 20th Ordinary Session of the Assembly
of the Union held in January 2013 provides for a broad strategic response framework
ranging from capacity building and strengthening of institutional structures to mobilisation of
necessary resources to facilitate SSR processes in Africa.

A set of AU Operational Guidance Notes (OGNs) has been developed to facilitate the
implementation of the framework. These include: 1) Training on Security Sector Reform;
2) Conducting Security Sector Reform Needs Assessment Missions; 3) Harmonisation of
National Security Legislation; 4) Development of Codes of Conduct for African Security
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Institutions; 5) Gender and Security Sector Reform; 6) Handbook on African Security Sector
Reform Good Practices; and 7) Security Sector Reform Monitoring and Evaluation.

These OGNSs provide practical information to AU Member States, Regional Economic
Communities (RECs), Regional Mechanisms (RMs) for Conflict Prevention and Management
Resolution and other key stakeholders for the design, implementation, monitoring and
evaluation of SSR programmes in Member States.

The OGNs contribute to the coordinated approach to strengthening Africa’'s capacity to
address SSR challenges in AU Member States.

| am therefore delighted to present these OGNs as handy tools to practitioners working
hard to implement the provisions of the AU Policy Framework on SSR. | also encourage AU
Member States, RECs and RMs, and civil society organisations, training institutions and
individuals, to use them in the implementation of programmes for positive results in our
security governance sector.
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Purpose and Scope of
the OGN

This Operational Guidance Note (OGN) provides the African Union (AU) and its Member
States a guide on the role played by national security legislation in the context of the wider
national security policy processes.

This guidance note applies to all staff within the African Union Commission (AUC) and in
Regional Economic Communities (RECs) with responsibilities for supporting national SSR
efforts, as well as African Union Peacekeeping Operations and Special Political Missions,
including Heads of Missions, deputies, representatives and their delegates, Force
Commanders or their consultants and partner organisations. It is also applicable to national
SSR actors in AU Member States.

This guidance note is best utilised with its annexures that provide: i) a more detailed
account of national experiences in formulating national security processes; ii) normative
frameworks for NS processes that emerge from different types of transitional societies;
i) lessons identified from each national process which can be used to shape and inform
more general guidance in this area.

This guidance note complements existing area specific OGNs developed by the African
Union and other institutions. These include guidance notes on gender and peacekeeping
operations, SSR Training, SSR Lessons Learned as well as guidance notes on gender and
disarmament, demobilisation, and re-integration to name a few.

This OGN should be used as general guidance and a framework to shape and inform
approaches taken by policymakers and practitioners tasked with the development of
national security legislation and, to a great extent, its related policies and strategies. Whilst
there is already a toolkit for SSR developed by the UN (and other continental and regional
frameworks) this OGN takes account of the African context and seeks to capture variations
based on local contexts.

"This guidance note draws from similar instruments particularly the United Nations Security Sector Reform
Integrated Technical Guidance Notes (2012). The author considered this necessary to avoid duplication whilst
paying attention to context specific realities.
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Rationale

The AU Policy Framework on SSR specifies that SSR processes will include the development
of NSP documents that are supported by an effective and strong constitutional and legal
framework. Such legal frameworks should outline the institutional structure of the security
architecture, including decision-making and coordination competencies of the Executive's
national security policy and national security strategies that are supported by a current and
effective legal framework.?

Equally, the AU SSR Policy Framework reflects the significant number of international,
regional, and sub-regional normative frameworks on SSR and security sector governance.
These regional frameworks, conventions, and protocols should be reflected in both the
NSPs and NS legislation of the Member States that become signatory to them.

The security environment of each AU Member State is shaped by regional dynamics, trans-
boundary issues, and shared common security interests.

International and AU Guidance requires SSR processes to be informed by strategic level
policy in the form of NS processes. These processes subsequently shape the direction of
SSR programmes at the ministerial and institutional level.

National security processes must therefore be developed in accordance with, and
supported by, institutional frameworks that rely on agreed standards for the rule of law
and human rights, and the establishment of internal and external oversight mechanisms
to enforce those standards. This note therefore offers guidance on how to go about the
provision of structures and mechanisms that will enhance more comprehensive and
coherent approaches to national security planning and implementation. Consequently, it
will also inform the development of more comprehensive SSR programmes.

This OGN will therefore assist in the institutionalisation of a range of perspectives,
experiences, and good practice on the development of national security legislation within a
wider NSP development process. In acknowledging recent regional and continental efforts
to promote harmonisation in this area, the OGN offers guidance for all AU member states
on the development of broad, comprehensive, and supportive national legislation processes
that are current, inclusive and supportive of ongoing security reforms.

2African Union, African Union Policy Framework on Security Sector Reform (Addis Ababa: African Union, 2011), pg. 11.
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Terms and Definitions

The following terms and definitions apply to this Operational Guidance Note:

1. TheAfrican Union —includes, for the purposes of security sector reform, the Assembly,
the Peace and Security Council, the African Union Commission, and all other relevant
organs of the African Union.

2. National security legislation — as related to the constitutional and legal frameworks
which have to be set up to ensure that security sector actors, particularly the armed
and security forces, operate under the principles of the rule of law.

3. Harmonisation - is the adjustment of differences and inconsistencies among different
measurements, methods, procedures, schedules, specifications, or systems to make
them more uniform or mutually compatible.

4. Security — a multi-dimensional concept, which encompasses both the traditional
statecentric notion of the survival of the state and its protection from external
aggression by military means, as well as the non-military notion of human security
based on political, economic, social, and environmental imperatives, rule of law, and
human rights.

5. Human security — is an emerging paradigm for understanding global vulnerabilities
whose proponents challenge the traditional notion of national security by arguing that the
proper referent for security should be the individual rather than the state.

6. National security policy — a formal description of a country's understanding of its
national values, interests, goals, strategic environment, and threats in view of protecting
or promoting national security for the State and its people, which is anchored in a
vision of security determined through a comprehensive process of dialogue with all
national stakeholders (and regional and international ones if deemed appropriate by the
state concerned). In this sense, it shall incorporate the views and perceptions of the
government and other institutions of state, as well as the needs and perceptions of the
country’s populations in their specifities including men, women, and children.

7. National security strategy — a formal description of the methods to be used by the
State and its people to realise the vision and goals outlined in a national security policy.
This includes setting specific objectives, identifying priorities and considering activities
and resource allocation. The document is based on the values, interests, threats to and
needs of the country, as outlined in a national security policy.



Operational Guidance Note Harmonisation Of National Security Legislation

8. Armed forces — the military forces of a state, usually one or a combination of an army,
navy, and air force, and paramilitary forces. These forces are ordinarily mandated to
defend a sovereign state from threats emanating from foreign or internal conflicts.

9. Civil society —refers to civil society organisations as defined in article 3 of the Statutes
of the Economic, Social and Cultural Council of the African Union (ECOSOCC).

10. Law enforcement agencies — agencies of the state that are mandated to uphold and
enforce the law. These include the police, gendarmerie, institutions in charge of finding
and using intelligence to preserve state security, prison services, presidential guards,
antiterrorist units, border management, customs and immigration authorities.

11. Non-state security actors — these include private security companies (PSCs), rebel
groups, traditional leaders, community neighbourhood and crime watch organisations
and vigilante groups, clan elders, NGOs engaged in the security sector, or other non-
state actors, “as may be decided by each Member State'® It does not, however, include
mercenaries, as defined by clause 7 of the AU Policy Framework on Security Sector
Reform, or commercial security actors.

12. Security (and justice) sector — comprises the individuals, groups, and institutions
responsible for the provision, management, and oversight of security for the state and
population, and for the delivery of justice services. These include but are not limited to
primary security institutions (such as the armed forces, the police, the gendarmerie,
and border guards), specialised intelligence and security institutions, public oversight
and management bodies (such as the executive, legislature, national security advisor
bodies), justice and rule of law institutions (such as the judiciary, the correctional system,
offices of the public prosecutor, ombudspersons, anti-corruption bodies and human
rights commissions), civil emergency units (such as search and rescue services, fire-
fighting, and natural disaster management), and non-state security and justice bodies
(such as private security companies, informal security providers, customary authorities,
and traditional justice systems).

13. Security sector reform — a process by which countries formulate, re-orient, or
develop the policies, structures, and capacities of institutions and groups engaged in
the security sector, in order to make them more effective, efficient, and responsive
to democratic control, and to allow them to better respond to the security and
justice challenges confronting the state and its people. Depending on the context
and focus, SSR is sometimes expressed as security sector governance, security
sector transformation, security sector development, security sector review, as well
as security and justice reform.

3See African Union Policy Framework on SSR, Paragraph 4f.
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14. Rule of law - refers to a principle of governance in which all persons, institutions, and
entities (public and private, including the State itself) are accountable to laws that are
publicly promulgated, equally enforced, and independently adjudicated, and which are
consistent with international human rights and humanitarian norms and standards. It
requires measures to ensure adherence to the principles of supremacy of law, equality
before the law, accountability to the law, fairness in the application of the law, separation
of powers, existence of checks and balances, participation in decision-making, legal
certainty, avoidance of arbitrariness, and procedural and legal transparency.



Operational Guidance Note Harmonisation of National Security Legislation

Background
to the OGN




Operational Guidance Note Harmonisation of National Security Legislation

Background to the OGN

Target audience: This OGN is intended for practitioners and policymakers charged with the
responsibility for thinking about, discussing, coordinating processes for, or drafting national
security (NS) legislation, NS Policy (NSP) and NS Strategy. Whilst this OGN is concerned
primarily with legislation, and the need for effective national legal frameworks to support
NSP processes, the fact that NS processes are driven differently at the national level by
either legislation, policy, or strategy necessitates a discussion of legislation development in
the context of the wider NS policy process.

The current disparate approach to the development of national security processes on
the African continent and increased calls for the harmonisation of SSR principles provide
the rationale for more standard and effective guidance to inform the development of NS
legislation — a central pre-requisite for SSR.

There is no one ‘formula’ which characterises the scope and parameters of NS legislation
Depending on the specific national context, NS legislation becomes a collective term
which characterises the constitutional and legal frameworks which inform and support
the structure, management and oversight of the security forces. With national security
sectors now being shaped and informed by the concept of ‘human security’ — rather than
the more traditional past concepts of military-centric focused security — legislation related
to NS actors and processes has become more multidimensional. The different nature of
security sector structures across the African continent therefore suggests the need for a
set of general ‘principles’ — rather than processes — to guide the development of national
security legislation.

AU Guidance on National Security Legislation

The development of more coherent and standard guidance for NS legislation is in keeping
with the direction that the AU is currently taking on NS-related issues, as articulated in
the AU SSR Policy Framework (AU SSRPF). The AU SSRPF serves as a continental policy
framework on SSR that provides the AU, the Regional Economic Communities (RECs),
member states, and other stakeholders with the necessary guidelines to implement SSR
programmes.* Whilst the document adopts UN SSR ‘norms,’ it goes further to recognise
SSR preconditions and processes that are unique to the continental African context.

*AU Policy Framework on SSR, pg. 1.
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Building on the Common African Defence and Security Policy (CADSP), the AU Guidance on
SSRis also based on a multidimensional definition of security which encompasses both the
state-centric notion of the survival of the state and its protection from external aggression
by military means, as well as the non-military notion of human security based on political,
economic, social and environmental imperatives in addition to human rights.®

With a focus on the development of NS Strategies, the AU SSRPF recommends the national
authority of a Member State implementing SSR to produce, through a fully consultative and
participatory process, a well-defined NS strategy based on democratic principles, human
security needs, and respect for human rights and international law.® It further states that
the NS strategy will incorporate a long-term vision of security and will highlight, but not be
limited to, the following:

a. The possible security threats that the Member State may face and the security means
to counter such threats;

b. The security posture of the Member State, which will be based on principles of
nonaggression, legitimate self-defence, and collective security in terms of the UN
Charter and the AU Constitutive Act;

c. Security interests of the Member State, which will complement and not contradict
national development objectives;

Efficient and rational use of resources for the maintenance of peace and security;

e. Commitment to regional, continental, and international peace and security obligations;

f.  Provision for the development of strategically essential technology and cost-
effective research and development capacities where possible, for the equipment
and maintenance of security sector machinery that may not be satisfied through
competitive international procurement;

g. Participation of all groups, including women and girls, at all levels of national
security activity.

The AU guidance also recognises that, together with other sectors, the security sector
should be subject to regular institutional review at least once every 10 years.® These
requirements are often codified in national legal and security policy frameworks. The AU
encourages Member States to ensure that SSR programmes are undertaken based on a
sound and adequate legal and security policy framework. In addition to foundational pillars
of national security, including national interests, core values, and the role of key actors,
the framework should also detail the legal basis for the NS policy. In this context, the
AU SSRPF contends that it is important to review existing constitutional instruments and
relevant security sector legislations to ensure that institutional gaps and challenges are
addressed and that the basic responsibilities of each element of the security sector are

5lbid, pg. 5
blbid., pg. 14.
“Ibid., pg. 7.
®lbid.

10
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well-defined.® Currently, NS legislation in many African countries is not consistent with
the spirit of the AU SSRPF, nor does it always reflect and support relevant obligations
enshrined in different regional protocols and conventions. Except where such laws are
already in existence, the AU encourages Member States to enact relevant laws for the
effective implementation of the relevant provisions of an NS policy.® Further assisting this
process is the AU’s commitment to develop mechanisms, tools, and instruments for their
operationalisation, including a survey of national security laws.™

The provisions supporting NS policy and legislation in the AU SSRPF build progressively on
the AU’s 2004 Solemn Declaration, which calls for the formulation of policies to strengthen
the defence and security sectors at the national and continental levels and the facilitation
of the harmonisation of national legislation and executive actions on defence and security
matters with the Common African Defence and Security Policy (CADSP)." The provisions
also commit to integrate and harmonise regional initiatives on defence and security.'? The
framework constitutes an effort to incorporate into a single text, the provisions of certain
defence and security instruments already in existence and forming part of the general body
of legislation and principles on which the AU, and the Peace and Security Council (PSC) in
particular, will be able to base its actions in the field of defence and security.™

Protocols and Frameworks of Regional Organisations on National
Security Policy

Operational Guidance to promote the harmonisation of NS legislation development
processes must consider, and build on, existing protocols, conventions, and frameworks of
regional economic communities in Africa.

In addition to existing AU Guidance on National Security Policy, a range of relevant regional
protocols and frameworks also exist. Whilst such regional provisions differ greatly in name,
content, and stage of development, all demonstrate the ongoing discussions on security-
related policy at the regional level. In all cases, the importance of shared regional interests
and harmonisation with higher order policies of both the United Nations and, particularly,
the African Union is underscored.

The Economic Community of West African States’ (ECOWAS) Conflict Prevention Frame-
work (ECPF), which was adopted in 2008, became the ‘pivot’ for a range of normative
frameworks and confidence-building measures which have come to form the core of
regional security cooperation in West Africa. The Framework builds principally on the 1999

lbid.
lbid., pg. 25.

"African Union, Solemn Declaration on a Common African Defence and Security Policy (Addis Ababa: African Union,
2004), pg. 9.

2|bid, pg. 10.
lbid.

“Adedeji Ebo, “Towards a Common ECOWAS Agenda on SSR,” DCAF Policy Papers (Geneva: DCAF, 2007),
pg. 5. Please note that the 1999 Framework was formally entitled the “Mechanism for Conflict Prevention, Conflict
Management, Conflict Resolution, Peacekeeping and Security” The Framework was updated in 2005 and the title
was changed to “Conflict Prevention Framework !

11
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Mechanism and the 2001 Supplementary Protocol on Democracy and Good Governance, '
with emphasis on human security, conflict prevention and peacebuilding.

Whilst a formal document has yet to be adopted or ratified, there has been an emerging
ECOWAS Security Sector Governance (SSG) Concept and Action Plan. The concept was
derived from the organisation’s Conflict Prevention Framework and adopted in 2008. SSG
represents one of the ECPF's 14 key components (which also includes a supplementary
Act relating to a Code of Conduct for the Armed Forces and Security Forces).”® An
intergovernmental meeting of experts held on 23-24 May 2014 to review the emerging
ECOWAS SSG framework is a hopeful indication that its formal publication is forthcoming.

In addition to the above, the ECOWAS Regional Plan 2011-2015 presents a vision of “creating
a borderless, peaceful, prosperous and cohesive region, build on good governance, and
where people have the capacity to harness its enormous resources through the creation
of opportunities for sustainable development.”” Similarly, Theme Il in the ECOWAS
Vision 2020: Towards a Democratic and Prosperous Community contains two relevant
thematic areas of both ‘peace and security, and ‘governance.'® Lastly, the 2006 ECOWAS
Convention on Small Arms and Light Weapons underscores the importance of all Member
States undertaking to revise and update national legislation to ensure that provisions in the
Convention are minimum standards for Small Arms and Light Weapons (SALW) and their
ammunition as well as related materials.” Interestingly, and in the context of the purpose of
this OGN, the Convention also calls for the harmonisation of national legislation on SALW.?°

In 2011, the Inte~Governmental Authority on Development (IGAD) launched its IGAD Security
Sector Project.?'The Project outlines and integrates a wide range of initiatives around the four
mutually reinforcing result areas of counterterrorism, organised crime, maritime security,
security institutions and capacity-building.?? In addition, the organisation has Conventions
on Mutual Legal Assistance and Extradition. A meeting in Addis Ababa, Ethiopia on 16-17
September 2014 was held to create awareness about the content of the two important
IGAD conventions and a consensus amongst participants to facilitate the ratification and
the implementation of the conventions.?® The Workshop also underscored the importance
of co-operation of the use of international legal instruments in tackling security challenges.?
Similar to the ECOWAS experience to date, efforts to promote Memberwide acceptance

®See ECOWAS Conflict Prevention Framework, Article 39.

'®Economo Alaga, “The Emerging Regional Policy Frameworks for SSG/R in Africa: Prospects and Opportunities for the
AU and ECOWAS, British International Studies Association Conference (2011).

7ECOWAS CEDEAO, Regional Strategic Plan 2011-2015.

"®|bid.

WECOWAS SALW Convention, pg. 17.

2lbid, pg. 19.

Z1|GAD, IGAD  Security  Sector  Project  Launched  (2012),  http://igad.int/index.php?option=com
content&view=article&id=353:igadsecurity- sectorprogram-launched&catid=45:peace-and-security&ltemid=128.
2|bid.

Z|GAD, IGAD Promotes Awareness of MLA and Extradition Conventions (2014), http://igad.int/index.php?option=com_
content&view=article&id=957:igad-conventions-on-mla-and-extraditionpromoted&catid=45:peace-and-
security&ltemid=128.

21bid.
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on security-related protocols and the popularisation of international legal instruments place
IGAD in a good position to encourage the harmonisation of more macro-strategic security
policy processes.

The South African Development Community (SADC) developed a Strategic Indicative Plan

for the Organ on Politics, Defence and Security Cooperation (SIPO) of the organisation.

SIPO was meant to provide guidelines for the implementation of the Protocol on Politics,

Defence and Security Cooperation.?® The key objectives of SIPO are:

e Provide guidelines for action (strategies and activities);

e Shape the institutional framework for the day-to-day activities of the Organ (including
the operating of the Protocol and Mutual Defence Pact);

e Align SADC's peace and security agenda with that of the AU.

Although SIPO Il has developed a wider agenda to reflect a broader engagement across
the security sector (including defence, police, intelligence, and other wider security
stakeholders), and despite evidence that SADC has sought to harmonise SIPO Il with the
AU’s APSA, both the AU’s resource constraints?® and SADC's identity crisis?’ currently pose
challenges for the organisation to advance this agenda.

The key regional organisation in North Africa is the Arab Maghreb Union (AMU), which
is made up of five members — Algeria, Tunisia, Morocco, Libya and Mauritania — and was
founded via the Treaty of Marrakech in 1989.% Since its creation, the AMU has struggled
to foster substantial political and economic integration in the region, stalling over disputes
between Morocco and Algeria over the status of Western Sahara.?® There have been no
summits between AMU heads of state since 1994. However, since 2012 regular meetings
have taken place at the ministerial level, renewing optimism that the AMU can be revitalised
and begin to serve as a driver of regional integration.

These ministerial meetings have focused mainly on issues of border security and terrorism.°
In 2012, the Regional Ministerial Conference on Border Security adopted the Tripoli Action
Plan on Regional Cooperation and Border Control, which called for the establishment of a
regional training facility for border personnel, legislative development on border issues, and
the creation of "a permanent mechanism for regional cooperation in combatting organised

25Antoni Nieuwkerk and Horman, eds., South African Security Review (Friedrich Ebert-Stiftung, 2013).

»lbid, pg. 43.

“Ibid, pg. 54.

*Treaty of Marrakech. September 1989, http://www.wipo.int/wipolex/en/other_treaties/text.jsp?file_id=201318.

2For a full description of this dynamic, see |. W. Zartman, “Why the Maghreb Matters: threats, opportunities and
options for crossborder cooperation in North Africa,” Accord: an international review of peace initiatives, vol. 22
(2011), pp. 96-99, http://www.cr.org/sites/c-r.org/files/22_Cross %20border%20peacebuilding_201101_ENG_Fpdf.

3°Resulting, most notably, in joint strategic declarations on terrorism (the Marrakech Declaration of Struggle against
Terrorism, 2014), and border security (the Tripoli Action Plan, 2012 and the Rabat Declaration, 2013).
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crime and illegal immigration.”s" After a round of ministerial meetings in Rabat in 2013, the
Council of Ministers of Interior of the AMU drafted a joint security strategy for the Maghreb,
which focused on four areas: terrorism and organised crime; illegal immigration and human
trafficking; drug trafficking; and civil protection.® The AMU Council’s final statement from
that conference “stressed the need to consolidate security cooperation and intensify
collective efforts to face challenges through joint security policies."3®

There are also numerous bilateral security agreements and frameworks between North
African countries, particularly focused on the subject of counterterrorism. In addition, a
conference which gathered north-western African countries was held in Rabat in November
2010 to discuss the issue of NSP processes. The conference closed with the adoption
of a final statement, which included practical recommendations for establishing and
institutionalising a dialogue on national and regional security policy.®* The conference report
indicates that the regional delegates were interested in establishing a regional framework
for national security policies and requested a broad and participative approach to security.®

Based on the review of the existing regional security frameworks and protocols, it appears
that the potential for the harmonisation of, and knowledge-sharing on, NS processes and
legislation is good. For the most part, evidence indicates that wider security and SSR related
agenda are being adopted at the regional level. Most processes reflect, and build logically
on, established norms adopted by the wider international system, as well as continental
organisations including the African Union. Moreover, relevant and related security protocols
which reflect issues more specific to each region offer further opportunity in terms of
discussing more common SSR norms in the context of a regional ‘lens.

31Shivit Bakrania, “Libya: Border Security and Regional Cooperation,” Governance and Social Development Resource
Centre (2014), http://www.gsdrc.org/docs/open/GSDRC_Libya.pdf.

$2United Nations Economic Commission for Africa (UNECA), Regional Integration in North Africa: Intraregional Trade
andTrade Facilitation (December 2013), http://www.uneca.org/sites/default/files/publications/regional_integration_2013-
intraregional_trade_and_trade_facilitation.pdf.

%Kingdom of Morocco, “AMU Foreign Ministers Urge for Collective Fight Against Trans-Border Security Threats in the
Maghreb,” (10 May 2013), http://www.maroc.ma/en/news/arab-maghreb-union-foreign-ministers-open-32nd-session-
rabat.

34Rabat report, pg. 5.
%|bid, pg. 16.

14


http://www.gsdrc.org/docs/open/GSDRC_Libya.pdf
http://www.uneca.org/sites/default/files/publications/regional_integration_2013-intraregional_trade_and_trade_facilitation.pdf
http://www.uneca.org/sites/default/files/publications/regional_integration_2013-intraregional_trade_and_trade_facilitation.pdf
http://www.maroc.ma/en/news/arab-maghreb-union-foreign-ministers-open-32nd-session-rabat
http://www.maroc.ma/en/news/arab-maghreb-union-foreign-ministers-open-32nd-session-rabat

Operational Guidance Note Harmonisation of National Security Legislation

The Relationship
Between

NS Legislation,
NS Policy and
NS Strategy




Operational Guidance Note Harmonisation of National Security Legislation

The Relationship between
NS Legislation, NS Policy
and NS Strategy

The development and evolution of African continental and regional frameworks, conventions

and protocols in Africa reflect:

e The impact of the human security concept on national security and defence policy
and planning;

e Existing security-related conventions which already require a degree of harmonisation
across Member States to support the formal adoption of these regional laws, policies
and principles;

e The formal adoption of SSR guidelines and frameworks to inform approaches taken by
Member States towards the development, management and oversight of democratic
and effective security sectors;

e The critical link between NS concepts and planning and the way in which this informs
activity across the security sector;

e The importance of NS legislation in supporting the NS concepts and plans and,
therefore, supporting ensuing reforms across the security sector.

In the context of the above, the relationship between the development of NS legislation,
NS policy and NS strategy becomes important. Despite more recent calls in the SSR literature
for legislatively supported national security policies and strategies to inform wider SSR
processes, it is difficult to find any form of acceptable NS legislation or policy development
methodology that has been trialled and tested similarly, to relatively good effect, across the
African continent. In some cases, NS Policy has been developed in the absence of suitable
legislation; in other cases, NS legislation has been developed with no legislative requirement
foran NSP or NS Strategy; other experiences indicate that some countries are content with
their legal provisions for national security embedded in the defence and intelligence-related
legislation; whereas other countries have pursued strategies in the absence of policy and
current legislation.® In summary, and as demonstrated in the case studies presented in
the annexures to the document, attention given to NS legislation often comes as a result
of NSP and NS strategy processes, rather than as a result of what processes the existing
NS laws suggest a country should follow. There is a tendency for governments to either

%8Even in western donor countries with strong national legal institutions, active legislative functions of government,
national security policy, strategy and legislation development processes are inconsistent. For example, the Government
of Canada did not produce its own NSP until 2004 — a policy that remained un-implementable due to the absence
of a strategy. With no Constitution or laws mandating the development of an NSFE the Government of the United
Kingdom produced its first NS Strategy in 2007, a second in 2009, and a third in 2010 (following a change in government
leadership). Even today, the UK has a NS Strategy only, with no overarching policy document and no specific national
security legislation that mandates the development of such documents.
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rationalise developments in NSPs vis-a-vis old legislation or Presidential/cabinet decrees,
or by amending legislation retrospectively or in parallel to the policy development process.
Maintaining these national approaches risks steering away from both the spirit and the
intent of African regional and continental processes.

The assessment above begs the question of whether or not a ‘right” approach exists, which
appears not to be the case, as confirmed by a 2012 Integrated UN Guidance Note on SSR
Processes.®” Whilst perhaps an ideal NS process would begin with existing, relevant and
current national security legislation, which sets out clear roles and responsibilities of the
security sector actors, underwrites the development of NS structures and mechanisms
(e.g. a National Security Council (NSC)), and mandates the publication — and the regular
review and updating — of a national security policy and strategy, this does not always
happen. Existing legislation may be old and outdated, may not reflect the current security
environment, and may not cater for a security architecture that supports comprehensive NS
policy development and integrated executive-level discussion.

The continental African experience is mixed with few patterns and little consistency of
NS legislative approaches. Some African countries have little mentioned in their
Constitutions with regards to NS (or even the word security itself) and simply give the
government the power to determine and implement policy on security-related issues.
Other countries outline reasonably comprehensive national security provisions in their
Constitutions and related Acts. Whereas few countries have dedicated NS legislation,
post-conflict SSR processes which now call for attention to be given to overarching NSP
processes often see NS legislation being developed in parallel to these processes or after
their development. The latter is often required as a result of capacity gaps, weak existing
legal frameworks, and weak legislative functions.

3’United Nations, UN Integrated Technical Guidance Notes on SSR (2013).
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Approaches Taken in Africa
to the Development of

NS Legislation and Wider
NSP Processes

The fact that the mainstay of the literature on national security legislation and policy
development is based on the Anglo-American and, to a lesser extent, the European
experience, AU Guidance in this area requires a critical analysis of the African NSP
experience to date.

A mapping exercise of NS Legislation (and NSP) development processes indicates that
most NS legislation and policy development experiences can be grouped into one of the
following four categories:

1. Countries which have produced a national security policy or strategy during the past
ten years.

2. Countries that produced a national security document which, based on weaknesses
in both legislative and policy processes, did not become formally adopted as a policy.

3. Countries with NS legislation but which base their national security planning on another
related type of document, such as a Defence White Paper, Defence and Security Policy,
Cyber Security Strategy, Food Security Strategy, etc.

4. Countries with few legislative provisions for NS and where no experience of an NSP
process could be evidenced.

Countries which have produced a NSP or NS strategy in the past ten years

This category includes countries where the impetus for the NSP process has come as
a result of a broader vision for reform and/or a government desire to support decision-
making in response to complex environmental trends. Some of these experiences require
the adoption of new NS laws and/or amendments to create an NSP and delegate authority
for this process (e.g. Ethiopia).

Other defence-related legislation has led some countries to develop NSPs based on a
process led primarily by the defence institution (e.g. Nigeria, Namibia). Other post-conflict
countries supported by widespread donor-funded SSR programmes have taken forward
the development of NSP processes and legislative amendments as part of the wider peace
process and security/peacebuilding engagement (e.g. Burundi, Liberia). Such programmes
also synergise between Poverty Reduction and NS Strategy processes. In these cases,
legislative amendments concerning the future role of the security sector emerged as being
just as important as the legislative provisions underwriting the new security architecture.
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Countries that have developed a NS-type document which, based on weaknesses in
both the legislative and/or policy process, did not become formally adopted as an NSP

“National security-type documents” range from papers which characterise new strategic
security contexts, security policy frameworks, and NSP drafts which do not become
formally adopted as government policy. In all cases, legal provisions have underwritten the
document drafting processes, albeit with some legislation being processed in parallel to,
and as a result of, these efforts. For example, the adoption of the Government of
Sierra Leone's National Intelligence Act in 2000 gave authority to specific institutions
to take forward an NSP process, as well as clarified the country’s recent changes in its
NS architecture.

In contrast, the Malawi experience became underwritten by the President’s appointment of
a new NSA who was charged with the responsibility of developing an NSP. Due to the lack
of systems/procedures for the development of security policy, the NSP was never formally
adopted as policy by Government.

Lastly, other “national security-type” documents have emerged as a result of formal
defence review and defence reform processes, albeit recognising the wider NS context
in which defence is situated. In these cases, the legal provisions for the development of
NSPs are normally enshrined in defence legislation (e.g. South Africa, Uganda). In addition,
there is normally a strong appetite in these countries to take forward an NSP process.

Countries with NS Legislation which base their national security planning on another
related type of document such as a Defence White Paper, Defence and Security Policy,
Cyber Security Strategy, Food Security Strategy, etc.

Countries that base their NS planning on a different type of ‘security-related’ policy
document/legislation can be divided into three sub-groups: countries that have developed a
defence, internal security or related national security-type document with little experience
in supporting the development of a NSP or strategy; countries whose constitutions do not
mention NS and from where no publicly available information on NS can be found; and
countries which have legislative or constitutional provisions supporting NS but where no
existing security-related policy or strategy documents exist.

Whilst the Government of Botswana has an old national security document through the
National Security Act (passed in 1986), and the Intelligence and Security Services Act and
the Corruption and Economic Crime Act, there is no recently developed policy or strategy

%8The author of the paper was involved in the facilitation of the discussions and worked with the NS Secretariat.
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document.This, despite efforts between 2007 and 2009 to form a NS Secretariat and facilitate
a country-wide discussion on national security.*® Other countries such as Mozambique,
saw the 1997 adoption of a Defence and Security White Paper. Although Senegal has not
formalised an NSP in the form of a comprehensive document, it has discussed defence in
the context of national security since 2001 and, through the direction of its NSC, sees the
concept of national security supported by its bona fide defence policy and other contributing
institutions.®® Other countries, such as Kenya and Ghana, adopted National Cyber Security
Strategy documents in 2014 and 2012 respectfully. Zambia published an Anti-Money
Laundering and the Combatting of Financing of Terrorism Country Strategy Paper in 2012,
whilst Niger developed a Foreign Policy and National Security Yearbook in 2009 to serve as
guidance for the Government. As authorised by its NSC, Zimbabwe produced a National
Social Security Annual Report in 2011.

Although a last group of countries have NS-related legislation, this research was unable
to identify any related NS-related documents. A number of other countries, including Chad,
Angola, Mauritius, Cape Verde, Central African Republic and Djibouti, populate the final
category for which no publicly accessible information on NS documents, related documents
or related legislation could be found.

In summary, the experience of the third category of national experiences exposes a
numberof trends.The firsttrendindicates thatanumber of countries feel sufficiently equipped
with defence-related policy or White Papers; or, whilst these papers are reasonably current
and comprehensive, and in the absence of specific legislation mandating the publication of
an NSP, there may be less political appetite to develop a further dedicated NSP.4°

The second trend unveils a reasonably strong link between related strategy/policy papers
(such as those on Counterterrorism, Food Security, and Cyber Security) and external actors
providing funding support for these types of activities. It is therefore not surprising that
these thematic areas tend to be prioritised over the development of comprehensive
NS documents, particularly in the absence of a ‘post-conflict” environment where external
actors are more likely to encourage an NSP process in order to bring coherency to numerous
security reform programmes.

The third trend groups countries that appear to have very little or no NS guidance into
those which either suffer from high levels of poverty and host weak institutions, with those
which enjoy reasonable levels of peace, stability and, in some cases, geographic isolation.
As the former group often accounts for impoverished and conflict-affected countries, the
development of current NS legislation should be prioritised in order to form a basis for
future national and donor-funded security reform initiatives.

SDCAF, “"Developing a Guinean National Security Policy," Conference Report (Conakry, 20-21 October 2011), pg. 41.

“Based on the experience in Algeria (see Annex H), based on the broad powers of the President, there may also be little
appetite to develop documentation supporting an open and transparent NSP process.
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Operational Guidance

Different national circumstances, structures, systems, and procedures pose challenges for
endorsing specific guidelines on the development of NS legislation. For this reason, the
following “principles’ have been presented in fairly flexible form in order to maximise both
relevance and utility to those using this Guidance. The ‘flexible form" also acknowledges the
many different exercises which initiate the development of new, or existing, NS legislation.

Principle #1: Awareness of relevant national legal traditions

Practitioners and policymakers should be aware of the different legal traditions which exist
across the African continent. These traditions include:

- The common law tradition;

- The civil law tradition (both in Francophone and Lusophone countries);

- The Islamic law tradition;

- The traditional and customary laws.

Today the difference between common and civil legal traditions lies in the main source
of law. Although common-law systems make extensive use of statutes, judicial cases
are regarded as the most important source of law, which gives judges an active role in
developing rules. For example, the elements needed to prove the crime of murder are
contained in case law rather than defined by statute.*’ To ensure consistency, courts abide
by precedents set by higher courts examining the same issue. In civil-law systems, by
contrast, codes and statutes are designed to cover all eventualities and judges have a more
limited role of applying the law to the case in hand.*

The Islamic legal tradition rests in Sharia law, which is derived from both the Koran, as the
word of God, the example of the life of the prophet Muhammad, and fatwas — the rulings
of Islamic scholars.*® Sharia differs in one very important and significant way to the legal
traditions of the Western world: it governs, or at least informs, every aspect of the life of
a Muslim. In this context, Western law confines itself largely to matters relating to crime,
contract, civil relationships and individual rights. On the other hand, Sharia rulings have
been developed to help Muslims understand how they should lead every aspect of their
lives according to God's wishes.

‘Custom’ and ‘tradition’ have always been, and are increasingly becoming, significant
sources of law in important areas such as human rights obligations.** As all African
countries boast different traditions and customs, governments much often make decisions

4The Economist, “What is the difference between Common Law and Civil Law’ 16 June 2013, accessed at: http://
www.economist.com/blogs/economist-explains/2013/07/economist-explains-10.

“lbid.

“Dominique Casciani, “Sharia Law Explained” BBC News, 4 July 2008, accessed at http:/news.bbc.co.uk/1/hi/
uk/7234870.stm.

“Anthea Elizabeth Roberts, “Traditional and Modern Approaches to Customary International law: A Reconciliation” in
American Journal of International Law, Volume 95, No. 4, October 2001, pg. 757.
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about the legal and political position of both tradition and modernity in their social and legal
systems.*® In these cases, practitioners and policymakers should try to understand the
levels of acceptance, tolerance and formal recognition of the traditional governance and
customary legal systems. In some African countries, it may be that customary approaches
to justice are cited in the constitution, which leaves people with a widely-accepted choice
of whether they prefer to use formal state or customary justice options.

Principle #2: The utility of ‘mapping’ existing constitutional and legal frameworks
for NS

Different national contexts and experiences shape and inform the way in which national
legal frameworks develop. It is important to be familiar with the NS provisions embedded
within a country’'s Constitution. Such provisions may include such things as the main
structures and organs responsible for NS decision-making; the roles and responsibilities
of these structures and organs; and the timeframes for the publication and updating of NS
policy and strategy documents. The Constitution should define the role of the executive
branch as well as the role of the parliament regarding the drafting, the passing and the
approval of legislation. Parliamentary powers regarding the security sector should also be
outlined in the constitution.

The Constitution will also be instructive on informing policymakers and practitioners on how
legal instruments supporting NS are organised. For example, it may designate responsibility
to certain national security institutions, such as Ministries of Defence or Ministries of
Security, with the authority to develop national security strategies and policies; alternatively,
some countries may not produce national security policy or strategy documents and may
designate responsibility to a number of security-related legislative organs to develop
different laws for different institutions.

Irrespective of whether or not NS laws are organised more centrally under comprehensive
security organisations, or more diffusely under a wide range of separate areas of security
(and it is more often the case that a combination of both approaches exists), noting any
patterns of constitutional and/or legislative amendments can also provide experts with
knowledge of key areas of change and reform. It may be the case that, depending on how
NS is defined and conceptualised, the impact of such change may be felt in other security-
related institutions which have yet to undergo reforms.

Lastly, it is also important to be aware of pre and post-independence national legal
traditions. For example, the French legal system may be particularly relevant in a number
of francophone West African countries, whereas aspects of the Belgium legal system
may be reflected in countries such as the Democratic Republic of Congo. The experience
of Lusophone African countries may also resonate with aspects of the Portuguese
legal system, whereas Dutch-Romano laws would be important in countries such as
South Africa.

“Manfred O. Hinz, “Traditional Governance and African Customary Law: Comparative observations from a Namibian
perspective, Konrad Adenauer Stiftung, accessed at http://www.kas.de/upload/auslandshomepages/namibia/
HumanRights/hinz.pdf.
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Principle # 3: Be mindful of security-related laws, obligations and policies which are
enshrined in the protocols and conventions of regional organisations

All African countries are signatories to the AU and should, therefore, conform with the
principles, protocols and conventions of this organisation. The 2014 adoption of the AU's SSR
Policy Framework by the Peace and Security Council provides useful guidance regarding the
management and oversight of the security sector. At the strategic level, this guidance has
implications for NS legal frameworks, as well as policy and strategy documents which
inform wider SSR programmes. Similarly, and as detailed in earlier sections of this OGN,
regional organisations such as ECOWAS, SADC, IGAD, ECCAS and the AMU will all have
securityrelated protocols and frameworks (such as those relating to conflict prevention,
human rights, human trafficking and small arms and light weapons) which, based on the
commitment of Members States in developing such frameworks, come with obligations to
implement these policies at the national level. In this context, practitioners and policymakers
working in the field should be attentive to areas of both alignment, and non-alignment,
between national structures and regional/continental security-related commitments.

Principle #4: Awareness of key drivers informing and shaping the wider NS process
and the implications for the development of NS legislation

Depending on the national context, a number of different dynamics could be responsible for
taking forward a NS process. For example, in a country emerging from conflict —and in line
with both AU and wider international guidance on SSR - there is often encouragement and
active support given to governments for the development of national security strategies
and policies. In these cases, and due to the urgency involved in the development of these
frameworks, legislative provisions underpinning national security policy development may
be outdated or insufficiently developed. In cases like this, practitioners should be mindful
that a parallel process to update or develop suitable constitutional and legal instruments
supporting NS should be initiated.

Other NS processes may be driven by a country’s decision to commit resources to an
updated assessment of a country’s strategic environment - or perhaps to a defence review
process. It may also be that, in line with possible constitutional powers given to a Head
of State with regards to initiating these processes, existing NS legislation plays a less
important role at the beginning. However, in the ratification/approval of the ensuing policy
or strategy, it is important for practitioners to evaluate the extent to which the existing
legal framework for NS supports the outcome of the processes and therefore, the desired
direction. For example, it may be the case that the outcome of a security review process
may imply newly proposed changes to the internal security services which conflict with
constitutional provisions governing the justice sector. Equally, proposed changes to the
roles and responsibilities of the defence forces may require broader constitutional and
sector-specific legislative changes with regards to the division of roles and responsibilities
across the various security actors.
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Principle #5: The utility in keeping initial NS processes simple, in line with the national
culture, and the requirement for important ‘groundwork’ supporting the exercise

Based on variability in both capacity and levels of interest across NS institutions, it is often
prudent to initiate NSP and NS Strategic processes using a simple concept/discussion
paper discussing the rationale and the resources required for a broader NS process.

As ideas and discussions on an NSP process emerge, the lead institution should bring these
ideas to the Office of the Head of State (HoS) in the form of a short, but well-developed,
concept/discussion paper which includes a budget outlining resources required. The
paper should elaborate on the national security environment and expose thinking on the
contribution of wider security stakeholders and their involvement in the planning and
implementation of security

A suggested format for a short concept /discussion paper on a proposal
supporting the development of an NSP

e Background

e Problem

e Recommended response
e Resource requirements
e Next steps

Lessons from a number of national experiences suggest a need for meaningful time to
be secured from the Office of the HoS to discuss an NSP process. In exceptional cases,
where the Office of the HoS has led, and taken control of, the drafting process, capacity
to support an NSP process does not get sufficiently developed across relevant ministries.
Whilst it is critical for the HoS to ‘buy into’ and support the exercise, appropriate delegation
is important for developing the capacity to review and development similar documents in
the future. Once support has been secured from the Office of the HoS, further mileage
should be made from this concept/discussion paper and all institutional leaders should be
briefed on the content of the paper, preferably during the next NSC meeting.

During this initial period, the Office of the HoS should request a review of current national

security legislation in order to:

a. Confirm the legalities of the proposed NSP process

b. Evaluate the currency of the legislation

c. lIdentify the gaps that require the adoption of new legislation either prior to (as, for
example, in the case of the appointment of an NSA, the creation of an NSC, or the
publication of an NSP) or in parallel to (as, for example, the creation of a Minister of
Security, the clarification of new roles and responsibilities of the security services, etc.)
the NSP development process.

If insufficient legal skills and capacity exist to support this process, the NSA may wish to
draw on wider regional expertise and experiences. International legal consultants could
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also be used to support the process. In this context, if a parliamentary committee on
security does not exist, the services of a more general legal committee should be harnessed.
It may be the case that existing old laws conflict with, or do not support, the proposed NSP
process. If this is the case, a decision should be taken to prioritise legal amendments (or
indeed the development of a new national legal framework) in parallel to an NS Strategy
development process rather than an NSP process. As the former would not necessarily
have to be ratified as policy by parliament, it could provide an interim comprehensive
security framework to inform ongoing security reforms and the development of a new
security architecture.

Principle #6: Build mechanisms to ensure the participation of legislative organs at the
early stages of the NS process

If sufficiently current legislation exists to support the proposed NSP process, the HoS
should delegate authority to the NSA (or appropriate lead authority) to initiate an NSP
process. In many cases, the NSA would then create an NSP drafting committee. Committee
members should be carefully selected and recruited and include members of appropriate
NS-related legislative organs, such as parliamentary security and legal committees. The
government should also consider including a number of representatives from civil society.
Home ministries of the selected officials should then be briefed on the requirement and
the secondment to the drafting committee should become formalised. In order to retain the
support and interest of the HoS's office, a senior representative from the Office (i.e., the
Vice-President or Chief Cabinet Secretary) should be included on the Committee or even
asked to Chair the Committee.

Suggested list of institutions represented on the NSP drafting committee

e (Office of the HoS
e federal police (city police if applicable) or national police
e Gendarmerie, national guard, civil protection (these are often forgotten)

e Security
e Defence
e Justice

e fForeign Affairs

e Federal affairs/Internal Security

e Intelligence

e Economics and Finance

e Environment

e Social affairs

e  Parliament (including representatives from the security and legal committees)
e Regional administrations/Regional state authorities

e (ivil society organisations (such as academic or NGO representatives)
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If sufficiently current legislation does not exist to support an NSP process, the HoS should
create a committee to support the development of national security legislation. This
committee should include senior representatives from the legal departments of the
security-relevant ministries as well as representatives from the parliamentary security
and legal committees. Representatives from civil society should also be included on
the committee. This principle should also be applied to the development of specific
policies requiring legislative amendments. The experience of some countries in adapting
‘community policing” and ‘counterterrorism’ policies has required amendments to both
constitutional and legal instruments. Having relevant legislative organs involved in the
discussions at an early stage in the process will help avoid bottlenecks and will increase
the likelihood of policies being formally adopted.

If sufficient legislation to support an NSP process exists, but requires updating to reflect
a transformed security environment as well as new structures, procedures and roles and
responsibilities of the security actors, the same type of committee as described above
should be developed, and should include the NSA who could serve as an informed
representative linking both the legislation and NSP development processes. The committee
should decide whether or not it is more sensible to develop a new set of laws or support
the amendment of existing laws.

Principle #7: Accept the different ways in which NS legislation is ‘organised’ but
accept the need for a good ‘basis’ for NS legislation

The way in which legislation is ‘organised’ and ‘packaged’ under the broader NS domain
differs from country to country. However, whether embedded in the Constitution, or in a
combination of the Constitution and dedicated NS legislation, guidance on the following
issues should be clear:

e The roles of the executive, parliamentary and judicial branches of government.

e The role of the executive branch as well as the role of the parliament regarding the
drafting, the passing and the approval of legislation.

e Parliamentary powers regarding the security sector in the constitution. This should
include guidance for situations requiring changes to some parts of the constitution
before substantial legal reform can occur.

e Provisions on how to enact relevant laws and decrees, in keeping with the spirit of
separation of powers among the various branches of government.

e The roles and responsibilities of security actors (these role and responsibilities should
also be informed by recently developed White Papers and strategy documents).

e The country's role in the international system (including regional frameworks or
conventions to which the country is signatory).
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e A provision which endorses a periodic review of the NS laws to ensure currency
and relevance. For example, this exercise could be undertaken every ten vyears,
and strategically sequencing within the recommended cycle of NSP development
processes. It could also mandate the security-related institutions to develop regular
policy and strategy documents which reflect the imperatives of the NSP and which
outline the implications for each line ministry.

Principle #8: Maintain a balance between what should be legislated and what should
be regulated

Whereas legislation refers to laws adopted and enacted by government, regulations are
also an important parameter which should be developed alongside of law. Regulations
indicate how to comply with the law and define how state institutions will implement it;
they tend to be more flexible instruments than laws whose adoption is often submitted to
more lengthy processes.

It is often the case where legislation governing the management and conduct of the
security sector is not adequately supported by the ability to regulate and, therefore, properly
implement and ‘enforce’ law.

Principle #9: A National Security Process of any type needs to be supported by
countrywide consultation - incorporating both urban and rural views from society

The drafting committee should engage in a nation-wide consultation process which
enables a closer and more comprehensive examination of the national security
environment, including challenges and opportunities. The consultation process could also
provide a good opportunity to speak with communities about what they perceive to be
key security interests and what they understand in terms of mechanisms and processes
in the security and justice system which supporting the exercise of their democratic
rights. In undertaking this exercise, the committee should work closely with regional
governments and/or administrations in order to encourage the widest buy-in. Focal points
used to coordinate regional-based processes should be established in each region and,
where appropriate, be invited to attend all major meetings of the committee in order to
maintain feedback loops for work in process. This is particularly important in many
African countries where security structures and systems will differ from region to region.
Demonstrating this level of respect to regional authorities is important for securing wide
support for the process.

Lessons from different national experiences also suggest that, for communities which
exist in remote areas of the country where traditional leaders and governance structures
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play an important role, leaders responsible involved in the administration of customary and
traditional law should be included in consultations.

Experience also suggests, that assumptions should not be made on the extent to which
regional and remotely-based communities understand the meaning of words like ‘security,
‘national security’ and ‘justice’ As these are key concepts enshrined in most national
constitutions, it is important to invest time in explaining these concepts to different
individuals and communities. Some national experiences indicate that the understanding
of the concept 'security’ in some regions of a country is often equated with “intelligence’;
moreover, the concept of ‘national security’ has been linked solely with the activities of
the military.

Lastly, resource requirements to support a nation-wide consultation should not be
underestimated. In particular, drafting team members should be provided with good
reliable vehicles to take them to all areas in the country.

Principle #10: Acceptance on the variability of the final output of a NS process

Practitioners and policymakers supporting the NS process should accept that different
outputs of the final work may be desirable for the primary stakeholders. For example, it
may be the case that NS legislation is either amended or newly developed; in other cases, it
may be that a ‘policy’ or ‘strategy’ paper is produced. As indicated in earlier sections of this
paper, NS processes can start and end with a range of different ideas and approaches. For
example, in countries which charge the responsibility of the development of a NS Policy to
an individual line ministry, it may be that the NS strategy development process is one which
takes on wider appeal and cross-government effort. In these cases, the strategy paper may
not require legislative approval. However, it is still important for the resulting paper to be
cross-referenced with the existing legal framework for NS in order for implementation to
go forward.

Lessons from past national experiences suggest that some NS processes result in a
proposed policy paper which never becomes ratified or approved by legislative organs of
government due to the weak capacity of these organs. This is another reason why legislative
capacity for NS should be developed and reinforced along the way.

Experience also indicates that there is a lack of understanding of the differences between
‘policy’” and ‘strategy’. For this reason, and irrespective of the role of strategy to implement
policy, a level of tolerance and acceptance should be exercised towards any effort to
produce a document which articulates key security interests, assesses the NS environment,
and proposes priorities objectives to take forward in support of NS — particularly if the
process engages the relevant actors. In this context, there is often a blurred distinction in
terms of how the front ends of both policy and strategy documents look; with the front
end of strategy documents appearing very similar to the whole of a policy document (i.e.
something that presents the ‘what’, the ‘why’ and the ‘intended way forward’).
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Principle #11: Ensuring that externally-supported NS processes comply with existing
or evolving national legal frameworks

In surveying the continental experience in the development of NS processes, it is clear that
many of these processes become supported and encouraged by external actors. These
account for broader SSRs in conflict-affected countries and also where support is provided
for an NS ‘"type’ policy or strategy. Examples of the latter account for documents such as
cyber security, food security, and counterterrorism policies and strategies.

In these cases, consideration of existing national security legislation becomes very
important. As many of these discussions and policy/strategy formulation exercises involve
external interlocutors, there is always a chance that ‘external approaches’ and experiences
may influence the resulting policy or strategy documents. Furthermore, these external
approaches, and the assumptions that underpin them, may be in conflict with existing
national legislative norms. The efforts to support these processes should therefore include
members of relevant NS legislative organs of government in order to facilitate continuous
feedback on the legalities of proposed policy.

In the context of the above, it should be noted that some national experiences involving
externally-driven processes have resulted in unimplemented policies and strategies being
developed due to the way in which proposed recommendations conflict with the national
legal framework. This issue underscores the importance of involving parliament throughout
the process, and to maintaining good lines of communication with relevant members of the
security and legal committees. Time should be invested in engaging with the parliamentary
secretary to ensure that parliament’s consideration of the NSP is treated as priority and
does not result in a significant delay at the end of a process. Two enabling mechanisms to
support the considered and timely review of the final output include: 1) ensuring the timely
scheduling of an NSC meeting to consider the paper, and 2) ensure the involvement of civil
society which may give parliament added assurance that other forms of oversight and non-
government consultation have been accessed.

s

Principle #12: The importance of building a portfolio of lessons and ‘good practice
with regards to the development and reform of NS legislation

As efforts and intentions to promote harmonisation in the area of NS legislation may be
somewhat undermined by the lack of literature — and documented case study experience
— across the African continent, efforts should be made to develop a repository of good
practice and lessons learned from a range of national experiences. In this context, the AU
could establish mechanisms to facilitate the sharing of institutional and legal experiences,
thereby developing a truly pan-African approach to National Security Legislation. This
would entail in particular supporting interactions between African parliamentarians across
linguistic boundaries to enable them to enjoy the prerogatives which they are endowed by
their constitutions.

31



Operational Guidance Note Harmonisation of National Security Legislation

References




Operational Guidance Note Harmonisation of National Security Legislation

Anthoni van Nieuwkerk and Katherine Hoffman (eds) (2013), South African Security Review
2013, Friedrich Ebert-Stiftung, accessed at http://www.fesmozambique.org/media/pdf/
publications/Southern_African_Security_Review.pdf.

African Union Commission (2013), African Union Policy Framework on Security Sector
Reform (Addis Ababa): African Union, Addis Ababa, accessed at
https://www.peaceau.org/uploads/policy-framwork-en.pdf.

African Union Commission (2004), Solemn Declaration on a Common African Defence and
Security Policy, Addis Ababa, accessed at http://www.peaceau.org/uploads/declaration
cadspen.pdf.

Alaga, Economo (2011), “The Emerging Regional Policy Frameworks for SSG/R in Africa:
Challenges for Cooperation and Future Potential, British International Studies Association
Conference proceedings, accessed at http://www.open.ac.uk/socialsciences/bisaafrica
files/africanagency-seminar2-alaga.pdf.

Author Anonymous (2013), “What is the difference between Common Law and Civil Law,
The Economist, accessed at
http://www.economist.com/blogs/economistexplains/2013/07/economist-explains-10.

Casciani, Dominique, "“Sharia Law Explained” BBC News, 4 July 2008, accessed at http://
news.bbc.co.uk/1/hi/uk/7234870.stm.

Democratic Centre for the Armed Forces (DCAF) (2011), “Developing a Guinean National
Security Policy,’ Conference Report (Conakry, 20-21 October 2011), accessed at http://
issat dcaf.ch/Home/Community-of-Practice/Resource-Library/Policy-and-Research-Papers/
Developing-a-Guinean-National-Security-Policy.

Ebo, Adediji (2007), “Towards a Common ECOWAS Agenda on SSR,” DCAF Policy Papers
(Geneva: DCAF), http://www.dcaf.ch/Publications/Towards-a-Common-ECOWAS-Agenda
on-Security-Sector-Reform.

ECOWAS (2008), ECOWAS Conflict Prevention Framework, accessed at
http://www.ecowas.int/publications/en/framework/ECPF_final.pdf.

ECOWAS, ECOWAS CEDEAO, Regional Strategic Plan 2011-2015, accessed at
http://www.spu.ecowas.int/wp-content/uploads/2010/06/REGIONAL-STRATEGIC-PLAN-
RFVin-French.pdf.

ECOWAS (2006), ECOWAS Convention of Small Arms, Light Weapons, Their Ammuni-

tion and other related material, accessed at http://www.poaiss.org/RegionalOrganizations
ECOWAS/ECOWAS %20Convention%202006.pdf.

33


http://www.fesmozambique.org/media/pdf/publications/Southern_African_Security_Review.pdf
http://www.fesmozambique.org/media/pdf/publications/Southern_African_Security_Review.pdf
https://www.peaceau.org/uploads/policy-framwork-en.pdf
http://www.peaceau.org/uploads/declaration
http://www.open.ac.uk/socialsciences/bisaafrica
http://www.economist.com/blogs/economistexplains/2013/07/economist-explains-10
http://news.bbc.co.uk/1/hi/uk/7234870.stm
http://news.bbc.co.uk/1/hi/uk/7234870.stm
http://dcaf.ch/Home/Community-of-Practice/Resource-Library/Policy-and-Research-Papers/Developing-a-Guinean-National-Security-Policy
http://dcaf.ch/Home/Community-of-Practice/Resource-Library/Policy-and-Research-Papers/Developing-a-Guinean-National-Security-Policy
http://www.dcaf.ch/Publications/Towards-a-Common-ECOWAS-Agenda
http://www.ecowas.int/publications/en/framework/ECPF_final.pdf
http://spu.ecowas.int/wp-content/uploads/2010/06/REGIONAL-STRATEGIC-PLAN-RFVin-French.pdf
http://spu.ecowas.int/wp-content/uploads/2010/06/REGIONAL-STRATEGIC-PLAN-RFVin-French.pdf
http://www.poaiss.org/RegionalOrganizations

Operational Guidance Note Harmonisation of National Security Legislation

Hinz, Manfred O. (2006) "“Traditional Governance and African Customary Law: Comparative
observations from a Namibian perspective, Konrad Adenauer Stiftung, accessed at
http://www.kas.de/upload/auslandshomepages/namibia/HumanRights/hinz.pdf.

IGAD (2014), IGAD Promotes Awareness of MLA and Extradition Conventions, accessed at
http://igad.int/index.php?option=com_content&view=article&id=957:igad-conventions-on-
mlaand-extradition-promoted&catid=45:peace-and-security&ltemid=128.

IGAD (2011), IGAD Security Sector Reform Project Launched, accessed at
http://igad.int/index.php?option=com_content&view=article&id=353:igad-securitysector-
program-launched&catid=45:peace-and-security&ltemid=128.

Kingdom of Morocco (2013), “"AMU Foreign Ministers Urge for Collective Fight Against
Trans-Border Security Threats in the Maghreb,” accessed at http://www.maroc.ma/en
news/arabmaghreb-union-foreign-ministers-open-32nd-session-rabat.

Roberts, Anthea Elisabeth (2001), “Traditional and Modern Approaches to Customary
International law: A Reconciliation” in American Journal of International Law, Volume 95,
No. 4, pg. 757.

South African Development Community (2012), Strategic Indicative Plan for the Organ I,
accessed at http://www.sadc.int/documents-publications/show/2033.

Treaty of Marrakech (1989), accessed at
http://www.wipo.int/wipolex/en/other_treaties/text.jsp?file_id=201318.

United Nations Economic Commission for Africa (UNECA), Regional Integration in North
Africa: Intraregional Trade and Trade Facilitation (December 2013),
http://www.uneca.org/sites/default/files/publications/regional_integration_2013-intra-
regional_trade_and_trade_facilitation.pdf.

United Nations Economic Commission for Africa, UMA Arab Mahgreb Union, accessed at
http://www.uneca.org/oria/pages/uma-arab-maghreb-union-0.

United Nations Security Sector Reform Task Force (2012), United Nations Security Sector

Reform Integrated Technical Guidance Notes, accessed at http://unssr.unlb.org/Portals/
UNSSR/UN%20Integrated%20Technical%20Guidance %20Notes %200n%20SSR.PDF.

34


http://www.kas.de/upload/auslandshomepages/namibia/HumanRights/hinz.pdf
http://igad.int/index.php?option=com_content&view=article&id=957
http://igad.int/index.php?option=com_content&view=article&id=353
http://www.maroc.ma/en
http://www.sadc.int/documents-publications/show/2033
http://www.wipo.int/wipolex/en/other_treaties/text.jsp?file_id=201318
http://www.uneca.org/sites/default/files/publications/regional_integration_2013-intraregional_trade_and_trade_facilitation.pdf
http://www.uneca.org/sites/default/files/publications/regional_integration_2013-intraregional_trade_and_trade_facilitation.pdf
http://www.uneca.org/oria/pages/uma-arab-maghreb-union-0
http://unssr.unlb.org/Portals/UNSSR/UN%20Integrated%20Technical%20Guidance%20Notes%20on%20SSR.PDF
http://unssr.unlb.org/Portals/UNSSR/UN%20Integrated%20Technical%20Guidance%20Notes%20on%20SSR.PDF

Operational Guidance Note Harmonisation of National Security Legislation

Annexe




Operational Guidance Note Harmonisation of National Security Legislation

Annex A: A Short
Literature Review

on National Security
Legislation and Policy
Development Processes

National security is a contested concept. It was first introduced by American political
scholars during the latter part of the twentieth century, after which is took root in other
states and in communist countries, the latter of which associated it with the opportunity
for independent foreign policy.” The concept then became discussed more widely across
the world and concepts for NS developed in states like Malawi, Singapore, and post-Soviet
countries. The parallel debate on the broader concept of security? expanded the concept of
national security to include issues such as social, economic, environmental, political, and
domestic security.

The broadened security debate encouraged countries to revisit their national security
policy and processes. This idea has been reinforced in recent years, according to the view
that national security frameworks can help provide more adequate response mechanisms
to deal with today’s transnational threats.® As a result, a further body of literature on NS
planning and strategic management frameworks also emerged. Whilst some scholars
promoted the idea of an environmental analysis followed by the development of policy
goals,* others encouraged, as a first step, the identification of national interests and values
in order to fully understand the strategic environment’s impact on the heart of society.® Don
Nuechterlein developed a model which encouraged states not only to define but also to
rank their national interests in order to evaluate a realistic and measured policy response.®
Paul Bracken called for the articulation of interests and the development of a number of
possible environment contexts which, addressed together, should produce three levels of

'Olga Romanova, National Security Strategic Decision-Making Culture (2014).

’See Barry Buzan and the ‘Copenhagen School’s” work on the ‘regional security complex, as well as United Nations,
UNDP's Human Development Report (2004) and Mary Kaldor, A Human Security Doctrine for Europe: Project, Principles,
and Practicalities (London: Routledge, 2005).

SDCAF, Summary Report: Integrating Human Security into National Security Policies in North-West Africa (Geneva:
DCAF paper, 2012).

“Stewart.
5See Ashcher and Overholt.

5Donald Nuechterlein, America Committed.
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strategy: core, environmental, and hedging strategies.” Others questioned the utility of
strategic planning due to a leader’s lack of capacity for long-term planning and also because
many leaders become resistant to the concept, perceiving strategic planning as a threat to
their authority.®

Interestingly, the literature on NS policy/strategy and legislation exists in relative silos and
was rarely discussed in harmony, and as interdependent processes, until the emergence
of a discussion which started in only in 2006 on the experience of both developed and
developing countries. At best was the merged discussion on policy and strategy; any
reference to NS legislation served only to indicate the importance of a legal framework
supporting the policy development process.

The above notwithstanding, it was recognised that NS legislation forms an important
part of the NSP process for a number of reasons. Most importantly, existing national
security legislation could mandate the regular drafting of an NSP perhaps every five
years. In addition to providing guidance on the policy development cycle, such legislation
might also prescribe how often NS documents (in some cases, NSP and/or NS Strategy
documents) should be revised, and define the duties of the institutions involved. The UN
guidance on SSR encourages national stakeholders to reflect on the existing constitution
and/or founding documents, national legislation and international legal agreements, and to
consider potential amendments that may be required in domestic legislation following the
passage of the NSP or NS Strategy.®

Within these provisions, a ‘custodian’ — or lead institution — for the NSP development
process will normally be defined. Depending on the nature of the national security
legislation, the lead body may be a National Security Council (NSC) chaired by the Head
of State. National security laws embodied in intelligence or defence-related legislation
may assign those specific institutions to lead in the development of a NSP

Some countries are not required to produce an integrated NSP document, while others
call for the Head of State or the Parliament to regularly produce an NSP document.™ For
example, countries such as South Africa, the UK, and Australia are all directed to develop
their national security strategy-type documents. But there is no legislation in place for
these countries that requires the creation of such a document.”™ These ‘national security
strategy-type’ documents often include White papers, foreign policy or a security-type
concept paper (such as, for example, a Cyber Security or Food Security Strategy).”? Other
countries develop ‘Green papers’ which are usually more open-ended than "White papers'’
and may merely propose a strategy or be formulated as a discussion or consultation paper.™

’Paul Bracken.

8McCoy-Smith in Romanova, op cit.

9See United Nations, UN Integrated Technical Guidance Notes.

""DCAF, “National Security Policy,” Backgrounder (November 2005), pg. 2.

"Alan G. Stolberg, How Nation-States Craft National Security Strategy Documents (Carlisle Barracks, PA: Strategic
Studies Institute, US Army War College, 2012), pg. 99, http://www.strategicstudiesinstitute.army.mil/pubs/display.
cfm?publD=1128.

?Examples of countries with such NS-type documents include Tunisia, Kenya, and Ghana.
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As a result, Green papers rarely become formal policy and instead tend to outline a set of
aspirations that a government may aim to achieve.

Other countries, both developed and developing, develop an NSP by way of an Executive
Order or Presidential decree. In this context, an NSP could then be adopted as Policy using
the broad-based powers granted to the President by the Constitution. However, such a
Presidential-led process may promote Executive-led domination of security reforms which
lack public debate.™ This phenomenon has occurred in countries like Guinea, where the
ruling party has held the majority of the seats in parliament and where efforts to exercise
legislative oversight on defence and security issues have been met with a heavy-handed
approach from the executive, even to the extent where parliamentary committees have
been disbanded.™ For this reason, a legislative framework that carefully codifies the division
of labour and structure of accountability is an essential beginning (though not always
necessarily adequate).

Guidance also exists which explains what NSP legislation should look like rather than a
focus on the analysis of legislation itself. These publications offer general frameworks
for an abstract NSP document, and often support requests of international organisations
sponsoring security sector reforms.’® In this context, UN Guidance on the development
of NS Strategies emphasises the importance of strengthening the constitutional and legal
framework supporting a NSP development process, which should outline the institutional
structure of the security architecture, including decision-making and coordination
competencies of the Executive.” The Guidance also emphasises the importance of legal
provisions which should be in place to regulate things like transparent appointments and
vetting procedures, legal obligations and responsibilities of servicemen and women, laws
and provisions for procurement, and anti-corruption measures.'® Lastly, the guidance
suggests that the ratification of or accession to international treaties, conventions and
protocols can often present a timely opportunity to review national security legislation in
order to ensure that it complies with a country’s obligations.™

AU Guidance on SSR also states that constitutional instruments and relevant SSR legislations
should be in place to ensure that institutional gaps and challenges are addressed and that
the basic responsibilities of each element of the security sector are well-defined.?® It also
stipulates that the security sector must be accountable not only to national laws, but also
the regional, continental, and international legal frameworks that a country signs up to.?’

peter Albrecht and Karen Barnes, National Security Policy-Making and Gender, eds. Megan Bastick and Kristin Valasek,
Gender and SSR Toolkit 8 (Geneva: DCAF, OSCE/ODIHR, UN-INSTRAW, 2008), pg. 4.

“David Gombert et al., Making Liberia Safe: The Transformation of the Liberian National Security Sector (RAND
Corporation, 2011).

®National Democratic Institute (NDI), The Role of the Legislature in Defence and National Security Issues, Seminar
Report (Dakar, Senegal, 19-22 April 1999), pg. 4.

®See, for example, Alix Julia Boucher, National Security Policies and Strategies: A Note on Current Practice (Henry
L. Stimson Center, 12 December 2009), http://www.stimson.org/images/uploads/research-pdfs/Stimson_National_
Security_Strategy_Note_FINAL_12dec09_1.pdf.

op cit, UN, pg. 9.
®bid., pg. 95.
¥lbid., pg. 125
20African Union, SSR Policy Framework, pg. 16.
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This Guidance builds progressively on the AU’s 2004 Solemn Declaration on a Common
African Defence and Security Policy, which also encourages harmonisation across the
defence and security policies and legislation of Member States.??

Based on the experience of some countries, a number of challenges involved in including a
mandate for the development of a NSP have emerged. Given the need for NSP legislation
to manage a balance between openness and secrecy, some nations use vague language
(also known as “strategic ambiguity”), which may subsequently reduce the effectiveness
of the document. Other countries prefer to manage this balance by having both public and
classified versions of the NSP or NS Strategy.?® Another potential area of conflict relates
to the need to preserve freedom of action while placing limits on the actions of other
leaders. For this reason, many nations prefer to address specific issues rather than specific
countries in their NSPs, although in cases where the NSP is designed to send a clear signal
to another power, these issues may be clearly articulated and personalised.”?*

A further challenge recognises that NSP processes must be balanced against their cost
in both in human and material terms.?® In this context, the development of an NSP or
NS Strategy is likely to result in modifications to the existing national legal framework —
both as it applies to the security sector and sometimes more broadly, impacting on areas
such as justice, the economy and education.?® Other reports outline the advantages and
disadvantages of providing a new ‘omnibus’ national security legislation versus amending
existing legislation. The general preferred outcome is to have national security legislation
which enjoys both executive and legislative support, as legislative acceptance can then
carry on throughout the reform process.?’

However, legislative support presupposes good capacity within this organ of government.
As the constitutions of many African countries have been silent on issues to do with defence
and security, much comes down to the ability of the legislature to enact and pass laws
which provide a legal framework for this sector.?® However, weak legislative capacity to do
this creates further challenges for much-needed legal frameworks supporting NS. Reasons
for legislative weakness include the politicisation of the legislature; poor communication
between the legislature and defence and security counterparts; inefficient use of the
committee system; and inexperience in drafting national security legislation.?® Lastly, in
comparison with mainstream defence and police reforms, post-conflict security sector

Zbid., pg. 18.

22Solemn Declaration, pg. 9.

2DCAF, “National Security Policy,” pg. 3.
bid.

#|bid.

%United Nations, Integrated Technical Guidance Notes, pg. 124, http://unssr.unib.org/Portals/UNSSR/UN%20
Integrated % 20Technical % 20Guidance %20Notes %200n %20SSR.PDF

?’Gombert et al., Making Liberia Safe.
NDI, “The Role of the Legislation,” pg. 6.
»|pid, pg. 3.
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reform programmes have been criticised for treating the reform of parliament as an issue
of lesser importance.™

In summary, NSP-related legislation tends to address at least three basic themes: the
state’s role in the international system, perceived domestic and international challenges
and opportunities, and the responsibilities of implementing actors in addressing these
challenges and opportunities.®" In addition to an NSP or an NS strategy-type document,
NSP-related legislation normally involves other supporting and enabling documents, such
as a constitution, national budget, civil and criminal codes, uniform codes of military justice,
military and defence specific laws (National Defence Acts in a number of African countries,
for example), legislation on the duties of intelligence, and directives designing national
security decision-making structure.®?

Existing literature on national security legislation and policy processes is dominated by
case-based studies and comparative analyses. It highlights the general themes embodied
by national security legislation, including guidance for NSP processes. National security
legislation can develop from different types of laws, which often influence and shape the
leadership and stakeholder engagement supporting NSP processes, or the development
of a national security-type strategy document. While many national security architectures
have reformed as a result of the paradigm shift from a state-based and military security
interpretation of national security to a wider and multi-dimensional human security concept,
the NSP development experience to date — particularly in developing countries — is still
relatively new. As such, the next section will overview approaches taken in Africa on the
development of NSP processes to understand general patterns and trends.

S0Ann Fitz-Gerald, Security Sector Reform in Sierra Leone (Shrivenham: Global Facilitation Network for Security Sector
Reform, 2011).

S'DCAF, “National Security Policy," pg. 2.

32Tom Dempsey, “National Security Strategy Development Resourcing, and Implementation: Role of the Legislature”
(presented at the Malawi Topical Outreach Symposium, Lilongwe, Malawi, 10 September 2013), http://africacenter.org/
wp-content/uploads/2013/09/2013-09-10-Dempsey-Role-of-the-Legislature. pdf.

40


http://africacenter.org/wp-content/uploads/2013/09/2013-09-10-Dempsey-Role-of-the-Legislature.pdf
http://africacenter.org/wp-content/uploads/2013/09/2013-09-10-Dempsey-Role-of-the-Legislature.pdf

Operational Guidance Note Harmonisation of National Security Legislation

Annex B: Summary of
African Experiences of
NS Legislation and
Policy Development

A mapping exercise of NSP (and similar) development processes indicates that most African
country NS legislation and policy development experiences can be grouped into one of the
following 4 categories:

1. Countries that have developed a national security policy or strategy the past ten years.

2. Countries that produced a national security document which did not become formally
adopted as a policy.

3. Countries that base their national security planning on another related type of document,
such as a Defence White Paper, Defence and Security Policy, Cyber Security Strategy,
Food Security Strategy, etc.

4. Countries where no experience of a National Security Policy process could be evidenced.

Countries that have developed a national security policy or strategy in the past
ten years

Countries that have managed to produce a reasonably recent NSP of NSS document
are not vast in number. In most cases, the impetus for the policy process has come as
a result of a broader vision for reform and/or a government’s desire to provide a more
coordinated approach to support decision-making in response to comprehensive and
complex environmental trends.

In the case of Ethiopia,*® following the defeat of the Dergue regime and the adoption of
the country’s new Constitution in 1995, the country faced a range of internal and external
security threats for which it sought to reform its security architecture. These reforms were
initiated by the Prime Minister, and included the passing of legislation in 2001 which led to
the creation of an NSC, the appointment of an NSA with the rank of cabinet minister, and
the drafting a foreign affairs and national security White paper, titled the FDRE's Foreign
Affairs and National Security Policy and Strategy (FANSPS). The White Paper was formally
endorsed by parliament in 2002. Whilst the policy paper provided for a wider understanding
of national security and emphasised some internal security threats, the document has
been critiqued for conflating policy and strategy, which has, in certain instances, generated

3See Annex A for a more detailed case study on Ethiopia.
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confusion.®* However, the comprehensive approach to security reforms, and the creation of
an NSC, were seen to be positive developments that brought security-related institutions
together in regular discussion. Perhaps the greatest challenge that came with these reforms
was the absence of analytical capacity to provide comprehensive security assessments at
the regular NSC meetings. Over time, the creation of regional security councils helped
support the distillation of information, although the assessment capacity at the federal level
remains weak.

Countries like Namibia and Nigeria could be described as having more of a recent and
ongoing experience in the development of policy. Namibia in particular was the first SADC
member state to create a National Security Policy Framework.*®This exercise was preceded
by key provisions and laws in the 1990 Constitution and by earlier frameworks such as
the 1997 NSP and the 2001 Defence Policy, the latter of which was revised in 2010. In
2005, the Government of Namibia's Cabinet instructed the Central Intelligence Service to
lead a deliberate process involving both traditional and security agencies, as well as non-
traditional security actors, such as the Bank of Namibia.*®

The drafting of Nigeria’s NS Strategy was called for by the country’'s NSA (a retired Army
General) in 2012. The drafting was led by the country’s National Defence University which,
following the final draft text, circulated the paper to all other security relevant organisations.
The drafting process was supported by existing legislation with regards to the roles and
responsibilities of the NSA.

In 2010, both Burkina Faso and Mali adopted a public national security policy for the first
time.®” The experience in Mali followed a series of national consultations on national
security which produced over 127 recommendations. Based on these consultations, and
a constitutional decree which gave the Government the right to determine and conduct
the policy of the nation, the Ministry of Security drafted a strategic document that the
government subsequently adopted.®®

The experiences of Liberia and Burundi®® were based on a framework required to
coordinate large-scale post-conflict donor-funded SSR programmes, with the parallel
development of poverty reduction strategies (PRS) and a particular emphasis on the reform
of post-conflict militaries and police. The process in Burundi was also supported by a
2005 Constitutional provision, which endorsed the creation of an NSC and gave it
responsibilities for the development of security policies and strategies. Arguably, the
sustainability of donor funding (with key leading donors investing heavily in both countries
in addition to UN funding) and the eligibility of both countries to be recipients of significant
disbursements from the UN Peacebuilding Fund, played a role in seeing the NSP (in the
case of Burundi) and the NS Strategy (in the case of Liberia) processes out to the end.

SAlemeyhu, pg. 4.
35“An Analysis of Namibia's National Security Strategy,” pg. 75.
6lbid, pg. 77.

$’Proceedings from the Rabat conference report, pg. 10; see also DCAF, “Une persepective de politique de sécurité
nationale. Mauritanie” (Geneva, 2010), pg. 6.

*|bid, pg. 13.

3See Annex D for a more detailed case study on Burundi.
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In the case of Liberia, the 2008 NS Strategy document informed the security section of the
PRS and has further influenced the Government'’s intentions to release a National Defence
Strategy in 2014, followed by a National Military Strategy. Although the NS Strategy
document never became a public document, it was formally endorsed by the Government
which moved forward on the basis of the strategy.

Following many years of both conflict and single party rule, the oversight role of the
legislature was very weak, dominated by party politics and the unquestioned acceptance of
the development of security agencies proposed by the President.®C It is felt that, even after
years of piecemeal changes being made to relevant national security legislation, further
changes in the national security legal framework are required.*'

The experience in Burundi was similar to the case of Liberia in the context of being driven
by a peace process, and the post-conflict security reforms which flowed from it. Over time,
continued dialogue between the security actors led to the establishment in 2008* of the
National Security Council called for by the Constitution.

The activities of the Council notably increased when its Permanent Secretariat was established
in 2012. Shortly after assuming his functions, the new Permanent Secretary was tasked with
the preparation of a National Security Strategy, including being asked to chair a 19 member
drafting Committee*® which, amongst the primary security institutions, also included two
civil society representatives (one of them as co-chair) and one representative of the public
media. The country’'s NS Strategy was formally adopted by Government in June 2013. The
Strategy document introduces a new National Defence and Security Policy enhanced by a
National Intelligence Service and cooperation at regional and international levels.

In summary, there are not many examples of recently drafted and formally endorsed NS
policy or strategy documents on the African continent. Whilst the experiences described
above are not exhaustive, they illustrate two key trends. The first trend relates to countries
emerging from conflict which are encouraged to adopt comprehensive security sector
reforms as a result of peace agreement provisions and the need for the reform of the
security forces and the development of appropriate roles and responsibilities according
to a new security environment. In these cases, weak legislatures and the lack of national
security-type documents and processes necessitates the involvement of external actors.
In addition, legislative changes are often introduced as piecemeal amendments to existing
security laws. However, developments in the policy, strategy and reform processes often
get prioritised over the development of current and relevant legislation. Lastly, based on
the regional dimension of both conflict and peace agreements, these documents often
reference regional frameworks, conventions, and protocols.

“Thomas Jaye, pg. 4.
“Gombert et al., Making Liberia Safe.

“2A first law seeking to establish the National Security Council was passed in 2002, during the transition. However, it
was never implemented and the 2008 text marks the effective creation of the Council.

“The Committee was set up by presidential decree — Decree N°100/230 of 21 August 2012.
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The second trend is when an NSP or NS Strategy process becomes driven by the realisation
of a lack of alignment between new security threats (for example, transnational threats) and
both existing policy and security systems. In these cases, the resulting documents may not
be the most optimal broad-based security documents due to the focus on specific issues
(e.g., terrorism). However, the process that unfolds as a result of action taken by an NSA, and
the creation of NSCs and cross-government drafting committees can stimulate important
discussions on security in countries with little or no experience in inter-agency debates. The
laws that support these developments are provided either through constitutional decrees
(which grant executive powers in these policy areas) or, in a smaller number of cases,
dedicated national security legislation.

Countries that have recently produced a national security-type document which
was not formally endorsed as policy

The second experience to share is one characterised by the relatively recent publication of
a national security-type document, but also a process which was not seen through to the
end in the form of an NSP document formally endorsed by government. The experiences of
Malawi, South Africa, Uganda, and Sierra Leone represent some of the countries that have
experienced this trend.

The experience of Malawi** was initiated by leading donors seeking to encourage the
development of a ‘system’ and ‘coordinating mechanism’ to facilitate current discussions
on comprehensive issues relating to both security and development trends. Whereas the
Constitution of the Republic of Malawi underwrites the establishment of a Defence and
Security Committee of the National Assembly,*® no further instructions for a proposed NSP
process appear to exist. Moreover, there are no procedures or processes which guide policy
development for any sector. Although the President endorsed the appointment of an NSA,
no detailed functions or responsibilities came with the post. Furthermore, whilst the NSA
was given the authority to create an NSP drafting team and a resulting NSP document,
participating team members lacked both the seniority and influence to either engage the
attention of the highest levels of government or produce a compelling, well-thought out,
strategic draft. As a result of both these issues, the Chief Secretary and the President signed
off a document which comprised only a set of recommendations and aspirations, stating that
the government would seek to work towards these recommendations and aspirations.

The Government of South Africa®* commenced the revision of the country’s NSP in 1994 with
the abolition of the Internal Security Act. Over the next ten years, South Africa developed a
broad framework for an NSP as part of its transition to democracy. The process of developing
an NSP (in particular at the early stages) widely involved the expert community, civil society
organisations and cooperation between relevant ministries.

By the end of 1990s, most aspects of current South African national security policy were
included in the Constitution; the White Paper on Defence (1996) and Defence Reviews;

#“See Annex E for a more detailed case study on Malawi.

4" Constitution of the Republic of Malawi. Chapter XVI: The Defence Forces,” http://www.sdnp.org.mw/constitut/
chapter16.html.

“See Annex F for a more detailed case study on South Africa.
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the White Paper on Intelligence (1994); the White Paper on South African Participation in
International Peace Missions; and the White Paper on Safety and Security (1998). The 1994
White Paper on Intelligence set up two principal civilian intelligence agencies: the South
African Secret Service (SASS) for foreign intelligence and the National Intelligence Agency
(NIA) for domestic intelligence. The White Paper called for information gathered by all the
agencies to be passed on to the National Intelligence Co-ordinating Committee (NICOC).#

A second White Paper on Safety and Security was developed and endorsed in 1998.4¢ The
Paper described the new role of the South African Police Force and provided clarity for the
withdrawal of the army in activities that remained the domain of the police.

Following the combined military intervention by South Africa and Botswana in Lesotho
during 1998, the South African National Defence Force sought to initiate with other
government departments the beginnings of a NSP* However, there is currently still no
known integrated South African national security strategy, although its utility has been
widely discussed over the last 15 years. In 2005, a revision of the Defence White Paper
concluded that a NS Strategy would be developed. The following year, in the Government's
2006 Programme of Action, the National Intelligence Co-ordinating Committee (NICOC)
was nominated as the lead department in the development of NS strategy or policy.*°

The Uganda case study is quite unique for a number of reasons, including the fact that
Uganda was the first country in Africa to develop its own interim Poverty Reduction Strategy
(PRS) which brought a number of cross-government stakeholders together. Between the
1997 publication of the interim PRS, and the subsequent publication of the 2004 PRS, a
more comprehensive security discussion was reflected in the final document. In between
these exercises, a Defence Review process also exposed a sufficiently wide number of
security threats to warrant the development of a Security Policy Framework; whilst the
document is neither a NSP nor a NS Strategy, it represented something that the government
was comfortable with, and prepared to take forward, at the time.®" Most importantly, the
document was formally endorsed at the highest levels of government.

The NSP process in Sierra Leone® offers numerous areas of good practice, albeit
culminated in a somewhat sub-optimal outcome. Following separate discussions in both
the Ministry of Defence in 1999 and the Office of National Intelligence in 2000 regarding
the need for guidance on priorities for both institutions, a ‘discussion document’ on the
country’s new strategic context was produced. The discussion document formed the basis
for further papers and presentations and, whilst it was never adopted as policy, served as a
critical thought piece for background contextual information and further planning. In 2002,

“’Gavin Cawthra, Security Governance in South Africa, Paper for the Friedrich Ebert Stiftung Security Governance
Project (n.d.), pg. 4, http://library.fes.de/pdf-files/iez/global/50093.pdf.

“8South Africa, “White Paper on Safety and Security” (1998), http://www.gov.za/documents/whitepapers/1998/safety.
htm.

“lbid.
“lbid.

511t should also be noted here that, in 2000, the Government of Uganda officially passed the National Security Council
Act which led to the creation of an NSC — a timely development which also supported the emerging discussion on NS.

52See Annex G for a more detailed case study on Sierra Leone.
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the Coordinator of the newly created Office of National Security (ONS) recognised the lack
of wider consultation that had informed the document, and directed a team to initiate a
consultation process throughout the country to support the further iteration of the document.
During this time, many donorfunded SSR programmes were also being taken forward.

A new National Security and Intelligence Act passed in 2002 also mandated the new ONS
Coordinator to lead in the development of a NSP. Whilst not detailed in the new legislation,
it was internally agreed that an NSP should be produced every 10 years. A drafting team
chaired by the Vice-President was created. Following a decision to undertake a National
Security Sector Review between 2003 and 2005, efforts to support the actual NSP
development process did not start until 2006-2007. Due to a lack of experience in policy
drafting and development, a second rewrite of the paper was requested in 2008. Whilst
a final draft of the NSP document was produced in 2010, it has not — to this day — been
officially endorsed by the Government and ratified by Parliament. The departure of a strong
leader in the ONS who had the backing of the President, and the fact that the NSC did not
sit again following the former Coordinator's departure, both caused a loss of momentum.

In summary, a number of countries have had recent experience in producing national
security-type documents which, whilst useful and instructive, have not developed into a
formal government endorsed policy. Although South Africa probably has the most developed
NSP experience (but no document with such title), even compared to both Nigeria and
Liberia, and regularly updates its white papers and engages in public discussion, it has yet
to produce a formal recent NSP document. However, it could be argued that the country
has succeeded in managing national security in the context of defence.

In the case of Malawi, the weaknesses in some of the participating government institutions,
the lack of capacity across the stakeholder group leading the process, and the absence of
procedures or process guiding policy development undermined the development of an NSP
In the case of Sierra Leone, the process was iterative, fruitful, and enjoyed support at the
highest levels. It was only at the final stages of the NSP process that new weaknesses in the
system led to a lack of endorsement and lost momentum. Lastly, the Ugandan case study
serves as a reminder that it is important to balance the desirable donor approaches with
‘what the market will bear” and, therefore, what kind of process a country is ready to support.

Countries that base their national security planning on another related type
of document such as a Defence White Paper, Defence and Security Policy, Cyber
Security Strategy, or Food Security Strategy

Countries that base their NS planning on a different type of ‘security-related’ policy
document/legislation can be divided into three sub-groups: countries that have developed a
defence, internal security or related national security-type document with little experience
in supporting the development of a NSP or strategy; countries whose constitutions do not
mention NS and from where no publicly available information on NS can be found; and
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countries which have legislation or constitutional provisions supporting NS but where no
existing security-related policy or strategy documents exist.

Whilst the Government of Botswana has an old national security document through the
National Security Act (passed in 1986), and the Intelligence and Security Services Act and
the Corruption and Economic Crime Act, there is no recently developed policy or strategy
document. This, despite efforts between 2007 and 2009 to form a NS Secretariat and
facilitate a country-wide discussion on national security.%

Other countries, such as Mozambique, saw the 1997 adoption of a Defence and Security
White Paper. Although Senegal has not formalised an NSP in the form of a comprehensive
document, it has discussed defence in the context of national security since 2001 and,
through the direction of its NSC, sees the concept of national security supported by its bona
fide defence policy and other contributing institutions.®* Whilst the Constitution of Rwanda
established a Social Security Board and a Ministry of Internal Security, the passing of the
Internal Security Policy Act of 2008 enabled the development and formal endorsement
of a Strategic Plan for the Ministry of Internal Security in 2014. Other countries, such as
Ghana and Kenya, adopted National Cyber Security Strategy documents in 2012 and 2014,
respectfully. Zambia published an Anti-Money Laundering and the Combatting of Financing
of Terrorism Country Strategy Paper in 2012, whilst Niger developed a Foreign Policy and
National Security Yearbook in 2009 to serve as guidance for the Government. As authorised
by its NSC, Zimbabwe produced a National Social Security Annual Report in 2011.

Although a number of other countries have NS-related legislation, this research was unable
to identify any related NS-related documents. For example, the Lesotho’s National Security
Service Act of 1998 set out implications for the defence, police, and NS services. Tanzania
also has a National Security Act which was passed in 1970. The Constitutions of Egypt,®®
Gambia, Algeria, Libya, and Gabon all provide a general framework for NS — and for the
establishment of an NSC - whilst the Constitution of Equatorial Guinea endorses the
cabinet appointment of a Minister of National Security.

A number of other countries, including Chad, Angola, Mauritius, Cape Verde, Central
African Republic, and Djibouti, populate the final category for which no publicly accessible
information on NS documents, related documents, or related legislation could be found.

%The author of the paper was involved in the facilitation of the discussions and worked with the NS Secretariat.
5“DCAF, “"Developing a Guinean National Security Policy," pg. 41.

%|nterestingly, political affairs expert General Mamdouh Salem, who previously served as deputy chief of the General
Intelligence Service (GIS), was quoted as having said that the concept of Egyptian national security, in spite of its
crucial importance, is missing in the awareness of many Egyptians [...] | worked in the GIS for 40 years. Throughout
that time, we had no clear idea what 'Egyptian national security’ meant. There were no documents or guidelines to tell
us this is where it begins and this is where it ends, and this is what it covers. Everybody had their own interpretation
and their own assessment on how to handle it. Even at the time when President Sadat formed a National Security
Council, which was subsequently dissolved, there was no clarity about the idea.” See http://english.ahram.org.eg/
NewsContent/1/64/67948/Egypt/Politics-/Egypt-National-Security-Council-awaits-presidentia.aspx.
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In summary, the experience of the third category of national experiences exposes a number
of trends. The first trend indicates that a number of countries feel sufficiently equipped
with defence-related policy or White Papers; or, whilst these papers are reasonably current
and comprehensive, and in the absence of specific legislation mandated the publication
of an NSP there may be less political appetite to develop a further dedicated NSP The
second trend unveils a reasonably strong link between related strategy/policy papers (such
as those on Counterterrorism, Food Security, and Cyber Security) and external actors
providing funding support for these types of activities. It is therefore not surprising that
these thematic areas tend to be prioritised over the development of comprehensive NS
documents, particularly in the absence of a ‘post-conflict’ environment where external
actors are more likely to encourage an NSP process in order to bring coherency to numerous
security reform programmes. The third trend groups countries that appear to have very
little or no NS guidance into those which either suffer from high levels of poverty and host
weak institutions, with those which enjoy reasonable levels of peace, stability and, in some
cases, geographic isolation. As the former group often accounts for impoverished and
conflict-affected countries, the development of current NS legislation should be prioritised
in order to form a basis for future national and donor-funded security reform initiatives.
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Annex C: Case Study —
Ethiopia

Background

The prolonged civil war in Ethiopia was followed by the fall of the repressive Dergue regime
in 1991 and the establishment of an all-inclusive transitional government. The purpose of
the transitional period was to enhance peace and stability, national integrity, and develop a
new national constitution. The 1995 ratification of the national constitution paved the way
to the establishment of the Federal Democratic Republic of Ethiopia.

Over the past 15 years there have been many discussions in Ethiopia in the context of
improving analytical thinking to support intelligence and the coordination amongst
the traditional security organisations, including national defence, the police, national
intelligence, and the security services. This discussion emerged in 1997 and 1998 during a
time when Ethiopia‘s inter and intra-state security issues and threats were — and still are
—very complex and dynamic, and continue to threaten the peace and stability of the state.
The fragility of Somalia, the instability generated by a number of extremist movements
and terrorist organisations operating in the region, the uncertain and unstable governance
system in Eritrea, its border conflict with Ethiopia, and election-related domestic violence
and other covert security threats raised the importance of reform in the Government of
Ethiopia’s national security organisations. These reforms included the creation of a National
Security Advisor (rank of Minister), the 2002 creation of the National Security Council, and
the 2002 production of a White Paper on national security and foreign affairs. Prior to this,
early-warning and a more organised form of intelligence analysis in the form of support to
high-level decision-makers played little role. Whilst there was institutional-based analysis
on threats, this analysis lacked depth and continuity. More worryingly, it was bereft of any
‘national approach’ and coordination.

The process

Faced with the difficulty of making informed and comprehensive national security decisions
within the relatively new 1995 constitutional framework, the then Prime Minister Meles
Zenawi initiated the creation of the new National Security Council (NSC). Following the
creation of the NSC, the Legal Affairs Standing Committee of the Council of Representatives,
which was responsible for developing new laws and presenting them to Parliament for
approval, drafted the “Ethiopian National Security Council Establishment Proclamation,”
which came into effect in 2001.
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Based on the Proclamation, and Article 55(1) of the Constitution, a newly created NSC
was developed. The Council was chaired by the Prime Minister, and also included the
deputy prime ministers, the defence minister, the head of the national intelligence and
security service, the foreign affairs minister, the chief of staff of the armed forces, the
federal affairs minister, the federal police commissionergeneral, and the finance minister. The
national security advisor minister is also included as a member and serves as secretary of
the council.

The main functions of the NSC include:

1. Advise the Prime Minister with respect to the integration and the follow up of the
proper implementation of domestic, foreign, and defence policies relating to the
national security.

2. Assess national security threats and forward recommmendations on measures to
be taken.

3. Propose implementation guidelines relating to national security measures.

4. Deliberate on any issues affecting the national security.

5. Carry out functions that may be determined by the regulations of the council of ministers
in the case where a state of emergency has been declared.

The Ethiopian NSC Establishment Proclamation permits the prime minister to designate
additional members of the Council and allows any person to attend meetings of the
Council with a status of an ‘expert advisor. Although the Council is a forum in which a
range of possible security-related options and decisions are explored, it highly influences
the outcome of the strategic security decisions made by the prime minister and other
government bodies.

The NSC has different committees based on the main sectors but the main and most
functional ‘sub-council’ is the Security Committee. The Committee incorporates the
traditional security organisations and is chaired by the National Security Advisor Minister. It
also oversees four of the five main functions of the NSC listed above.

Until 2001, the country had no experience of any integrated NSP or NSC. However,
following the adoption of the Proclamation, a 'Foreign Affairs and National Security Policy
and Strategy’ was developed in 2002. The drafting process was led by the Prime Minister's
Office in cooperation with the Security and Legal Affairs Committees of the Standing
Committee of the House of Representatives. The drafting process solicited feedback from
academics from a number of the country’s universities. Whilst the document appears, in
title, to be conflating foreign affairs and national security, the analysis process identified a
direct link between all of Ethiopia’s main threats and challenges and the issue of poverty
eradication. Therefore, it was felt that, if poverty eradication served as the source of all
challenges, an effective diplomatic strategy should support the issue of poverty eradication
(i.e., by way of effective embassy-led engagement with foreign investors and donor funding
organisations). The document also became a guiding document to support the discussions
and programmes of the newly evolving security architecture.
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It is important to note that, during these changes and the creations of new structures in
2001, only the Council and the advisory ministerial position (the NSA) were created. The
Council was not supported with staff and did not align itself well with an existing national
intelligence analysis team. It simply served the Prime Minister as a forum as and when
strategic security decisions, advice and guidance were required. As a result, the NSC and
the Office of the National Security Adviser lacked both institutional form and influence.

After 2001 the country experienced a fast growing economic growth and several institu-
tional reforms. These waves of reforms also affected the more traditional security institutions
(e.g., defence, police, justice) in a positive way. In short, there was recognition that further
democratic security reforms were required in order to further professionalise the security
sector. Programmes such as the creation of results-oriented management systems and
business process re-engineering were amongst those included in the wave of change, which
helped the sector upgrade its professional competence and capabilities. One challenge
that came with the implementation of these programs was based on the differences in
the various security organisations’ understanding and analysis of information — something
which reflected the different missions and goals and, in some areas, somewhat competing
performance indicators. Whilst these new systems went far to enhance accountability of
the security sector and promote institutional efficiency and effectiveness, and an element of
healthy competition between the institutions, there were also some challenges and negative
consequences. These negative consequences included differences in trend analysis of
already established threats, and differences in priority setting of threat assessments.

In 2005 in response to these challenges, a mechanism in the security apparatus was
introduced under the Office of the National Security Advisor to support the development
of a common/national threat and trend analysis report based on the reports of the NSC
member institutions. The Director of the Office of the National Security Adviser coordinates
the submission of the reports, and the assimilation process which leads to the production
of one cross-government report. The final report of the Office of the NSA is produced in
advance of regular NSC meetings and distributed to Council members. This comprehensive
engagement, and the coordination of a number of security-related institutions through the
mechanism of the NSC, the NSC Committees, and the Office of the NSA, play a significant
role in addressing issues and threats to the sustainable peace and stability of the nation.

Due to the federal nature of Ethiopia, the diversity of security issues in each of the
country’s nine regions, and the significant role played by the Regional Governments in
addressing these regional-based security issues, mechanisms were developed in 2007 to
bring significant security-related concerns from the regions to the attention of the NSC.
Based on the country-wide presence of the Ministry of Federal Affairs offices, these issues
became elevated to and coordinated by the Ministry of Federal Affairs’ regional and federal
offices. In addition, the development of Regional Security Councils in 2008 (led by the
Regional President) — and the direct communication that has developed between these
Regional Security Councils and the Office of the National Security Adviser — provided a
further channel to reinforce security concerns from the region.
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Outcomes

The impact of the post 2001 security reforms discussed above had several dimensions.
The first outcome was that national security issues became clearly discussed in a forum
which exposes the decision-making body (the Executive branch of Government) to several
options and choices. The process also equipped this decision-making organ with an
important reference document in the form of the FANSPS. The new system encouraged
democratic decision making on issues that can affect the security of the state and well-
being of the people by avoiding lone institutional and individual decisions. As a result of
the work undertaken by the security-related institutions and coordinated by the Office of
the National Security Adviser, the NSC also regularly considers national security threats
and trends. This recognises the dynamic nature of an everevolving and changing security
environment, particularly as a land-locked country in a volatile region.

The most important outcome of the past 10 years to enhance the country capacity to
support national security decision-making is the means of coordination provided by this
system. Whilst this requires considerable time and investment, the overall result saves
on national resources and minimises unnecessary rivalry between different institutions.
It is considered as a legal system which harmonises all plans and efforts of the security
institutions and other important stakeholders and members.

Lessons learned

A number of important lessons can be drawn from the national security policy development

experience in Ethiopia:

e That focus on the development of a ‘system’ promoted a change in government
dialogue and decision-making ‘culture’ and ensured that intelligence was coordinated
in a way that did not create institutional rivalries or different analytical interpretations.

e The conflation of both policy and strategy caused some confusion.

e That, irrespective of the above, it is important to have both a declared "policy’ and a
defined ‘strategy. Without the latter, it is difficult for policy to be operationalised.

e That the visionary leadership on a future concept of national security which was
exercised at the highest level of Government was central to the process and ensured
that changes were institutionalised across the institutions of the NSC members.

e Despite the critical role played by the Prime Minister’s office in drafting the document,
the inclusion of more institutions in the drafting process could have built critical capacity
within those institutions to repeat the drafting exercise in the future. Even now, a review
of the FANSPS paper has still not been undertaken. Although an updated strategic
environmental analysis document was produced in 2008 and considered alongside of
the policy document, the analysis did not develop further and was not used to formally
update policy.

e Most importantly, irrespective of a creation of a NSC, a strong secretariat is required to
support the collation, collection, analyses, and dissemination functions. This secretariat
function has not, to date, been well-staff in the Government of Ethiopia.
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Annex D: Case Study —
Burundi

Background

The years that followed Burundi's accession to independence in 1962 were marred by cyclical
outbreaks of armed conflict fuelled by ethnic, social-political and sub-regional patterns
of domination and exclusion. The 2000 Arusha Peace and Reconciliation Agreement and
the 2003 Pretoria Protocol between the Transitional Government and the Conseil national
pour la défense de la démocratie-Forces de défense de la démocratie (CNDD-FDD)®% put a
gradual end to 10 years of civil war and set the stage for the reform of the security sector
in Burundi.

The protracted Burundian peace process®” benefitted from substantial international support
throughout its negotiations, transition, and peacebuilding stages. The African Union
and individual countries of the sub-continent played a critical role in the initial stages as
mediators (with Tanzania and South Africa successively leading the mediation) and
peacekeepers, and remain Burundi's partners today. Peacekeeping responsibilities were
transferred from the AU to the United Nations Operation in Burundi in June 2004, along
with the task to support the implementation of the peace accords and therefore the initial
steps towards the reform of security sector institutions.®® The UN peacebuilding and
political missions that succeeded ONUB continued to support the Burundian authorities
in the area of SSR, but decreasingly so as time passed and their mandates evolved.
The European Commission and a number of EU member states (in particular Belgium,
France, Germany and the Netherlands) have also supported Burundi’'s SSR efforts, as have
Canada, China, Egypt, Morocco, Switzerland, the United States, and organisations such as
the International Committee of the Red Cross.

The formulation of ONUB’s mandate and its deployment coincided with increased policy
dialogue in the donor community on how to support SSR efforts in countries emerging
from conflict to give peace agreements a better chance of success. As part of its SSR-
related tasks, the mission had to report bi-annually on progress in the formulation of
a national and holistic SSR strategy. While this requirement was in line with the policy
framework under development at the time to justify and guide donor engagement in SSR,
it was at odds with the priorities of the Burundian authorities for the sector. The Ministries

%The Pretoria Protocol refers to a set of documents signed by the Transitional Government and the CNDD-FDD that
marked the latter’s entrance in the peace process and the transitional institutions. These are: the Joint Declaration of
Cessation of Hostilities of 27 January 2003, the Pretoria Protocol on Political, Defense and Security Power Sharing of 8
October 2003, the Pretoria Protocol on Outstanding on Political, Defense and Security Power Sharing Issues and Forces
Technical Agreement of 2 November 2003, the Global Ceasefire Agreement of 16 November 2003.

Initial negotiations mediation efforts were undertaken as early as 1993, Arusha was signed in 2000, the CNDD-FDD
joined the peace process in 2003, the PALIPEHUTU-FNL did not do so until 2006 and only agreed to demobilise its
combatants in 2008.

%8UN Security Council Resolution 1545 of 21 May 2004, paragraph 6.
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of Defence and Public Security were then intently focused on establishing new military
and police structures in accordance with the peace agreements, and on managing the
integration under the same uniforms of former foes that it entailed. They had no appetite for
whole of government approaches to SSR in this initial phase during which one rebel group
still remained out of the peace process.

Over time, continued dialogue led to the establishment in 2008% of the National Security
Council, called for by Article 277 of the Constitution to serve as an “advisory body to assist
the President of the Republic and the Government in developing security policy, monitoring
the country’s security situation and developing strategies in the areas of defence, security
and the maintenance of law and order in situations of crisis.” Law n°1/23 of 31 August 2008
sets out the Council's mission, composition, organisation, and functioning.®®

The activities of the Council notably increased when its Permanent Secretariat was
established in 2012. Shortly after assuming his functions, the new Permanent Secretary
was tasked with the preparation of an NSS and asked to Chair of a 19 member drafting
Committee®" involving defence, security, and justice personnel as well as representatives
of other relevant line departments. Also serving on this Committee were two civil society
representatives (one of them as co-Chair) and one representative of the public media.
The process received the support of the Netherlands through the partnership initiative
between the Republic of Burundi and the Kingdom of the Netherlands in place since 2009,
and of the UN Office in Burundi that shared its experience in the matter. An international
consultant and a national one facilitated the elaboration of the document. On 12 June 2013,
the Government formally adopted Burundi’s first National Security Strategy.

The NSS was elaborated to:

e Ensure that the government’s approach and processes to combat security threats
are comprehensive;

e Guide and direct the implementation of sectoral policies in the choice of priorities that
align with the country’s Growth and Poverty Reduction Strategic Framework (known
under its French acronym CSLP);®?

e (Coordinate security actors to encourage synergies aiming to better protect the country,
population, and institutions;

e |Increase the effectiveness of the security sector by optimising the contributions of all
security actors;

e |mprove trust with partners, regional and international cooperation.

59A first law seeking to establish the National Security Council was passed in 2002 during the transition. However, it was
never implemented and the 2008 text marks the effective creation of the Council.

500f the seventeen members who sit on the Council, eight do so by law and nine are appointed by the President of
the Republic in consultation with the Vice-Presidents. Their term corresponds to that of the President who chairs the
Council.

8The Committee was set up by presidential decree — Decree N°100/230 of 21 August 2012.

82CSLP | was approved in September 2006. CSLP Il was completed by April 2011. Both documents were prepared with
the support of Burundi's development partners, in particular UNDP Sectoral working groups, including one on peace
and security, were tasked to prepare input on their respective sector. The Netherlands co-chairs with the Ministers of
Defense and Public Security the Sectoral Group on Security charged with CSLP implementation follow-up.
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Process

The process began with the identification and analysis of internal and external security
threats. The National Commission responsible for the Defence Review initiated by the
Ministry of Defense and Veterans Affairs conducted consultations throughout the territory
and recorded the population's security concerns. The National Commission drew up
a list of the threats that its work and these consultations had brought to the fore, and
analysed them. The National Commission also established a matrix of responsibilities that
determines the role of different actors in addressing threats. This matrix, validated by the
Government, was the basis for the development of the National Security Strategy (NSS).
Of the 222 threats identified, 113 were finally selected after further consultations under
taken by the NSS drafting Committee.®® They were then classified into four categories
namely, political, economic, social and environmental threats.

The NSS expressly references the Arusha Agreement and its Protocols. It refers to the
regional treaties and protocols that underpin Burundi's foreign policy, and provides a list
of the major conventions, pacts, and agreements signed by Burundi on defence and
security. It establishes a list of goals to be achieved and strategic actions to be taken in
order to implement them. For instance, the NSS stresses the importance of “strengthening
sub-regional, regional, continental and international mechanisms in peace and security,
including against international terrorism, drug trafficking, proliferation of small arms and light
weapons.”% Regarding the fight against small arms and light weapons, the NSS reflected
regional texts including Nairobi Protocol for the Prevention, Control, and Reduction of
Small Arms and Light Weapons in the Great Lakes Region and the Horn of Africa.®® In the
implementation of the ” Protocole d’accord sur la cooperation pour la paix et la sécurité”®
the need to set up the “early warning system” is mentioned.

Outcome

The drafting Committee’s final output was a National Security Strategy structured in three
parts. The first one focuses on the global security context in Burundi. The second analyses
the role of the different security actors in addressing the threats facing the country. The
third and final part of the document focuses on implementation aspects. It reviews the
objectives of the NSS and their strategic implications as well as the country’s security
priorities. It also covers the mechanisms for implementation, coordination and monitoring/
evaluation of the NSS.

In its analysis of the capacity and capabilities of security sector institutions (Defence,
Police, Intelligence), the NSS identifies the deficiencies and challenges these actors need
to overcome. The NSS introduces a new national defence and security policy enhanced by
a National Intelligence Service and cooperation at regional and international levels.

8Although no member of parliament participated in the elaboration of the NSS, the Chair of the National Assembly’s
Defense and Security Committee was among those consulted during its preparation.

84Stratégie Nationale de Sécurité (2013), pg. 19.
®lbid., pg. 41.
%lpid., pg. 47
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The NSS stresses the importance for coordination and the need for security actors to
complement each other to ensure the country's security in spite of the fact that they
have different missions. It maps out the relationships between the main security actors,
their relationships with the population in particular through community policing,®” as well
as the relationships that exist with Burundi's technical and financial partners. The NSS
also introduces the frameworks and platforms necessary to facilitate better coordination
between key security actors.

The National Security Council plays a central role in the coordination of NSS implementation
with the support of it Permanent Secretariat. The parliament and the local councils have
to play their oversight roles. In this respect, the NSS envisages the establishment of
coordination platforms® at the strategic and operational levels, notably:

e Committee of Ministries Permanent Secretaries (Comité des secrétaires permanents
des ministéres): Follow up and monitor the execution of ministries’ priorities.

e Integrated Technical Committee (Comité technique intégré): Facilitate the sharing
of information and discuss operational options for consideration in the short and
medium term.

e Security Mixed Committees (Comités mixtes de sécurité): Bring together local level
security stakeholders, including civil society. The civil society is expected to contribute
to the country's security by sharing information on cases of deviation and making
suggestions for improvements in this sector.

Lessons identified

The following lessons were identified from the Government of Burundi’'s NSS process:

e The composition of the drafting Committee set the stage for the inclusive and
participative approach that characterised the process. The co-chairmanship put in place
facilitated the inclusion of the views and aspirations of the population. The establishment
of the Security Mixed Committees® is an indicator of the importance attached to the
population’s role in security matters.

e Sufficient time needs to be allocated to the process to allow for both the desk review
and the fieldwork required to develop a NSS. In the case of Burundi, the Committee
was given only three months to complete the work. This was too short, particularly
as the Committee effectively began work a month after it was launched, which left it
with only two months to prepare the NSS. This limited the extent of the consultations
the Committee was able to undertake and made the desk review a central part of the
process. This desk review took into account and built on the research on the threats
conducted by the Conflict Alert and Prevention Centre (CENAP) at the request of the
Ministry of Defence to inform the Defence Review process.

5The concept of community policing brings together the police and the population as security providers. The population
is not just a beneficiary of the security. He is implicated in delivering it. See more here: http://www.bi.undp.org/content/
burundi/fr/home/ourperspective/ourperspectivearticles/2014/03/10/la-police-de-proximit-est--affaire-de-tous-.html.

%Stratégie Nationale de Sécurité, pg. 64.

8Among the mechanism indented to be set up in order to implement the NSS, only the Security mixed committees
have been operational.
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e \While the Committee did need both financial and technical support to fulfil its mandate,
this support should not impose its rhythm on the Committee. In the case of Burundi,
the work of the Committee was overly dependent on the contracting arrangements
for the national and international experts recruited to support them, and on the limited
availability of the latter. Securing financial and technical support for such processes
should not be at the detriment of process and ownership — both critical to elaborate a
good NSS.
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Annex E: Case Study —
Sierra Leone

Background

Sierra Leone endured a bloody conflict between 1991-2002, which was fought between
the Government and the Revolutionary United Front (RUF). The impact of the conflict
devastated the country’s economy and resulted in human carnage, with between 30,000
and 75,000 people estimated to have been killed, as well as many times that raped,
mutilated and/or displaced.”

Based on the prominent role played by the UK Government and other multilateral donors,
and the impact of progressive thinking at the time on issues relating to SSR, support for
the implementation of 1999 Lomé Peace Agreement’' resulted in a large Sierra Leone
SSR Programme (SILSEP),”? which was initiated in 1999 and continued until a series of
'homegrown’ efforts — including the 2002 Interim Poverty Reduction Strategy Paper (PRSP)
and the development of the Office of National Security — were in place. Thereafter, efforts
to reform the new Republic of Sierra Leone Armed Forces (by way of support to the
British Military Advisory and Training Team and support within the Ministry of Defence);
reform the intelligence services (by way of inserting advisers and mentors into the Central
Intelligence Unit and the Office of National Security [ONS]); and build a new national police
force”™ continued. Since 1999, efforts were also in place to support the disarmament,
demobilisation, and reintegration (DDR) of former combatants.

Amidst these activities, both internal and external support was also provided for the
development of a National Security Policy (NSP).

Process

In 1999, and amidst the support to reform programmes of the Republic of Sierra Leone
Armed Forces and within the Ministry of Defence in particular, a discussion emerged which
focused on the need for guidelines to steer a national security policy development process.

0Stephen Larrabure et al., “Final Evaluation: Peacebuilding Fund Programme in Sierra Leone,” 3rd draft (2011).

""The Lomé Peace Agreementincluded commitments to end hostilities, re-establish the Commission for the Consolidation
of Peace (which had been called for the predecessor Abijan Peace Agreement), and provide for demobilisation,
disarmament and aid in the reintegration of combatants into civil society. It also called for the establishment of a UN
observer Mission in Sierra Leone (UNAMSIL), for the ECOWAS Military Observer Group (ECOMOG) to form a neutral
peacekeeping force, and for the creation of a new Sierra Leone Army.

2The purpose of the SILSEP was to ‘assist in the creation of an enabling environment within the security sector to
ensure the successful and sustainable implementation of the Sierra Leone Security Sector Reform Implementation
Plan (SSRIP), as articulated within Pillar 1 of the Poverty Reduction Strategy Paper (PRSP) and the new National Security
Policy (NSP). See pg. Biesheuvel, T. Hamilton-Baillie and pg. Wilson, SILSEP Output-to-Purpose Review (2007).

3|t should be noted that this effort also led to a small amount of support to the Ministry of Internal Affairs. However,
many respondents commented on how support for internal security focused too heavily on the intelligence services
and the SLP, without parallel efforts to improve the governance and oversight mechanisms for the police.
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In 2000, and prior to the establishment of the ONS, there was a small office for national
intelligence, which was also participating in the discussion on national security. In response
to a request from the National Intelligence office for a policy document to guide the office
on the priorities, activities, and processes that should characterise what it was meant to
be doing, a discussion document on Sierra Leone's strategic environment and context
was produced. This document led to a further discussion on the structures required for
the country to be able to defend its national interests. The discussion document formed
the basis for further papers and presentations and, whilst it was never adopted as
policy, it served as a critical thought piece for background contextual information and
further planning.

In 2002, the Chief of Staff of the Army — a post that had overseen and led much of the
burgeoning discussion on the need for a national security policy — was appointed as the
Coordinator of the ONS. The Coordinator's first priority was to initiate a country-wide
consultation process on the national security discussion document, something which had
not supported even the most recent iteration of the document as of 2002. There was a
widespread realisation at the ONS that the lack of wide consultation on the document
violated the fundamental principles of SSR which promoted ideas such as local ownership,
long-term strategic planning, and wide consultation. Benefitting from having the direct
support of the President on this issue, the Office of the President issued letters endorsing
and prioritising the programme to all relevant line ministries.

As a result of the development of the ONS and the increasing demands from the National
Intelligence Office for more guidance on roles, responsibilities and activities, a National
Security and Intelligence Act was passed in 2002. In parallel to this, other separate SSR
programmes were underway, including military training, support to the Ministry of
Defence, and mentoring within the Office of National Intelligence. The National Security and
Intelligence Act states that the Coordinator of the ONS is responsible for developing and
maintaining the country's National Security Policy.” Whilst not explicit in the document, it
was agreed internally that the document should be reviewed and updated every five years.

After the National Security Council (NSC) was briefed on the requirement, the Vice-
President was named Chair of the committee and set up a small drafting team made up
of representatives from all the ministries. The team was given a short induction course in
order to be prepared — given the very limited experience that team members had had with
broad consultation processes — for the process that followed. The President mandated the
drafting committee to report directly to the NSC.

As a result of both institutional resistance and operational distractions, the policy drafting
process found it difficult to gain ground. This eventually led to a ‘National Security Review’
(NSR) process, which occurred between 2003 and 2005, and focused on the articulation
of national interests, the environment, structures, and the roles and responsibilities of the
security sector. One of the most important outcomes of the NSR was the realisation that

“Government of the Republic of Sierra Leone, National Security and Intelligence Act (2002).
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the country needed a smaller army and a larger police force based on issues concerning law
enforcement, corruption, and internal security being perceived to be overarching priorities.
The second significant issue that emerged from the NSR was the discovery that most
citizens thought that security was only the business of soldiers and policemen. However,
by the time the ONS had completed the Review, people realised the importance of all
other stakeholders, including civil society organisations and traditional leaders. By the end
of the consultative NSR process, an investment had been made to establish Provincial
Security Committees (PROSECs), District Security Committees (DISECs) and, a bit later,
Chiefdom Security Committees (CHIESECs). This enabled the concept of national security
to have ‘reach, project influence, and have access to communities and security structures
across the country.

A renewed discussion on an NSP re-emerged in 2007. However, based on the lack of policy-
development and policy drafting skills, the ONS was not content with the draft product.
A rewrite was requested in 2010 and a better product was produced. However, although
it was seen by the NSC, it was not rigorously reviewed and commented on. The fact that
the NSC has not met since the previous Coordinator of the ONS departed in 2011 (after
meeting once a month before that) suggests that the capacity to endorse and ratify an NSP
was deficient.

Outcome

The main outcome of the ongoing consultative processes was two-fold: on one hand,
whilst no NSP has been endorsed and ratified by Government to date, the discussion
document originally developed in 2002 served an important purpose in terms of promoting
a more contemporary understanding of the broader concept of security and the roles and
responsibilities of the wider security sector. In addition, the National Security and Intelligence
Act passed in 2002 provide the ONS with good authority to drive forward NSP processes
which should take place every five years. Lastly, based on the cross-government engagement
forged by the ONS, and the development community’s recognition of the relationship
between security and development issues, Sierra Leone's poverty reduction strategy
incorporated security aspects — whilst the national security review demonstrated
appreciation of the impact security had on development. Lastly, based on the comprehensive
analytical efforts of the ONS team, the NSR itself provided a good basis for decision-
making on evolving SSR programmes concerning the police, military, and judicial a
uthorities, and informed a number of new programmes, such as those funded by the UN
Peacebuilding Fund.

Lessons identified

A number of important lessons were identified from the efforts to support national security

policy development in Sierra Leone:

e Strong leadership and people management skills of the Coordinator of the ONS helped
promote ‘buy-in’ to the process at the highest levels of Government (i.e., the Office of
the President)
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e Gaining full endorsement of the concept at the highest levels of Government takes
time and effort. However, the investment that the ‘lead’ for the process takes on in
support of promoting knowledge and understanding is worthwhile. This activity further
promoted the importance of the exercise across government ministries and supported
relationship building within both the ONS and other cross-governmental groups. This
emerging cross-government culture catered strategic discussions on the relationship
between security and development and helped ensure that this critical relationship was
reflected in relevant documentation.

e Selection and membership of the NSP drafting committee must be done carefully. In
addition, a knowledge base must be developed through an induction process before
substantial work can begin.

e Resistance to progress will arise when 1) resources are limited, and 2) when, during
post-conflict times, it is more "politically saleable’ to discuss issues which implicate
individuals and groups (especially for intelligence purposes) rather than discuss macro-
strategic issues concerning national security.

e There is always a risk that some groups who do not belong to the same group or
ethnic background of an individual leading a particular consultation process, to be
excluded from that process. This can also lead to attempts to misrepresent the views
of marginalised groups.

e The team leading an NSP process requires sufficient resources to support their
consultations and ongoing work. The provision of substandard vehicles and computers
in support of the drafting committee caused disruptions to both the consultation
processes and the presentation of findings to different ministries and institutions.
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Annex F: Case Study —
South Africa

Background

South Africa has enjoyed rapid development over the past two decades. Having transitioned
from an apartheid regime to more democratic society, it adopted many western patterns.
The development of a national security policy (NSP) followed this general trend.

The former apartheid regime had implemented a comprehensive ‘national security
management system’ to deal with both internal and external threats. However, this was
based on political repression, militarism, and conflictual relations with neighbouring
countries and had been largely unaccountable.” The military had been actively involved
in politics, and the government’s perception of external security was narrowed to “the
physical protection of the state against external military threats.”

Process

The revision on national security policy commenced in 1994 with the abolition of the
Internal Security Act. Over the next 10 years, South Africa developed a broad framework
for an NSP as part of its transition to democracy. The country has consciously and fairly
successfully sought to apply best democratic practices to the governance of security,”
widening NS “to the safety and security for all citizens.””” The process of developing an
NSP (in particular at the early stages) widely involved the expert community, civil society
organisations, and cooperation between relevant ministries.

The country’s NS system involves numerous departments with different functions, includ-
ing the President, Parliament, South African National Defence Force (SANDF), Department
of Defence, National Security Council, Department for Foreign Affairs, and others.

By the end of 1990s, most aspects of current South African national security policy were
included in the Constitution; the White Paper on Defence (1996) and Defence Reviews;
the White Paper on Intelligence (1994); the White Paper on South African Participation
in International Peace Missions; and the White Paper on Safety and Security (1998). The
Constitution defined the basic principles of national security, describing it as an area which
is subject to the authority of parliament and the national executive, and which should reflect
and respect international law.”®

5Stephen Cawthra, Security Governance in South Africa, pg. 1.
%lbid., pg. 14.
7"The South African Defence Review" (25 March 2014), pg. 3-2.

8These principle were repeated in the further documents. Among most recent see, for example, Ibid., pg. 3-4.
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The 1994 White Paper on Intelligence 1994 set up two principal civilian intelligence
agencies: the South African Secret Service (SASS) for foreign intelligence, and the National
Intelligence Agency (NIA) for domestic intelligence. The White Paper called for information
gathered by all the agencies to be passed on to the National Intelligence Co-ordinating
Committee (NICOC).”

A second White Paper on Safety and Security was developed and endorsed in 1998.8° The
Paper described the new role of the South African Police Force and provided clarity for the
withdrawal of the army in activities that remained the domain of the police.

The Department of Defence and the Defence Force itself succeeded more than any other
institution in producing framework documents which supported transformation, as well as
revising and updating these documents regularly. In addition to the 1996 Defence White
Paper, a Defence Act was also published in 2002.

In addition to the aforementioned documents, a Draft National External Security Strategy
was published in 1995 by the Department of Foreign Affairs, but was never followed up in
the form of a final version.®' “Four ‘focal areas’ of the Strategy were identified: protecting
and promoting South Africa’s national interests in a competitive world; contributing towards
international peace, stability and security; promoting regional security in Southern Africa;
and projecting a defensive and non-threatening military posture. A number of instruments
were identified in this regard; for instance, diplomatic, defence, economic, and intelligence.
The draft document was generally formulated and contained no reference to the internal
dimension of a national security strategy.”®?

Following the combined military intervention by South Africa and Botswana in Lesotho
during 1998 to prevent an alleged military coup, the South African National Defence
Force sought to initiate with other government departments the beginnings of a NSP®
However, there is currently still no known integrated South African national security strategy,
although its utility has been widely discussed over the last 15 years. In 2005, a revision of
the Defence White Paper concluded that a NS Strategy would be developed. However, in
the same announcement it was also stated that “the review of the NSP comes after ten
years of democracy,” which added to the confusion between national security policy and
national security strategy.®* The following year, in the Government’'s 2006 Programme of
Action, the National Intelligence Co-ordinating Committee (NICOC) was nominated as the
lead department in the development of NS strategy or policy.®

°Cawthra, Security Governance in South Africa, pg. 4.

80South Africa, “White Paper on Safety and Security” (1998), http://www.gov.za/documents/whitepapers/1998/safety.
htm.

8"Michael Hough, G.PH. Kruys, and A. Du Plessis, Part [ National Security Policy and Strategy (South
Africa:  University of Pretoria, Institute for Strategic Studies, 2007), http://www.thefreelibrary.com/
Part+1% 3a+national+security+policy+and+strategy.-a0177439975.

&|bid.
®lbid.
#lbid.
®lbid.
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Outcome

South Africa’s leadership and society is well informed about the issues on national security,
its ‘hard” and ‘soft’ dimensions, and existing approaches, and has the knowledge and
wherewithal to produce its own NSP To further enhance its knowledge on such issues, the
Department of Defence published an overview of the NSPs of other countries.®® Defence
and security policy is also a subject that remains widely discussed among government
institutions, NGQOs, civil society, and the wider expert community.

However, the wide civil society involvement in these processes has led to different
outcomes. On the one hand, a systematic and transparent process to military planning
enabled SANDF to receive wide public support for significant expenses based on
forecasts of job-creation and significant offset benefits.®” On the other hand, a wide and
comprehensive discussion on the Defence Review in late 1990s resulted in some CSOs
rejecting the final product. Their main argument was that the recommendations proposed
would lead to military rearmament inconsistent with the spirit of the White Paper.® This
outcome no doubt led to less consultation and discussions supporting other subsequent
security strategy documents such as “The White Paper on South Africa’s Participation in
International Peace Missions,” produced by the Department of Foreign Affairs in 1998, and
White Paper on Defence-Related Industries.®®

Most existing NS documents passed through the Parliament were signed by the President.
All the security functions (including intelligence, although with some limitations) are
subject the normal government auditing procedures and to scrutiny from the Parliamentary
Standing Committee on Public Accounts (SCOPA).®°

The NS system involves numerous interacting institutions. However, the National Security
Council (consisting of senior ministers and officials and set up to make key decisions on
high-impact security issues) “appears to meet only very irregularly in order to deal with
specific crises.”®" Over time, security decision-making has become increasingly centralised
in the Office of the President, which has been provided with dedicated intelligence, policy,
and foreign affairs capacities.

Defence Reviews are published regularly but they are long-term documents as they define
and expand on “the guiding principles that will steer the Defence Force through the next
twenty to thirty years."® Defence reviews cover broad areas of defence and include chapters
on national security policy. Therefore, if given sufficient and formal authority, the Department

%See, for example, Department of Defence, InternationalTrends in Drafting Defence Policy and Strategy, Defence Review
Research Essay (South Africa, 2012), http://www.sadefencereview2012.org/research %20papers/researchpapers.htm.

8’Cawthra, Security Governance in South Africa, pg. 7.
%lbid., pg. b.

#lbid.

“lbid., pg. 4.

9bid.

2|pid., pg. 3.

9%"The South African Defence Review," pg. v.
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of Defence is well placed to take on a leading role in producing an NS strategy and NSP
document. In contrast, both the Department of International Relations and Cooperation and
the NSC have been less visible in the NSP development process.

Lessons identified

A number of important lessons were identified from the efforts to support national security

policy development in South Africa:

e The development of an NSP in South Africa was internally initiated and internally driven.

e SA was able to create a new security system in a relatively short period of time. These
developments involved close cooperation between agencies and a good level of public
discourse on security. The role of expert community and CSOs was high in early post-
apartheid period, although it decreased over time.**

e While a national security management system is in place, it is not clear if a coherent
and integrated national security policy exists.®® Although the concept of an NSP is
supported by a wide range of relevant legislation, there is still no single long-term
document on NS.

%Ibid., pg. 1.
%lpid., pg. 14.
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Annex G: Case Study —
Malawi

Background

Being one of the poorest countries in the world, Malawi has not identified national security
policy (NSP) as a top priority. The Constitution of the Republic of Malawi underwrites the
establishment of a Defence and Security Committee of the National Assembly (ch.161).%
Other than this security-related mechanism, no further instructions for a proposed NSP
process can be found in the Constitution. The Executive level of Government includes a
number of security-related institutions such as a NS Advisor, a Ministry of National Defence,
a Ministry of Foreign Affairs, a Ministry of Home Affairs and Justice, the Malawi Defense
Force (MDF), the Malawi Police Service (MPS), the Office of the President and Cabinet, and
the National Intelligence Bureau. Formal coordination of effort among these institutions is
poor and interinstitutional co-operation is still based on the close personal links between
key actors.®” Further complicating this issue is a sectorwide absence of any procedure or
system to endorse policy.

With 40 percent of the Government's budget based on foreign aid, the country is — to a
great extent — driven by the agenda of external actors.®

The Malawian army has some very well western educated officers. For example, the
current National security advisor was professionally trained in the UK, Netherlands,
Botswana, South Africa and the United States and received a degree from a UK
University. However, others have observed that there is “a lack of understanding at the
highest level in the President's office, in particular, of not only the nature of national
security but also of the benefits of having a national security policy” %

Some institutions responsible for security-related policies have been successful in
developing policies and procedures. In this context, the MDF and MPS are aware of the need
for clear policies, improved procedures, economy, and good management. The immigration
service also appears to have a clear idea of what its leadership requires.’®

The Ministry of Foreign Affairs declared that foreign policy aims to move “from traditional
diplomacy to development diplomacy.”™ This shift in position most certainly helped

%" Constitution of the Republic of Malawi. Chapter XVI: The Defence Forces,” http://www.sdnp.org.mwj/constitut/
chapter16.html.

9Based on an interview with Tom Hamilton-Baillie (30 September 2014) who facilitated the NSP drafting process in
Malawi between 2008 and 2012.

%|pid. Also see http://admin.vz.ru/news/2014/6/3/689689.html.
®Interview, Hamilton-Baillie (2014).
199 pid.

01" Strategic  Objectives for Ministry of Foreign Affairs,” http://www.malawi.gov.mw/index.php?option=com_
content&view=article&id=39&Itemid=38.
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facilitate the Malawi Growth and Development Strategy 2006-2011 and a new successor
document which accounts for the period of 2013-2018. Interestingly, whilst both documents
articulate food security as a strategic priority, national security is not mentioned. Lastly,
the Ministry of Defence formulated “The Malawi Defence Force Act” which became
effective on September 1, 2004. This Act also does not define or even reference the term
‘national security. 2

The task of developing a National Security Policy (NSP) was given to the newly appointed
National Security Adviser (NSA)."%

Process

The Malawian NSP development process was taken forward in the absence of much
Government interest. The issue of a NSP was externally initiated in 2008 by both the UK
and the United States. From that period of time, the NSP process was externally driven.
“The Malawi ‘pattern’ is one which is a passive response to donor suggestions and an
interpretation of what donors would like, met be actions that are short-term, ill-considered,
and backed by very little national level consultation.” 4

In 2009, the post of NSA was established “without any legislation or formal presidential
decree."" This post is still perceived as unimportant with unclear functions. The Malawian
Government official website does not contain any information about either the existence of
the post of the NSA or the advisors themselves. Moreover, there is no clear reference as
to when the post was established. In-country media sources indicate that General Marko
Chiziko was the first appointee to the post in 2011 (although there appears to have been a
predecessor to General Chiziko).

The NSA is responsible for coordinating other institutions and producing a NSP. One of the
initial steps taken in initiating the NSP process was the creation of a Working Group, which
the NSA chaired. Although the Group convened a number of times, the process never made
significant progress because those members of the Group who did attend meetings were
not sufficiently senior to be strategic or influential’’® Existing security institutions also
demonstrated resistance to the new coordination role of NSA."%” Although the NIB cooperated
for the initial meetings of the Group, this happened mainly because the NSA had the NIB
under control, at least until that appointment was taken away when the new President took
office in April 2012.7%¢ After that, the NIB effectively withdrew from the process." '

02*Achievements for the Ministry of National Defence: 2004 - 2009 http:/www.malawi.gov.mw/index.
php?option=com_content&view=article&id=5&Itemid=33.

%Interview, Tom Hamilton-Baillie (2014).
%41bid.
%bid.
%bid.

97 According to the UK expert, “the National intelligence bureau had a direct line to the President and the idea of putting
an NSA in between caused resistance... The Chief Secretary was concerned that his job would be made more difficult
and he didn't want any rivals to his powerful position. ... - The Army Chief had concerns with an NSP process as he
saw that the process would probably lead to a diminution of resources allocated to the army in favor of the police” Ibid.
%8]bid.
1%]pid.
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Malawi's National Assembly, which includes the Committee of Defence and Security, was
also excluded from the NSP development process. According to the Africa Centre for
Strategic Studies, Assembly members would only be involved when the policy draft has
been completed and approval is sought after for budget and implementation.”® However,
for reasons explained below, the process never made it to this stage.

There is a limited interest and support for an NSP within the Malawian Army. Having said
that, there is also some well-educated and reform-minded officers in the Army who saw a
great advantage in the NSP process on the basis that it would lead to the more effective
and efficient functioning of the security sector, and also help make Malawi look better
internationally — these included those officers who were commanders of intervention
forces, who graduated from foreign staff colleges and who represented the country at
African Union meetings."" The Malawi Defense Force is involved in the security cooperation
with the US and receives training support from the British Government, resulting in
participation in the peacekeeping mission in the Democratic Republic of Congo.” This,
however, does not provide significant support to the development of NSP since MDF is not
directly responsible for it.

In contrast, the President and the Chief Secretary demonstrated minimal interest in the NSP
“The President never really got engaged and therefore, never bought into the process.
The President and the Chief Secretary endorsed the final NSP product drafted by the
Working Group but altered the wording in the document to describe the content as only
clarifying recommendations and aspirations that the country would work to in the future.

One of the most recent external attempts to encourage the Government of Malawi to
produce NSP was a symposium titled “National Security Strategy: Development,
Resourcing, and Implementation,” organised in September 2013 in partnership with the
US Embassy and The Africa Center for Strategic Studies (ACSS) Malawi Chapter.”* The
symposium included the suggestion to take forward a NS Review. However, at the time of
writing, no further work on an NSP or an NS Review has been taken forward.

Outcome

The primary outcome of the NSP development process in Malawi was the creation of a NSP
Working Group and the three draft NSP policy papers, the latter of which were iterated and
presented to the President and Chief Secretary. However, the unfortunate outcome of the
endorsement process was the alteration made to the wording of the document to reflect
the fact that the document would only represent a set of recommendation and aspirations
that the Government would consider in the future. This action prevented the document

"OAfrica Center for Strategic Studies, "ACSS Holds TOPS Symposium on National Security Strategy in Malawi” (18
September 2013), http://africacenter.org/2013/09/acss-holds-tops-symposium-on-national-security-strategy-in-malawi/.

"Interview, Hamilton-Baillie (2014).

"2Jeanine Jackson, “Remarks by Ambassador Jeanine Jackson” (presented at the Africa Center for Strategic Studies
(ACSS) Symposium on National Security Strategy, Lilongwe, Malawi, 10 September 2013), http:/africacenter.org/wp-
content/uploads/2013/09/2013-09-10-Remarks-by-AmbassadorJeanine-Jackson.pdf.

"SInterview, Hamilton-Baillie (2014).

"4African Center for Strategic Studies, "ACSS Holds TOPS Symposium on National Security Strategy in Malawi.”
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from being considered as policy. In addition, although the Working Group was formed and
met, the extent to which the drafts of the NSP represented the country’s NS interests was
guestionable. This was primarily due to the lack of policy drafting skills of the members of
the Working Group, but it was also based on the lack of consultation and cross-government
support and engagement that should have supported the Group’s work. As a result of
having limited information to shape the Group’s analysis — and a lack of experience and
capacity — the content of other national NSP documents was drawn from internet sources.

Lessons identified

A number of lessons could be drawn from the national security policy development in Malawi:

e Externally driven and funded processes like the NSP development programme will not
achieve sufficient results unless the country and its leadership is interested in a position
outcome. In parallel to this, a government may be more content with the ‘vision” of the
draft policy instead of the NSP itself.

e Ministries might be resistant, as they may either perceive the process as being too
complicated and unfamiliar, or may fear a loss of future influence.” Time should be
invested in instilling the importance of the exercise to the highest officials even prior to
the appointment of a NSA.

e Malawi case raised the importance of procedure. According to one expert, “the
National Assembly was not given any legislation to pass in the beginning. In the end,
the time it would have taken to pass legislation would have been in line with the time
that it took to produce the final draft policy document.”"® The absence of procedure
had an impact on the clarity of the NSAs mission and contributed to the resistance to
its coordination efforts.

e Foreign aid and support for NSP processes should be clearly targeted and coordinated.
In Malawian case, whilst the US and UK aimed to support the NSP process, “other
European donors were more concerned with development assistance. Moreover, despite
the significant US funding for defence reform (including counterterrorism training and
AFRICOM capacity development) it is often different to link this defence-related funding
to wider SSR efforts.

"SInterview, Hamilton-Baillie (2014).
"8]pid.
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Annex H: Case Study —
Algeria

Background

Algeria obtained its independence in 1962 after the liberation revolution against French
colonialism. During this time, the state found itself confronting many internal challenges
and external threats, including internal issues ranging from education, health, and social
justice to external priorities, such as the need to delineate borders with six neighbouring
countries. As a result of maintaining the inherited colonial borders, Algeria fell into dispute
with a number of its neighbours, some of which evolved into military confrontation. The
first such military confrontation over the issue of border demarcation was with Morocco
in 1963 concerning Morocco's claims to the “Tindouf” and “Béchar” regions of Algerian
regions. This disagreement led to the “Sands War” in October 1963 between Morocco's
Royal Armed Forces (FAR) and the Algerian National Popular Army (ANP). Following the third
party intervention of the Organisation of African Unity (OAU) in November 1963, a ceasefire
signed in February 1964 brought the conflict to an end.

However, Algeria also concluded numerous demarcation agreements with neighbouring
countries during this period (Tunisia in 1970 and 1983, Mauritania in 1983, Niger in 1983,
and Mali in 1983).

The 1975 Western Sahara conflict between Morocco and the Popular Front for the Liberation
of Saguia el-Hamra and Rio de Oro (POLISARIO) has also been considered as one of
the greatest direct external threats facing the Algerian National Security. Whilst Algeria
supported the POLISARIO Front in terms of the principle of the right to self-determination,
it stood firm against Morocco's repeated demands concerning the annexation of part of the
territories of south-western Algeria.

Following a period of relative political and social stability between 1965 and 1978 during
the reign of President Houari Boumediene, external threats to national security diminished.
However, President Chadli Bendjedid's tenure between 1979 and 1992 was characterised
by the emergence of social tensions as a result of the collapse of oil prices in the world
market, which ended with a popular uprising on 5 October 1988. This uprising forced the
Algerian political system to adopt key political, economic and military reforms.

In the context of the intended reforms, the Constitution was amended in 1989 and a

multiparty, democratic political system was adopted. Economic reforms which moved
away from the former socialist system were taken forward, and a High Council for
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National Security was established. The High Council was charged with the formulation and
development of the country’s national security policy.

Despite these reforms, President Bendjedid's sudden resignation in January 1992, and the
subsequent victory of the Islamic Salvation Front (FIS) which took the majority of seats
in parliament, made the democratic transition in Algeria veer toward armed violence. This
situation descended into a bloody civil war that left nearly 200,000 people dead and which
reinforced the place of the military institution at the centre of the country’s political and
security decision-making.

Despite the success of Algeria in reducing the risk of internal violence as a result of both the
political and security response,'” new threats to national security have emerged in recent
years. These threats include the regional activities of terrorist groups such as Al-Qaeda
in the Islamic Maghreb, drugs, illegal immigration, the smuggling of arms, the crisis in
northern Mali, and the war in Libya. These threats prompted government decision-makers
to develop appropriate legal and institutional frameworks to ensure the development of
national security policy responded to the internal challenges and external threats of the
Algerian state.

In this context, all of the Algeria’s constitutions (1963, 1976, 1989, and 1996) gave broad
powers to the President of the Republic on security-related issues. More specifically, Article
77 of the 1996 Constitution provides that the President of the Republic serves as the
Supreme Commander of the Armed Forces and remains responsible for national defence.®

Process

The 1989 Constitution established a High National Security Council (HNSC), an institution

which has been retained through subsequent constitutional amendments. Article 173 of

the 2002 Constitution underlined the Council’'s role in presenting views to the president

on all issues related to national security, including areas of national or international activity,

particularly those relating to the following:

e Setting goals in the field of state security;

e Estimating the means and conditions for using security forces;

e Leading the overall coordination of security and the allocation of resources supporting
this domain.™?

Articles 91 and 93 of the 2002 Constitution also call on the President to meet with the
HNSC for consultation before the adoption of emergency measures, such as embargoes or
the implementation of other exceptional national measures.

7Such measures included the ‘law of mercy’ in the era of President Liamine Zeroual (1995), the Civil Concord (1999),
and national reconciliation in 2005 during the reign of the current president Abdelaziz Bouteflika.

"8Algerian Constitution, article 77, clause 1,2, Official Journal, N° 76, 08-12-1996.

"9The organization of the High Council for the security and its function, article 4, Presidential Decree, N° 89-196, 24-
10-1989.
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In addition to the President, the HNSC comprises the President of the National People’s

Assembly, the Prime Minister, and Ministers of National Defence, Foreign Affairs, Interior,

Justice, Economics (currently ‘Finance’), and the Chief of Staff of the National Popular Army.

The Council also includes a chief Clerk who is nominated by the President (often a senior

military officer) and charged with the following tasks:

e The collection of information and documents necessary to prepare and support the
work of the Council;

e \Writing reports and minutes;

e Keeping the Council documents organised and archived.?°

Weighed against this background, and mindful of the broad powers of the President, the
drafting of the Algerian national security policy (NSP) starts by the President’s call for the
HNSC to convene and initiate an NSP process. This subsequently requires the Clerk of the
Council to collect relevant information and documents from all security-related authorities,
departments and agencies. After evaluating data and departmental contributions, the Clerk
evaluates the implications of issues, risks, trends, and threats for both the internal and
the external security organs and makes recommendations to the Council on the overall
structure and content of the document. Following a wider discussion of the document by
members of the HNSC, the President will make final decisions regarding the NSP draft and
charge the Clerk to act on these decisions.™!

Outcomes

By constitutionalising the establishment and functions of the HNSC, the NSP process
and broader security-related decisions do not become monopolised by one institution.
Moreover, national security-related consultations include perspectives from a wide range
of civilian government agencies, such as the Finance Minister, the Prime Minister, and the
Minister of Justice. This process increases the coordination, coherence and operational
effectiveness of the institutions in the implementation of the policy. It also reinforces the
Government's efforts to promote civil control of the security institutions.

The importance and value of the HNSC notwithstanding, the Constitution did not confer
the transparency and clarity necessary for the formulation of Algerian national security.
This is in contrast to many other countries which publish annual reports on their NSP and
NS Strategy documents (e.g., the United States and China). Algeria prefers to adopt the
principle of confidentiality of these documents, which prevents the extension of the debate
on NS issues reaching other political and civil society actors.

'20The organization of the High Council for the security and its function, article 4, Presidential Decree, N° 89-196,
24-10-1989.

2'The Algerian Parliament has very limited powers with regard to the drafting of Algerian national security policy. With
the exception of the National Defense Commission which, in its capacity as a parliamentary committee, discusses
the Ministry of Defence’s budget and budgetary framework each year, the legislative organ remains distant from the
formulation and monitoring of security-related policy.
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Lessons learned

The following lessons can be drawn from Algeria’s relatively young experience in the

drafting of national security policy:

e Whilst the constitutionalisation of the HNSC is a good step towards promoting a
multi-agency approach to NSP development, there is a need to expand the circle of
participation and consultation in the process. Groups such as legislative committees
and ministries not traditionally associated with the security sector, such as agriculture,
transport, and health should be included in these discussions. The Council should also
expand its consultation to include non-government actors, including political parties,
media, and civil society groups.

e The lack of annual reports or policy briefs on national security threats and priorities, as
well as the Algerian’s vision of its position in local, regional, and international affairs,
continues to leave the population asking questions regarding the rationale behind
financial, infrastructural, and human resources allocated for national security purposes.

e The lack of parliamentary role in the debate on national security, combined with the
powers of the President and the current institutional weaknesses of parliament,
offers very little role of the legislature in the future ratification endorsement of the
NSP process.
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