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Foreword

The African Union (AU) s
committed to political, social
and economic development
towards human security, as
contained in the 2004 Solemn
Declaration on a Common
African Defence and Security
Policy. This is a prerequisite for
sustainable peace and security
on the continent. As such, the AU
continues to promote democratic
and accountable governance
of the security sector as an
essential instrument for ensuring
sustainable peace in Africa.

Accordingly,  Security  Sector
Reform  (SSR) has  been

H.E. Ambassador Bankole Adeoye positioned as a priority in
Commissioner for Political Affairs, Peace and Security Member States emerging from

conflicts and those undergoing
political transitions. Given the peculiarities and specific requirements of the continent’s
security sector, the AU has developed policy frameworks to ensure African ownership of SSR
processes as entrenched in the AU's shared values. The (re)establishment and strengthening
of the capacity of security institutions through comprehensive disarmament, demobilisation
and reintegration of former combatants and SSR constitute key priority pillars of the AU Post-
Conflict Reconstruction and Development policy.

The AU Policy Framework on SSR endorsed by the 20th Ordinary Session of the Assembly
of the Union held in January 2013 provides for a broad strategic response framework
ranging from capacity building and strengthening of institutional structures to mobilisation of
necessary resources to facilitate SSR processes in Africa.

A set of AU Operational Guidance Notes (OGNs) has been developed to facilitate the
implementation of the framework. These include: 1) Training on Security Sector Reform;
2) Conducting Security Sector Reform Needs Assessment Missions; 3) Harmonisation of
National Security Legislation; 4) Development of Codes of Conduct for African Security



Institutions; ) Gender and Security Sector Reform; 6) Handbook on African Security Sector
Reform Good Practices; and 7) Security Sector Reform Monitoring and Evaluation.

These OGNs provide practical information to AU Member States, Regional Economic
Communities (RECs), Regional Mechanisms (RMs) for Conflict Prevention and Management
Resolution and other key stakeholders for the design, implementation, monitoring and
evaluation of SSR programmes in Member States.

The OGNs contribute to the coordinated approach to strengthening Africa’s capacity to
address SSR challenges in AU Member States.

| am therefore delighted to present these OGNs as handy tools to practitioners working
hard to implement the provisions of the AU Policy Framework on SSR. | also encourage AU
Member States, RECs and RMs, and civil society organisations, training institutions and
individuals, to use them in the implementation of programmes for positive results in our
security governance sector.
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Purpose and Scope

This Operational Guidance Note (OGN) provides the African Union (AU) with a guide to
the process and content for the development of codes of conduct for African security
institutions. The annexes of the OGN include research and analysis on the process of
developing codes of conduct, an evidence-based justification for the normative framework
on which codes of conduct should be based, and an analysis of existing codes of conduct
at the continental, regional and domestic levels.

The OGN is primarily targeted at AU staff members involved in the implementation of the
African Union's Security Sector Reform Policy Framework (AU SSR Policy Framework).
AU Member States and partners, particularly Regional Economic Communities (RECs)
and Regional Mechanisms (RMs), can also use this OGN to develop codes of conduct for
security institutions within their jurisdictions or mandates.

The OGN can be applied in the context of the development of codes of conduct for security
institutions at an organisational level or on a thematic issue, such as, for example, policing
during elections or cross-border military operations. Application is possible at continental
level as an AU initiative, through the development of a ‘model’ code of conduct or the
provision of additional technical or detailed guides on the form and content of codes of
conduct that are consistent with the principles of the AU SSR Policy Framework. The OGN
can also be used by RECs and Member States to guide the development of their own
codes of conduct. For Member States, for example, the development of codes of conduct
can be identified and addressed during an AU SSR Needs Assessment and/or processes
supported by the AU or the relevant REC through other forms of technical assistance in
national SSR contexts.
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Executive Summary

The OGN provides a rationale for the development of codes of conduct for state and non-
state security institutions, details on the process for the development of codes of conduct,
and the content of codes of conduct. Further information and references on the analysis and
process, as well as examples of various codes of conduct, are provided in the Annexures.

In terms of rationale (see Part C), codes of conduct are an effective way to promote positive
change to the organisational and individual behaviour of security sector institutions in the
context of a broader SSR project. A code of conduct can distil the normative framework
that promotes democratic control of armed forces and law enforcement agencies, human
rights compliance, adherence to the rule of law, and (where relevant) compliance with
humanitarian law into a concise and accessible form.

In the development of codes of conduct (see Part E), whether at the continental, regional
or national level, or whether in relation to a state and non-state institutions, consideration
should be given to:

e Developing separate codes of conduct for each distinct security sector institution.

e Ensuring the participation of all stakeholders to promote dialogue, collaboration,

relevance, inclusiveness, acceptance, and implementation.

e |ocating the code of conduct project as part of a broader SSR effort to strengthen the
democratic control of security sector institutions, human rights, humanitarian law and
the rule of law.

e Ensuring that the code of conduct is contextualised without diminishing the application
of the normative legal framework for the conduct of security sector institutions.

e Building monitoring and evaluation systems to assess compliance with codes of
conduct (such as the development indicators) into the project plan for the development
of codes of conduct to promote evidence-based assessments of impact and change.

Possible strategic interventions by the AU in relation to the process considerations are
provided.

The content of codes of conduct for all state and non-state security institutions (see Part F)
should include a translation of the normative framework for democratic control, rule of law
and human rights, and humanitarian law into clear and succinct standards of behaviour for
security sector institutions and their personnel.
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Rationale

The AU Policy Framework on SSR mandates the AU Commission to develop mechanisms,
tools and instruments for the purpose of operationalising the Framework. The AU
Commission is tasked with, amongst other activities, developing a continental code of
conduct for African security institutions.

Codes of conduct can set agreed behavioural and institutional standards for African
security institutions based on a normative framework for the governance and performance
of security sector institutions. The value of a code of conduct is in supporting the positive
transformation of organisational and individual behaviour, attitude and culture in the security
sector particularly where traditions of democracy, human rights and the rule of law have
been absent or very weak.

Significant efforts have been made at the international, regional and sub-regional levels
to establish a normative framework for democratic, rights-based and rule of law abiding
security sector institutions, including armed forces, law enforcement and private security
companies (PSCs). The normative framework is premised on the obligation of Member
States to promote international peace and security, and the requirement that the actions
of Member States should not diminish the validity and principles of the AU Constitutive
Act, the UN Charter, or any other provision of international law. These principles, which are
reflected in the AU SSR Policy Framework, include democratic control of armed forces and
law enforcement agencies, adherence to the rule of law and human rights, and compliance
with international humanitarian law during armed conflict.

The content of this framework is set out in detail in Part F of this OGN.

Codes of conduct are a useful tool for providing an institution-specific interpretation of
the normative framework. The normative framework represents the political and legal
commitments that Member States have already made through their ratification of
international and regional treaties, their membership of the AU, UN and RECs, and by
application of customary international law. The main subject of the normative framework is
Member States, and the language of international law focuses on legislative, administrative
and other measures that Member States should take to implement their obligations.
Therefore, the framework needs to be adapted and translated to provide practical guidance
to African security institutions (both organisationally and at the individual officer level) on
how to meet these standards. Codes of conduct do not create norms — rather, their value
is in their ability to reinforce and apply the norms in a practical and contextualised way for
each security sector institution, their personnel, and their sector stakeholders.
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Terms and Definitions

The following terms and definitions apply to this Operational Guidance Note:

e African ownership — of security sector reform processes includes ownership by
local communities, national ownership by Member States, regional ownership by the
Regional Economic Communities and Regional Mechanisms and continental ownership
by the African Union.

e TheAfrican Union - includes, for the purposes of security sector reform, the Assembly,
the Peace and Security Council, the African Union Commission and all other relevant
organs of the African Union.

e Armed forces — the military forces of a state, usually one or a combination of an army,
navy and air force, and paramilitary forces. These forces are ordinarily mandated to
defend a sovereign state from threats emanating from foreign or internal conflicts.

e Civil society organisations — refers to civil society organisations as defined in
article 3 of the Statutes of the Economic, Social and Cultural Council of the African
Union (ECOSOCC).

e Human security — refers to article 1(k) of the Non-Aggression Common Defence Pact.

e Law enforcement agencies — agencies of the state that are mandated to uphold and
enforce the law. These include the police, gendarmerie, institutions in charge of finding
and using intelligence to preserve state security, prison services, presidential guards,
anti-terrorist units, border management, customs and immigration authorities.

* Non-state security forces — these include private security companies (PSCs), or other
non-state security authorities as decided by each Member States. It does not include
a mercenary, as defined by clause 7 of the AU Policy Framework on Security Sector
Reform, or private military companies.

e Private security companies (PSCs) — these include a corporate entity, which provides
on a compensatory basis security services by physical persons and/or legal entities.
The security services are defined in terms of the law of the country in question.

e State security — a concept which encompasses the traditional state-centric notion of
survival of the state and its protection from external aggression by military means.
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e Security (and justice) sector — comprises individuals, groups and institutions that are
responsible for the provision, management and oversight of security for people and
the state, and the delivery of justice services. These include but are not limited to
primary security institutions (such as the armed forces, the police/gendarmerie, and
border guards), specialised intelligence and security institutions, public oversight and
management bodies (such as the executive, the legislature, national security advisory
bodies and anti-corruption bodies), justice and rule of law institutions (such as the
judiciary, prisons, offices of the public prosecutor, ombudspersons, and human rights
commissions), civil emergency units (such as search and rescue services, fire fighting,
and natural disaster management), and non-state security and justice bodies (such as
private security companies, informal security providers, customary authorities, and
traditional justice systems).

e Security sector reform — is a process by which countries formulate, re-orient or
develop the policies, structures, and capacities of institutions and groups engaged in
the security sector, in order to make them more effective, efficient, and responsive
to democratic control, and to allow them to better respond to the security and justice
challenges confronting the state and its people. Depending on the context and
focus, SSR is sometimes expressed as security sector governance, security sector
transformation, security sector development, security sector review, as well as security
and justice reform.
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Operational Guidance on
the Process of Developing
Codes of Conduct

This OGN sets out recommendations about the type of methods that can be used to develop

and adopt codes of conduct, namely:

e |nvolvement of stakeholders in the development of codes of conduct.

e Codes of conduct as one intervention in a broader SSR project.

e Separate codes of conduct for state and non-state security institutions, and for armed
forces and law enforcement agencies.

e Apply and contextualise the normative framework applicable to security sector institutions.

e Monitoring and evaluation.

e Engagement with Regional Economic Communities (RECs).

e Summary of strategic and operational interventions.

A detailed analysis of the recommendations in this section, with complete references and
specific examples, is provided in Annexure A, and specific examples of strategic interventions
are provided in Annexure D. The specific strategic interventions from which lessons were
drawn include the development of the Economic Community of West African States
(ECOWAS) Supplementary Act on the Code of Conduct for Armed Forces and Security
Services, the Southern African Regional Police Chiefs Cooperation Organisation (SARPCCO)
Code of Conduct for Police, the East African Community’s Common Standards for Policing,
the United Nations Regional Centre for Peace and Disarmament in Africa’s Draft Code of
Conduct for Armed and Security Forces in Africa, the Economic Community of Central African
States (ECCAS) Code of Conduct for Armed and Security Forces, the Code of Conduct for
Uniformed Members of the South African Defence Forces, amongst other domestic and
international examples.

Stakeholder participation

The process of developing a code of conduct provides a valuable entry point for encouraging
dialogue, collaboration and integrated approaches to SSR for all stakeholders, including
political, justice, and civil society stakeholders. Often, discussions about the challenges to
effective human security, and the roles and responsibilities of various security institutions,
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and their stakeholders, are contested. The process of developing a code of conduct can
elevate discussions of the challenges beyond the blame-game, and focus on constructing a
positive framework to transform organisational and institutional challenges.

Participation of a range of stakeholders ensures that the process of developing a code of
conduct moves beyond a political process, and is implemented in practice. Although the
challenges of effective security sector governance are well known, including issues of
politicisation, militarisation and corruption, these are not always reflected in codes of conduct,
or strategies for their development and implementation. Stakeholder participation can ensure
that the full range of issues is taken into account from the outset, and can promote the
development of collaborative and complementary implementation strategies.

Stakeholder participation, including by civil society organisations, is also vital to ensuring that
codes of conduct are not only of operational relevance to security institutions, but also reflect
the expectations and concerns of the community. Research supports the notion that formal
and comprehensive codes of conduct are an important tool for balancing the demands of
security, with the expectations of the community and the constitutional and legal limitations
on the actions of security institutions.

Stakeholder participation is also important to ensure that the codes of conduct are consistent
with principles of gender mainstreaming and inclusiveness (including genderbased violence),
non-discrimination, and for promoting security institutions that are structurally responsive to
the security needs of diverse groups.

Codes of conduct as one intervention in a
broader SSR project

Codes of conduct alone will not achieve the aim of organisational behavioural change
unless part of a broader SSR process. By their nature, codes of conduct contain broad,
imprecise and aspirational statements. Codes of conduct are not legally enforceable, and
rely on a broader system of discipline and integrity management to hold individual officers
to account for misconduct that would amount to a breach of the code of conduct (which
may, in some circumstances, also breach international human rights or humanitarian law).

Accordingly, the effectiveness of a code of conduct in achieving its aim of transforming

behaviour will depend on the extent to which complementary efforts as part of the AU SSR

Policy Framework implementation are made to ensure that:

e The broader SSR process implements the normative framework, particularly in relation
to democratic governance, human rights and the rule of law, humanitarian law, and
systems of accountability.

11
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e The domestic level frameworks governing the conduct of security sector institutions
provide clear guidance on the conduct expected of officers, and support effective, fair
and transparent systems of discipline and criminal prosecutions for misconduct.

e The complementarity between the content of the code of conduct and formal
disciplinary and accountability systems.

e Internal and external mechanisms are put in place to monitor and enforce compliance
with behavioural standards.

The success of codes of conduct in promoting behavioural and cultural transformation of
security sector institutions should therefore be measured in the context of complementary
efforts to address security sector reform, more broadly, and the implementation of the agreed
normative framework for security sector governance and behaviours, more specifically.

Separate codes of conduct for each
security sector institution

Codes of conduct should be developed separately for state security institutions and non-
state security institutions. Furthermore, separate codes of conduct should govern the
two primary state institutions; namely, armed forces and law enforcement. This is based
on variances in the application of the normative framework as it applies to the different
security sector institutions.

As set out in Part F of this OGN, the normative framework for African security institutions
requires Member States to take legislative, regulatory, policy, administrative and other
measures to implement their obligations. The normative framework applies in equal
measure to all African security institutions, and their personnel, whether national or non-
national agents. Accordingly, norms that bind the Member State also bind all its state
security institutions (armed forces, law enforcement agencies), non-state security actors,
and personnel of both.

The application of the normative framework becomes less clear in the context of PSCs.
With a few exceptions, the normative framework that applies to Member States’ security
institutions does not have direct and binding legal application to non-state security actors.
Rather, the obligation is on Member States to implement domestic legal frameworks that
regulate the conduct of PSCs and their personnel operating in, or from, its territory in a way
that gives effect to the Member States’ obligations in respect of democratic governance,

12
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human rights, humanitarian law, and the rule of law. Accordingly, while the substance of the
obligations with respect to human rights, humanitarian law and the rule of law should be
the same for state and non-state security actors, the emphasis on issues such as regulation
and oversight will be different, and warrants separate codes of conduct.

Contextualising codes of conduct

The normative framework that underpins SSR is premised on the notion of democratisation
and democratic governance.The challenge in the AU context is that the normative framework
does not always align with the political reality of African security sector governance,
particularly in relation to the well documented challenges of democratic control of armed
and law enforcement.

The normative framework should, however, be the starting point for the development of
codes of conduct, as it is an important reflection of the aspirations and needs of security
sector stakeholders, and contains all of the existing legal and political commitments made
by Member States through their membership of the AU, and through the application of
binding international and regional law. From this starting point, the development of codes
of conduct can then include a contextualisation of the normative framework to promote the
relevance and practical utility of the codes of conduct for security sector institutions and
their stakeholders in the domestic context.

In contexts where adherence to the normative framework by security institutions is weak,
consideration of its utility in this context is important to ensure commitment and use by
those responsible for implementation. Therefore, the development of a code of conduct
should focus on the responses and needs of those responsible with the implementation
of codes of conduct. Drafts should be presented or collaboratively developed in a way that
focuses on the utility and application of the normative framework to areas such as skills
development and training, rather than simply a restatement of the normative framework.

While it is important that SSR stakeholders acknowledge and adopt the language of the
normative framework the process will be of little value unless the codes of conduct are
contextualised for the operational reality of Member State, and are understood by personnel
of all ranks. Importantly, it requires consideration of the best processes for developing codes
of conduct — for example, meaningful involvement of all stakeholders in the development
of content, and discussion from the outset about potential entry points for implementation
such as training, monitoring and auditing.

13
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Monitoring and evaluation

Monitoring and evaluation systems assessing African security institutions’ compliance with
codes of conduct must be built into the project plan for the development of codes of conduct.

If the objective of codes of conduct is to engender behavioural change, then an inherent
part of its value is providing an agreed benchmark against which the performance of
African security institutions can be assessed. However, as codes of conduct contain broad
statements and commitments, it is necessary to develop indicators for each clause in a code
of conduct to assist Member States, African security institutions, and their stakeholders to
monitor and evaluate progress.

Indicators should be practical, and enable African security institutions to understand what
their responsibilities are, and what steps they need to take in order to achieve the standards
set out in codes of conduct. Indicators provide an opportunity for African security institutions
and their stakeholders to regularly undertake an evidence-based review of compliance
against the code of conduct, to allow for targeted and strategic interventions to address
challenge areas.

There are three types of indicators that should be developed:

e Strategic indicators, which can be used at the highest policy levels to measure progress
of achieving an overarching purpose (for example, improved safety).

e |nstitutional indicators, which measure objectives or outcomes.

e Activity and output level indicators, which measure the daily activities of the security
institutions with a view to promoting institutional goals.

Indicators were developed for the Southern African Regional Police Chiefs Cooperation
Organisation’s Code of Conduct, and are provided at Annexure D.

Engagement with Regional Economic
Communities (RECs)

An important entry point for the development of codes of conduct are RECs. Efforts have
already been made at the regional level to develop codes of conduct for various security
institutions, including in relation to the police in the Southern African Development
Community (SADC), armed forces and security services in the Economic Community of

14
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West African States (ECOWAS), armed and security forces in the Economic Community of
Central African States (ECCAS), and through the development of a common standard for
policing in the East African Community (EAC). Detail about the development and content of
those various initiatives is contained in Annex E.

Common to all RECs is the importance of collaboration and cooperation to address
issues of collective security, cross-border crime, joint crime management and intelligence
sharing. Against that backdrop, articulating a common framework for the conduct of
security sector personnel thus becomes a key to effective cooperation. REC members'
mutual interest in establishing a normative framework to facilitate cooperation therefore
provides stakeholders with a natural entry point for the development of codes of
conduct at the regional level, which can be a particularly important exercise where
debates about security sector reform have become stagnant or politicised at the
domestic level.

RECs as an entry point also offer the potential for a far more localised process which will
provide greater access and input by a broad range of stakeholders, including civil society.
Regional consultations will allow for regional inputs on (regional) issues of relevance to
the deliberations. As discussed above in E.4 of this OGN, community participation is
an important prerequisite to the development of a code of conduct that is nuanced and
reflects community expectations about security sector conduct, accountability and
performance management.

Summary of strategic and operational
interventions

Strategic and operational interventions

Strategic Operational

e Increase the participation of civil e Develop a comprehensive
society developing the Code stakeholder database.
of Conduct. e Budget and Plan for a

e |nvolve stakeholders from all interest comprehensive consultation and
groups including the women'’s and development process.
children sector, youth business etc. e Provide for legal literacy learning

e Facilitate participation across opportunities for participants in the
the ranks of security institutions development of the code supported
developing the Code of Conduct. by relevant material.
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Strategic Operational

Align the domestic legal environment
and internal agency protocols and
instructions to the developing Code
of Conduct.

Promote compliance with the Code of
Conduct through on-going monitoring
and evaluation.

Engage with RECs as an important
entry point to promoting community
participation, and as an exercise in
harmonising standards for security
institutions against the backdrop of the
importance of individual and collective
self-defence and cross-border crime
prevention and detection.

Design and implement an internal
and external communication and
outreach strategy. This should
include the translation of the Codes
of Conduct into local languages.
Audit domestic legal environment
and internal agency protocols and
instructions. This can be done in
conjunction with the SSR needs
assessment and guidance on
mainstreaming gender discussed

in a related OGNs.

Identify and seek resolution on
identified areas of conflict and
weakness between the Code

of Conduct and the domestic

legal environment and internal
agency protocols.

Design and implement a monitoring
and evaluation system as a key
aspect of the Code of Conduct.
Provide training on the Code

of Conduct.

Undertake regular review the Code
of Conduct.

Identify relevant RECs and scope the
potential for the development of codes
of conduct at the regional level.
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Operational Guidance
on the Content of
Codes of Conduct

This operational guidance note sets out the features of the normative framework that
applies to state security institutions and which must underpin the development of codes
of conduct. These are:

e Democratic control

e Rule of law

e Human rights

e Humanitarian law, or, the ‘laws of war’

This operational guidance note then sets out the normative framework as it applies to
non-state security actors.

The normative framework for both categories of security sector institutions is based on
the AU SSR Policy Framework, the documents referred to therein, and a review of relevant
African and international legal norms, and codes of conduct, that apply to the formation,
conduct and control of state security sector institutions.

A detailed analysis of the normative framework as it pertains to state security actors
(complete with full references) is provided in Annexure B, and the complete analysis for
non-state security actors is at Annexure C.

Democratic control

The AU SSR Policy Framework calls on Member States to place democratisation and the
democratic control of security sector institutions at the centre of the broader SSR project.
Democratic control is premised on democratisation, and requires the establishment of a
diversified range of oversight mechanisms for security sector institutions so that no one
arm of government is solely responsible for oversight and control. The principles that
underpin the democratic control of armed and law enforcement have been the cornerstone
of existing and emerging sub-regional and national codes of conduct for state security
sector institutions.

18
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In general terms, democratic control of security sector institutions requires, at a minimum,
formal accountability to the citizenry, democratically elected authorities, legislative
oversight, judicial control and independent oversight by designated civil institutions;
adherence to the rule of law, human rights, gender equality, and principles of good
governance; transparency; and delineated roles and relationships between security sector
institutions and civil authorities.

Democratic control of armed forces emphasises the subordination of armed forces to
democratically elected civilian authorities. Support for the democratic control of armed forces
is found in the AU SSR Policy Framework, and is reflected in existing and emerging codes of
conduct at the sub-regional level.

Democratic control of armed forces requires constitutionally established and democratically
legitimate authorities to provide guidance and control of military, paramilitary and other
security forces. The role of each security agency must be clearly defined, both in relation to
each other, and in relation to civil authority, and must be subject to constitutional and other
legislative controls over its conduct. Drawing on research, and examples of other regional and
sub-regional codes of conduct, codes of conduct for armed forces should:

e C(Clearly articulate the principles of civilian supremacy and political neutrality of armed
forces.

e Set out the regulatory framework to govern civil-military relations, including issues of
financial responsibility, subordination to constitutional authorities, confidentiality, illegal
orders, transparency, accountability and public relations.

e Acknowledge the right of all Member States to freely choose their own security
arrangements, providing that such arrangements are consistent with AU principles,
international law, and the obligation on every Member State of the AU to promote
international peace and security.

e Require implementation of arms control and disarmament.

e Contain specific reference to constitutional and legislative guarantees of democratic
control of armed forces by civil authorities, and a zero tolerance policy for acts which
contravene or frustrate the accountability frameworks.

e Preserve the civil and political rights of individual members of the armed forces including
fair and transparent systems of recruitment, transfer and discipline, and guarantees
of rights that are consistent with the Member States’ obligations under international
human rights law — such as in relation to non-discrimination, conditions of work and
procedural fairness.

e Provide forindividual and command responsibility for war crimes, grave violations of human
rights and international humanitarian law, and set out fair and transparent benchmarks for
expected individual conduct and behaviour, and processes for disciplinary action.

Significant efforts have been made at the regional and international levels to articulate

a normative framework for the democratic control of law enforcement institutions.
Historically, policing in Africa has been associated with ‘regime’ policing — that is, law
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enforcement that gives operational priority to protecting the interests of the state and dominant
groups, rather than responding to the security needs and concerns of the community. As
with democratic control of armed forces, the shift towards constitutional democracy on the
continent has brought with it a need to align the role of the law enforcement with principles
of democratic governance.

Drawing on research, and examples of other regional and sub-regional codes of conduct,

codes of conduct for law enforcement institutions should:

e Give top operational priority to responding to the security needs of individuals and groups
(including marginalised and vulnerable individuals and groups).

e Adhere to the rule of law, and law enforcement frameworks that are consistent with the
regional and international normative frameworks for policing and other law enforcement,
and are subject to internal and external control.

e Be independently accountable to all branches of the government, and to civil society.

e Be representative of the community in terms of both composition, and values.

e Protect and support democratic political life and human rights.

e Have transparent operations, including in relation to budget and policy matters, and be
subject to regular scrutiny from internal and external monitors.

e Adhere to high standards of professional conduct and service, and subject to fair and
transparent systems of discipline.

e Promote the rights of law enforcement personnel as citizens and members of the
communities, including in relation to their rights in a democratic society, conditions
of work and pay, disciplinary procedures that accord with natural justice and
procedural fairness, training to support the development of professional skills, and
non-discrimination.

Rule of law

The AU normative framework for SSR emphasises the interdependent and mutually reinforcing
notions of the rule of law and human rights. Codes of conduct must therefore be premised
on, and supported by institutional frameworks that support, agreed standards for the rule of
law and human rights, and the establishment of internal and external oversight mechanisms
to enforce those standards.

The rule of law is the notion that the state and its institutions are subject, and accountable,
to the law, and are not above the law. The law must be ‘publicly promulgated, equally
enforced and independently adjudicated’, and consistent with Member States' regional and
international human rights obligations. Member States must also take measures to ensure
that national frameworks support the principles of supremacy of the law, equality before the
law, accountability the law, and fairness in the application of the law, separation of powers,
participation in decision-making, legal certainty, and transparency.
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The rule of law is a vital component to ensuring that state security institutions are accountable
and responsive to democratic oversight, and have the capacity to be both sensitive and
responsive to the security needs of the community. The development of codes of conduct
for state security sector institutions should therefore include provisions to ensure that armed
forces and law enforcement institutions be:

e Subject to a clear and consistent domestic legal framework that is consistent with the AU
human rights framework, and other international treaties or norms, and is transparently
and fairly implemented.

e Subject to accountability mechanisms, such as those described in relation to democratic
control of security sector institutions in section E.1 of this OGN which promote principles
of accountability and redress.

e Sufficiently trained, financed and supported to provide service delivery in accordance
with their lawful mandate.

Human rights

The AU SSR Policy Framework makes direct reference to the application of international
human rights law as forming ‘core African principles’ of SSR. The normative framework
for human rights is found in the Constitutive Act of the African Union, which requires
Member States to promote and protect human rights contained in the African Charter
on Human and Peoples’ Rights, and the International Bill of Rights, among others. This
binding framework has been expanded in other legally binding treaties that either deal
with specific forms of conduct (such as torture, corruption, and racial discrimination),
or which seek to protect the rights of vulnerable groups, such as women, children and
migrant workers. This normative framework is supplemented by a number of non-binding
soft law instruments that provide guidance on the application of the normative framework
to security sector institutions on topics such as the use of force and firearms, and the
treatment of persons deprived of their liberty.

Based on the normative framework, the development of codes of conduct for state security

sector institutions should include provision for the following principles:

e Adherence to the rule of law as an essential element of promotion of human security,
fundamental human rights and peace.

e Prohibitions against arbitrary arrest and detention, and adherence to the agreed procedural
safeguards for persons deprived of their liberty.

e Discharge of duties assigned by law in an equitable, diligent and professional manner.

e Prohibitions against discrimination, except where special measures are required to
protect the rights of vulnerable and marginalised groups — including women, juveniles,
the sick, the elderly, persons with disabilities, ethnic, racial or religious minorities, and
non-citizens.

e Use of force that is exceptional, proportional and necessary in the circumstances.
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e Absolute prohibitions against torture, extrajudicial executions and enforced dis-
appearances (and requirement that procedural safeguards against these practices are
established and followed).

e Respect for the right of all persons to peaceful assembly, without restriction, insofar as
this right is consistent with the rule of law, democracy, public peace and security, and the
rights of others.

e Treat victims with compassion and dignity, which includes facilitating access to prompt,
fair and inclusive mechanisms for redress that respect the right to privacy.

e Accountability for violations of human rights, including internal and external controls, such
as civilian oversight mechanisms, parliamentary oversight, and a role for national human
rights institutions and civil society.

e Comprehensive and on-going training for security sector personnel, including in relation
to the prohibition against torture, appropriate use of force and firearms, sensitisation
to the needs of victims, women, juveniles and non-nationals, rights-based investigation
practices, ethics and legal conduct, policing in democracies, arrest and detention, and
human rights in the context of states of emergency, armed conflict and civil disorder.

During peacetime, the conduct of armed forces is subject to the normative framework for
international human rights law. During conflict, international humanitarian law is the primary
regulator (see F3 of this OGN) although it does not displace the application of human rights
law. Armed forces personnel on peacekeeping operations are also subject to human rights
law, as well as humanitarian law.

For law enforcement institutions, most limitations on their power, as well as positive
obligations to achieve behavioural standards, have their foundation in many international
norms. Extensive efforts have been made to establish a rights-based framework for law
enforcement at the regional, sub-regional and international levels. There is significant support
for the notion that rights-based law enforcement enhances security, builds community trust
and confidence, and can promote efficiency in law enforcement operations.

Humanitarian law (the ‘laws of war’)

International humanitarian law is a set of binding rules and customs that govern armed conflict
(both international and internal armed conflict). The normative framework is most relevant to
the development of codes of conduct for armed forces (and private security companies,
as set out in F4 of this OGN) in the context of international armed conflict, internal armed
conflict, and peacekeeping operations.

The AU SSR Policy Framework makes specific reference to the normative framework for

international humanitarian law, and the need for initiatives taken under the Framework
(such as codes of conduct) to apply the norms as appropriate. The normative framework is
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established by the Geneva Conventions of 1949 and their Additional Protocols, other binding

treaties on topics ranging from international criminal law, to child soldiers, and the prohibition

on the use of certain weapons, and customary humanitarian law. The content of a code of
conduct should reflect this framework, and provide as a minimum:

e Distinguish between the civilian population and combatants in order to spare civilian
population and property, and respect for the lives and integrity of hors de combat and
those who do not take direct part in hostilities.

e Prohibition against torture, corporal punishment, ill-treatment, reprisals, killing or injuring
an enemy who surrenders or is hors de combat, and the provision of fundamental
judicial guarantees.

e Care for the sick and wounded, medical personnel, transport and equipment, and
treatment of captured combatants and civilians in a manner consistent with the right to
life and dignity.

e Limitations on the modes and methods of warfare, including recourse to the use of
certain banned weapons.

e Sanctions for grave breaches of international humanitarian law (which includes wilful
killing, torture, wilfully causing serious bodily harm, illegal detention, attacks on civilian
populations, denial of rights to a fair trial).

e Comprehensive and on-going training on international humanitarian law for all armed
forces personnel.

e Prohibitions against sexual and other crimes or serious misconduct by armed
forces personnel.

Non-state security sector actors

This section of the OGN deals with two different types of non-state security actors: private
security companies (PSCs) and informal non-state security arrangements. PSCs are
subject to clear legal definitions and there is an identifiable normative framework that applies
to their establishment and activities. Other informal security arrangements, such as informal
community-based policing groups in Nigeria, are not easily defined, nor are they subject to
the normative framework for security sector institutions as set out in this OGN. Rather, their
activities are governed by the ordinary rules of criminal law (as they pertain to, for example,
domestic laws citizens’ arrest, the use of force, assault — including mob violence — self-
defence) and any other applicable national laws that govern the formation and conduct of
community based organisations.

This first section deals with PSCs. The role of alternative, non-state, security providers is
dealt with in the AU SSR Policy Framework, which provides that where Member States
engage private security companies (PSCs), the State must ensure that the PSCs conform
to the applicable normative framework. The challenge is that international law is (mostly)
limited to imposing binding obligations on the state, not private companies. Therefore, the
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obligation is on the state to ensure that private security companies that are subject to its
jurisdiction comply with norms on governance, human rights, the rule of law and humanitarian
law through the establishment and implementation of domestic regulatory frameworks.
However, in the context of trans-national companies operating in foreign environments, there
is some complexity in applying the domestic law.

Precisely what constitutes this normative framework, and its application to non-state actors,
is a legally complex issue, and is the subject of recent attempts at progressive development
in the international law (the outstanding example being Montreux — see references below).
A possible draft Convention on Private Security Companies is being considered at the United
Nations level.

The content of a code of conduct should provide as a minimum:

e Respect for the legislative and regulatory framework governing the conduct of PSCs,
based on principles of international human rights law, and international humanitarian law
(see F2 and F3 of this OGN) including cooperation and subordination to state activities
to ensure that human rights abuses in their territory by third parties (including PSCs)
are prevented, investigated, punished, and subject to redress. Provisions for human
rights compliance should include in relation to the use of force, detention, apprehension
of persons and prohibition against torture, sexual exploitation, abuse or genderbased
violence, human trafficking, prohibition against slavery, forced labour and discrimination.

e Cooperation and subordination to independent auditing, monitoring, inspections,
complaints and oversight mechanisms that are established to regulate the compliance of
PSCs to the legislative and regulatory framework governing their conduct.

e Provisions on the acquisition, management and use of firearms and the prohibition against
the use of certain weapons, all in accordance with Member States’ responsibilities as set
out in part 2 of this OGN.

e Requirement for fair and transparent procedures in relation to selecting, vetting and
training personnel and sub-contractors, management and training regarding weapons,
incident reporting, harassment, grievance procedures and the management of materials
of war.

This second part of this section deals with informal non-state security arrangements.
These include, but are not limited to, arrangements such as informal community-based
policing groups, traditional security arrangements, community-based vigilante formations,
neighbourhood watch groups, and ethnic militias. Recommendations for the development
and content of a code of conduct for such arrangements are even less clear than for PSCs
because of the ambiguous legal status of such arrangements. Most arrangements do not
have legal personality, and the legitimacy they are granted by Member States is an entirely
domestic legal and political issue and not subject to an international or regional normative
framework. Regardless of their legal status, the conduct of such informal groups will be
subject to the relevant Member States’ national criminal law (as the members of such
arrangements are acting in their capacity as private citizens) in addition to any other law or
regulation governing the formation of community-based organisations.
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Given what is known about the activities of these informal non-state security arrangements,
based on experiences in Nigeria and South Africa, the development of a code of conduct
for their activities should be based on the same principles that govern the conduct of law
enforcement personnel and, where there are formal or informal connections between the
state security forces and these informal non-state security arrangements, Member States
should give consideration to a regulatory framework similar to that described in relation to
PSCs, above, that regulate issues such as the acquisition of firearms or other weapons,
recruitment, training, cooperation with and subordination to state security institutions, and
the provision of oversight and monitoring.

Therefore, the content of a code of conduct should include, at a minimum:

e A clear commitment to adhere to relevant national criminal, civil and other laws that
govern the conduct of private individuals in relation to the ownership and use of firearms,
the use of force, citizens' arrest, assault and false imprisonment, trespassing, privacy and
property rights.

e Reiteration of the human rights standards that apply to the conduct of private citizens, as
set out in the national constitutional and legislative framework.

e \Where they exist, respect for the legislative and regulatory framework governing the
conduct of informal non-state security arrangements, including subordination to state
security actors to ensure that human rights abuses or violations of national criminal law
by members of these arrangements are prevented, investigated, punished and subject
to redress; and to preserve the principle that it is the state which has a monopoly on the
use of force.

e And where these exist, customary usages and governance norms which shape and
reinforce the accountability of these actors and institutions to their communities should
also be taken on board.
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Annex A: Justification
for Codes of Conduct:
A Literature Review

Justification for codes of conduct

1.1 Introduction

This annex sets out the justifications for the development of codes of conduct for security
sector institutions in the African context, which is based on the potential of codes of
conduct to:

e Transform organisational and behavioural standards.

e Promote stakeholder dialogue.

e Set agreed standards in an often contested sector.

e Assist in the monitoring and evaluation of security sector actors.

1.2 Transforming organisational and behavioural standards

Codes of conduct have the potential to translate the normative framework for security
sector institutions into a framework for operational and behavioural standards at the
domestic level, and promote positive cultural and behavioural changes at the organisational
and individual level.!

As set out in section 3 of this guidance note, significant efforts have been made at the
international, continental and sub-regional levels to establish a normative framework for
security sector actors, including armed forces, law enforcement and private security
companies, which is based on principles of democratic governance, the rule of law, human
rights and humanitarian law. This framework, which prescribes limitations and sets minimum
standards of conduct, is the product of international law — the law between sovereign
states. Accordingly, the framework is articulated in terms of measures that states must
take to ensure that their legal, administrative and policy frameworks give effect to the
agreed normative framework. The normative framework therefore needs to be adapted to
provide practical guidance on the day-to-day rights and obligations incumbent upon security
organisations, and their personnel, as institutions of the state.?

'Gacond J and Uzoechina, O (2010), Operationalising Norms for Security Sector Transformation: The Role of Codes
of Conduct, in Bryden, A and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre for
the Democratic Control of Armed Forces, pg. 113. See also, Organization for Security and Co-operation in Europe,
Forum for Security Co-operation, Annual Discussion on the Implementation of the Code of Conduct on Politico-
Military Aspects of Security, Vienna, 11 July 2012, FSC.GAL/96/12, 1 August 2012, pg. 14.

2United Nations Human Rights Committee, General Comment No. 31, The Nature of the General Legal Obligation
Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10]. Gacond J and Uzoechina, O
(2010), Operationalising Norms for Security Sector Transformation: The Role of Codes of Conduct, in Bryden, A
and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre for the Democratic Control
of Armed Forces, pg. 117
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Codes of conduct are therefore a useful tool to provide sectorspecific interpretation of
existing international, regional, sub-regional and domestic norms that govern the conduct
of armed forces and law enforcement. They do not create norms — but rather, their value is
in their ability to reinforce and apply the norms that make sense and have direct application
at an operational and practical level, and within the context of the legal mandates afforded
to security organisations by domestic constitutions and laws.

Codes of conduct also have enormous value as a tool to shape and improve individual
behavioural patterns of security sector organisations and personnel from negative to
positive, and which accord with international norms.® In this context, the aim of codes of
conduct should not only be a reframing of the normative framework, but should contain
statements and commitments that affirm the need for security sector institutions to achieve
a service-focus, unity, integrity, discipline, impartiality and respect for human rights.*

In this context, codes of conduct can be an effective tool for promoting attitude and cultural
change within security sector actors where traditions of democracy, human rights and the
rule of law are lacking.® The Economic Community of West African States (ECOWAS) Code
of Conduct for Armed Forces and Security Services, and the Southern African Regional
Police Chiefs Cooperation Organisation (SARPCCO) Code of Conduct for Police are two
examples of the translation of existing norms for application in post-conflict and militarised
environment that promote behavioural change in line with the agreed international and
continental normative framework.

However, codes of conduct alone will not achieve this aim unless part of a broader SSR
process. By their nature, codes of conduct contain broad, imprecise and aspirational
statements that aim to provide guidance on the behaviour expected of security sector
institution personnel. Codes of conduct are not legally enforceable and rely on a broader
system of discipline and integrity management to hold individual officers to account for
misconduct that would amount to a breach of the code of conduct (which may, in relation
to some human rights and humanitarian law provisions, also amount to a violation of
criminal law).

Accordingly, the effectiveness of a code of conduct in achieving its aims of transformative
behavioural and cultural changes depends on the extent to which efforts are being made
to ensure that:

SUnited Nations Human Rights Committee, General Comment No. 31, The Nature of the General Legal Obligation
Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10]. Gacond J and Uzoechina, O (2010),
Operationalising Norms for Security Sector Transformation: The Role of Codes of Conduct, in Bryden, A and Olonisakin,
F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre for the Democratic Control of Armed Forces,
pg. 117

“Statement by the President of the Security Council, UN Doc. S/PRST/2010/14, 16 July 2010; United Nations General
Assembly and Security Council, Report of the Secretary-General: Securing peace and development — the role of the
United Nations in supporting security sector reform, UN Doc. A/62/659 — S/2008/39j, 23 January 2008, [15]. Include
reference to the latest UN SG report on SSR.

5Gacond J and Uzoechina, O (2010), Operationalising Norms for Security Sector Transformation: The Role of Codes of
Conduct, in Bryden, A and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre for the
Democratic Control of Armed Forces, pg. 113.
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e The broader SSR process implements the normative framework, particularly in relation
to democratic governance, human rights and the rule of law, humanitarian law, and
systems of accountability.

e The domestic legal frameworks that govern the conduct of security sector institutions
provide a clear framework on the conduct expected of these actors, and support effective,
fair and transparent systems of discipline or criminal prosecution for misconduct.

e There is complementarity between the content of the code of conduct and formal
disciplinary and accountability systems (that is, the provisions of the code of conduct
are supported by, and consistent with, standards and rules for conduct in law which are
capable of enforcement through disciplinary measures or criminal prosecutions).

e The jurisdiction to which officers are subject have effective internal and external
mechanisms to monitor and enforce compliance with behavioural standards.

That is not to say that codes of conduct do not play an important role in this regard. Rather,
the expectations in terms of their ability to engender behavioural and cultural transformation
of security sector actors should be measured in the context of other efforts to address
systemic challenges and blockages to the implementation of the normative framework
across all areas of the security sector.

1.3 Stakeholder dialogue

The process of developing a code of conduct can, independent of its outcome document,
provide a valuable entry point for encouraging communication, collaboration and integrated
approaches to dealing with SSR challenges across the security sector. Often, discussions
about the challenges facing the effective delivery of human security, and the roles and
responsibilities of the various stakeholders, are contested. The process of developing a
code of conduct can elevate those discussions beyond laying blame for challenges and
failings of the security sector, and rather focus on promoting positive dialogue between
political and civil society stakeholders about setting standards that contribute to positive
transformation of organisational and individual behavioural patterns.®

Support for this can be found in the analysis of the draft ECOWAS Code of Conduct process.
According to DCAF (2013), the process of developing a set of agreed standards between
all stakeholders provided an opportunity for dialogue across sectors, and represented a
‘fundamental shift in the way security is perceived, managed, controlled and overseen,
coupled with positive change in the attitude and conduct of security actors’.”

In the East African Community (EAC), the consultative process taken to develop common
standards for policing in the region was lauded by the EAC as promoting integration in the
region by bringing key stakeholders together in a non-contested environment to encourage
cooperation and dialogue on the development of good practice standards for policing.®

SDCAF, West Africa: Code of Conduct for Armed Forces and Security Services in West Africa, http://www.dcaf.ch/
Project/West-Africa-Code-of-Conduct-forrArmed-Forces-and-Security-Services-in-West-Africa (accessed on 22 July
2013).

'DCAF, West Africa: Code of Conduct for Armed Forces and Security Services in West Africa, http://www.dcaf.ch/
Project/West-Africa-Code-of-Conduct-for-Armed-Forces-and-Security-Services-in-West-Africa (accessed on 22 July
2013).
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1.4 Setting agreed standards

The process of developing a code of conduct can also promote the establishment of an
agreed normative and operational framework where such discussions are, as indicated
above, contested. Establishing a clear normative framework requires an examination of the
international, regional and domestic norms as they apply to the state/s in question, to arrive
at a list of norms that are both reflective of states’ obligations. This normative framework
represents political and legal commitments that states have already made, by virtue of their
ratification of international treaties, membership of RECs, or by application of customary
international law.® Accordingly, application and adaptation of these standards should be a
neutral exercise, as it is not a process of developing new norms; but rather a process of
articulating the already existing and binding norms in a way that can be easily understood
by security sector personnel from an operational and practical standpoint.™

1.1.1 Monitoring and assessment

If the goal of codes of conduct is to engender behavioural change, an inherent part of
its value is providing a normative benchmark against which an assessment of behaviour
can be made. The development of an agreed organisational and behavioural standard for
security sector actors provides a valuable entry point for an agreed standard against which
all security sector stakeholders can monitor and assess the performance of personnel
across the sector.

The development of indicators against which each standard in a code of conduct can be

measured is the approach taken at the OSCE and SARPCCO levels. Indicators provide

information on how to practically achieve the obligations set out in a code of conduct, and

are designed to track progress towards the broad objective of the code, and obligations in

relation to specified areas.” They are a tool to assist compliance and to assist individual

personnel, the security organisation, and oversight and monitoring mechanisms to

assess achievements in an agreed and evidence-based format. There are three types

of indicators:™

e Strategic indicators, which can be used at the highest policy levels to measure progress
of achieving an overarching purpose (for example, improved safety for all persons).

e |nstitutional indicators which measure objectives or outcomes.

e Activity level indicators, which measure the daily activities of the security sector
institution with a view to promoting institutional goals.

8Edwards, L and Tait S (2010), Common Standards for Policing in East Africa, African Policing Civilian Oversight
Forum and Commonwealth Human Rights Initiative, New Delhi, Preface.

“United Nations Human Rights Committee, General Comment No. 31, The Nature of the General Legal Obligation
Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10]. Gacond J and Uzoechina, O
(2010), Operationalising Norms for Security Sector Transformation: The Role of Codes of Conduct, in Bryden, A
and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre for the Democratic Control
of Armed Forces, pg. 117

YDCAF, West Africa: Code of Conduct for Armed Forces and Security Services in West Africa, http://www.dcaf.ch/
Project/West-Africa-Code-of-Conduct-forrArmed-Forces-and-Security-Services-in-West-Africa (accessed on 22 July
2013).

""Parsons and Thornton et al (2008), pg. 3.

2\lera Institute of Justice (2005), pg. 3.
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In the context of the OSCE Code of Conduct, this has included building a role in
monitoring and assessment for civil society actors. One of the belated but potentials
strengths of the SARPCCO Code of Conduct is the set of indicators that have been developed
by civil society stakeholders to support implementation, and the inclusion by member
states of the Code in national police curriculum. Short of developing domestic codes of
conduct, these processes can encourage the gradual implementation and acceptance of a
normative framework.™

In the SARPCCO context, the development of indicators has serve not only to support
monitoring guidelines, and provided a practical guidance on an agreed set of norms to
support implementation in a variety of settings — whether legislative, policy or other. The
purpose of the indicators for the SARPCCO Code of Conduct, which are provided as assisting
oversight bodies to do their work, and establish clear standards for police management in
meeting the requirements inherent in the normative regional frameworks (which are often
reflected in national constitutions).’ The indicators were mainly focused on strategic and
institutional indicators, with some consideration of activity level indicators.

Formal monitoring and reporting mechanisms are also important to ensure the
operationalisation of a code of conduct in a systematic and deliberate way.

In the ECOWAS context, monitoring the implementation of the Code of Conduct will be
the responsibility of ECOWAS, with bi-annual reporting and discussion with ECOWAS by
each member state, with the participation of a range of relevant stakeholders, including
civil society, national human rights institutions and security experts. There is also a plan
is to establish national independent focal points or ombudsmen in each member state
to monitor implementation and compliance with the Code.”™ SARPCCO is responsible for
monitoring compliance with the SARPCCO Code of Conduct — however, in the absence of
a dedicated internal mechanisms to undertake this role, monitoring activities have been
largely absent.

Borrowing from the reporting framework in the OSCE Code of Conduct, we recommend
that reporting and monitoring mechanisms be built into the code of conduct, with
dedicated mechanisms at a regional or domestic level to regularly receive reports from
the relevant agency, and stakeholders, on compliance, and issue regular conclusions and
recommendations on supporting implementation.’®

BGacond J and Uzoechina, O (2010), Operationalising Norms for Security Sector Transformation: The Role of Codes
of Conduct, in Bryden, A and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre
for the Democratic Control of Armed Forces, pg. 130.

“Dissel, A andTait, S (2011), Implementing the Southern African Regional Police Chiefs Cooperation Organisation
(SARPCCO) Code of Conduct, African Policing Civilian Oversight Forum, Cape Town, pg. 4.

PECOWAS Code of Conduct, articles 35 — 36.

'80rganization for Security and Co-operation in Europe, Forum for Security Co-operation, Annual Discussion on
the Implementation of the Code of Conduct on Politico-Military Aspects of Security, Vienna, 11 July 2012, FSC.
GAL/96/12, 1 August 2012, pg. 5.
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Annex B: Normative
Framework for Codes of
Conduct for State Security
Institutions: Review and
Analysis of the Normative
Framework and Existing Codes
of Conduct

Overview

Following is an explanation of the normative framework on which codes of conduct for
the state security institutions (namely armed forces and law enforcement agencies)
should be based.

The framework is taken from the AU SSR Policy Framework, the documents referred to
therein, and a review of relevant African and international legal norms that apply to the
formation, conduct and control of security sector institutions.

The identified norms are:

e Democratisation, democratic governance and democratic control.
e Rule of law.

e |nternational and regional human rights law.

e International humanitarian law.

International, regional, sub-regional and domestic codes of conduct for armed forces and
law enforcement that were reviewed to develop this guidance note detailed and subject to

further analysis in Annex E.

A key element common to all codes of conduct reviewed in this guidance note, and a core
component of the normative framework that governs state security actors, is the concept
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of democratic control. Inherent to that concept is adherence to the rule of law, human rights
and humanitarian law. The role of each security sector actor, and coordination between
them, and as between the sector and the civilian authorities must be present in codes
of conduct (and part of broader SSR processes) to ensure no duplication of functions and
responsibilities, as is the case in Nigeria,"” and to promote transformation of the security
sector in accordance with broader national goals.™

SSR processes more broadly, and the development of codes of conduct specifically, should
include consideration of gender mainstreaming and inclusiveness, to ensure that security
sector personnel behaviour are non-discriminatory, and that the composition of security
sector forces are reflective and responsive of the security needs of diverse groups.' A core
component in relation to gender is not just consideration of the specific needs of women,
but improving security sector actors performance in relation to addressing and preventing
sexual and gender based violence.?®

The normative framework is set out below, followed by discussions about the specific
application to armed forces and law enforcement, respectively.

Democratisation, democratic governance and democratic control

2.1 Introduction and definitions

The AU SSR Policy Framework calls on Member States to place democratisation and the
democratic control of security sector institutions at the centre of the broader SSR project.?’

Democratic control is premised on democratisation, and requires the establishment of a
diversified range of oversight mechanisms for the security sector so that no one arm of
government is solely responsible for oversight or control.

Principles of democratic control have been the cornerstone of sub-regional codes of
conduct (specifically), and SSR processes (more generally). According to Gacond and
Uzoechina (2010):%2
[Codes of Conduct ]...can be an effective tool for transforming the security sector in societies with
no prior established culture of democratic security governance, or where the foundations of such a

culture have been so shaken over time that they can hardly support any piecemeal reform agenda.

"Plangsat Bitrus Dayil, Nigeria, DCAF, pg. 186.

8General Assembly, Security Council, Securing peace and development: the role of the United Nations in
supporting security sector reform: Report of the Secretary-General, A/62/659-S/2008/39, 23 January 2008, [36].

“lbid, [37].

0General Assembly, Security Council, Securing peace and development: the role of the United Nations in
supporting security sector reform: Report of the Secretary-General, A/62/659-S/2008/39, 23 January 2008, [45(e)].
2 African Union, Policy Framework on Security Sector Reform, preamble and articles 16(b), 16(g), 22(f), 28, 30, 40,
47 and 74(d).

22See, Gacond J and Uzoechina, O (2010), Operationalising Norms for Security Sector Transformation: The Role of

Codes of Conduct, in Bryden, A and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva
Centre for the Democratic Control of Armed Forces, pg. 129.
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In broad terms, democratic control of security sector institutions requires, at a minimum:®

e Formal accountability to democratically elected authorities (including executive
control), legislative oversight, judicial control, and independent oversight by designated
civil institutions.

e Adherence by oversight structures and security sector institutions to the rule of law,
good governance, human rights, and gender equality.

e Transparency, including in relation to operational decisions, public expenditure and
policy formulation.

e C(Clearly delineated roles and relationships between security sector institutions and
civil authorities.

Failure to effectively address democratic control of security sector institutions has
contributed to destabilisation and conflict (cf. Sierra Leone), and in post-conflict situations
has led to large and economically unsustainable security forces (cf. Uganda).?* In terms of
the latter, codes of conduct in the European context have included an emphasis on reducing
military capabilities (with sufficient capacity for peacekeeping and peace enforcement
operations), and strengthening the reach and capacity of law enforcement agencies in an
effort to ensure a predominantly civilian approach to security sector service delivery.?®

2.2 Democratic control and armed forces

Democratic control of armed forces emphasises the subordination of armed forces to
democratically elected civilian authorities.?® In terms of ensuring a contextualised application
of the normative framework in the African context, this notion of subordination is important.

A focus on civil-military relations has its foundation in Africa’s post-colonial history, and
particularly in the successive military coups of the 1960s and 1970s that, according to
Ebo (2005), ‘established themselves as being largely unable to address the challenges of
governance and in most cases, were more in need of correction that the civilian regimes
they had overthrown'?” As African states progressively move towards constitutional

=See, Ebo, A. (2005), Towards a Code of Conduct for Armed and Security Forces in Africa: Opportunities and
Challenges, Geneva Centre for the Democratic Control of Armed Forces, Policy Paper, March 2005, pg. 4; UN
Human Rights Council (2010), Report of the Special Rapportuer on extrajudicial, summary or arbitrary executions,
Philip Alston: Study on police oversight mechanisms, UN Doc A/HRC/14/24/Add.8, 28 May 2010; Bayley D (2006),
Changing the guard: Developing democratic police abroad. Oxford: Oxford University Press; Bruce D and Neild R
(2005), The police that we want: A handbook for oversight of police in South Africa. Johannesburg: Centre for the
Study of Violence and Reconciliation in association with the Open Society Foundation for South Africa and the Open
Society Justice Initiative, pg. 16. See also, Commonwealth Human Rights Initiative (2005), Police Accountability:
Too Important to Neglect, Too Urgent to Delay, New Delhi. See also, African Union, Policy Framework on Security
Sector Reform, article 22.

%General Assembly, Security Council, Securing peace and development: the role of the United Nations in
supporting security sector reform: Report of the Secretary-General, A/62/659-S/2008/39, 23 January 2008, [21].
#Qrganization for Security and Co-operation in Europe, Forum for Security Co-operation, Annual Discussion on
the Implementation of the Code of Conduct on Politico-Military Aspects of Security, Vienna, 11 July 2012, FSC.
GAL/96/12, 1 August 2012, pg. 17.

%Gacond J and Uzoechina, O (2010), Operationalising Norms for Security Sector Transformation: The Role of Codes
of Conduct, in Bryden, A and Olonisakin, F (eds) (2010), Security Sector Transformation in Africa, Geneva Centre

?’Ebo, A. (2005), Towards a Code of Conduct for Armed and Security Forces in Africa: Opportunities and Challenges,
Geneva Centre for the Democratic Control of Armed Forces, Policy Paper, March 2005, pg. 3.
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democratisation, the lack of subordination of armed forces to civilian authorities as a result
of coups or conflict means that challenges in relation to democratic control of armed forces,
civilian oversight, transparency, accountability and responsiveness persist.

Support for democratic control of armed forces is found in the normative framework,
including the AU SSR Policy Framework, and is reflected in codes of conduct at the sub-
regional level.?®

Democratic control of armed forces requires constitutionally established and democratically
legitimate authorities to provide guidance and control of military, paramilitary and security
forces. The role of each security agency must be clearly defined, both in relation to each
other and the civilian authority, and must be subject to constitutional and other legislative
controls over its conduct.?® Failure to systemically address democratic control in accordance
with this normative framework can jeopardise the effective implementation of SSR
processes (broadly) and codes of conduct (specifically). For example, in Nigeria, the lack of
accountability and oversight over the armed forces, coupled with the ‘tradition of military
intervention in politics’ is cited as one of the key challenges to effective SSR.*°

Ebo (2005) provides a concise summary of the normative framework for democratic control
of armed forces, which is adapted from the norms discussed at the International Symposium
on Security Sector Reform in 2000. The key elements are as follows:*'

e Accountability of security forces to elected civilian authorities and civil society.

e Adherence by security forces to international law and domestic constitutional law.

e Transparency in security-related matters.

e Adherence by the security sector to the same principles of public expenditure
management as the non-security sectors.

e Acceptance of a clear hierarchy of authority between civilian authorities and security
forces, clear statements of mutual rights and obligations between civil authorities and
security forces.

e (Capacity amongst civilian authorities to exercise political control and constitutional
oversight of the security sector.

e (Capacity within civil society to monitor the security sector and provide constructive
input into political debate on security policies.

e Political environment conducive to an active role on the part of civil society.

e High priority accorded to regional and sub-regional peace and security by policy makers.

%Supplementary Act on the Code of Conduct for Armed Forces and Security Services of ECOWAS (2006). African
Union Policy Framework for Security Sector Reform, articles 22(f), 28, 30, 47, 74(d) and Part D.6.

See, for example, Article 21, Organization for Security and Co-operation in Europe, Code of Conduct on Politico-
Military Aspects of Security, DOC.FSC/1/95, adopted at the 91st Plenary Meeting of the Special Committee of
CSCE Forum for Security Co-operation in Budapest on 3 December 1994 (see FSC/Journal No. 94).

30Kayode Fayemi and ‘Funmi Olonisakin, “Nigeria,” in Challenges of Security Sector Governance in West Africa, ed.
Alan Bryden, Boubacar N'Diaye and ‘Funmi Olonisakin (Geneva: DCAF, 2008), 243), pg. 186.

3'Ebo, A. (2005), Towards a Code of Conduct for Armed and Security Forces in Africa: Opportunities and Challenges,
Geneva Centre for the Democratic Control of Armed Forces, Policy Paper, March 2005, pg. 4.

37



Operational Guidance Note Development of Codes of Conduct for African Security Institutions

Drawing on examples of other regional and sub-regional codes of conduct, a code of

conduct for armed forces should contain provisions that:*?

e C(Clearly articulates the notion of civilian supremacy and political neutrality of the
armed forces.

e Sets out the regulatory framework to govern civil-military relations, including coverage
of issues such as financial responsibility, subordination to constitutional authorities,
confidentiality, illegal orders, transparency, accountability, and public relations.

e Acknowledges the right of each state to freely choose its own security arrangements,
but that this right is dependent on international law, and the obligation on every
member state of the AU and UN to promote international peace and security.®® Also
limits military capabilities to those which are necessary to advance legitimate individual
or collective security needs, in accordance with international law.

e Requires implementation of arms control and disarmament.

e Contains explicit reference to the need to develop and implement democratic
political and civilian control of military, paramilitary and other armed forces (including
intelligence services), with guarantees for such control enshrined in the constitution
and other legal instruments, and a zero tolerance policy for acts which contravene
these accountability frameworks.

e C(Clearly defines the role of each security sector institution, and develop constitutional
and legislative controls to ensure that each actor is limited to acting within its mandate.

e Ensures political neutrality of the armed forces, and preserves the civil and political rights
of individual members of the armed forces, and promotes frameworks for recruitment,
transfer, discipline and rights of personnel that are consistent with obligations in respect
of human rights and fundamental freedoms.

e Provides for individual and command responsibility for war crimes, grave
violations of international human rights or international humanitarian law, and
disciplinary frameworks.

2.3 Democratic control of law enforcement
In the context of law enforcement, significant efforts have been made at the international
and regional level to articulate a normative framework for democratic policing.

Historically, policing across the continent has been associated with ‘regime policing” —
that is, law enforcement that seeks gives operational priority to protecting the interests
of the state, controlling rather than protecting the community, and securing the interests
of dominant groups rather than responding to the security needs and concerns of the
community at large.

32See: Draft Code of Conduct for the Armed Forces and Security Services in \West Africa, article 2 and Chapter V.
Organization for Security and Co-operation in Europe, Code of Conduct on Politico-Military Aspects of Security, DOC.
FSC/1/95, adopted at the 91st Plenary Meeting of the Special Committee of CSCE Forum for Security Co-operation in
Budapest on 3 December 1994 (see FSC/Journal No. 94), articles 12 and 20 — 27.

=Constitutive Act of the African Union, article 3(f); Charter of the United Nations, article 1(1). See also, Charter of the
United Nations, articles 2(2), 2(4), 2(7) and 52(1). Organization for Security and Co-operation in Europe, Code of Conduct
on Politico-Military Aspects of Security, DOC.FSC/1/95, adopted at the 91st Plenary Meeting of the Special Committee
of CSCE Forum for Security Co-operation in Budapest on 3 December 1994 (see FSC/Journal No. 94), article 10.
S4Etannibi E.O. Alemika, 'Policy accountability institutions and mechanisms’, in African Policing Civilian Oversight Forum
(2008), An Audit of Police Oversight in Africa, Cape Town, pg. 4. Commonwealth Human Rights Initiative (2005), Police
Accountability: Too Important to Neglect, Too Urgent to Delay, New Delhi.
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As with democratic control of armed forces, the shift towards constitutional democracy
across the continent has brought with it a need to align the role of law enforcement
with aspirations of democratic governance. Bruce and Neild (2005) and Bayley (2006)
have identified a number of guiding principles of democratic policing, which promote the
democratic control of law enforcement:®®

e Top operational priority to responding to the security needs of individuals and groups
(including marginalised and vulnerable individuals and groups).

e Adherence to the rule of law, which requires that law enforcement conduct is consistent
with domestic and international normative frameworks for policing, and are subject to
internal and external oversight, as well as both criminal and administrative law.

e Independently accountable to all branches of government, and to civil society.

e Representative of the community in terms of composition and values.

e Protect and support democratic political life and human rights.

e Transparent in operational, budget and policy matters, and subject regular scrutiny from
internal and external monitors.

e Adhere to high standards of professional conduct and service, and subject to fair and
transparent disciplinary systems.

e Consideration of law enforcement personnel as citizens and members of their
communities, including in relation to their rights in a democratic society, conditions of work
and pay, disciplinary procedures that accord with natural justice and procedural fairness,
training to support the development of professional skills, and a working environment
that mitigates against the inherent risks associated with law enforcement work.

Rule of law and human rights

The AU and UN normative frameworks for SSR emphasise the interdependent and
mutually reinforcing notions of the rule of law and human rights.*® The development of a
code of conduct in the context of SSR must therefore be premised on, and supported by
an institutional framework that supports, agreed standards for the rule of law and human
rights, and internal and external oversight mechanisms that secure the enforcement of
those standards.®’

3.1 Rule of law

The rule of law is the notion that the state and its institutions (and the agents of those
institutions) are subject and accountable to the law, and are not above the law. The law
must be ‘publicly promulgated, equally enforced and independently adjudicated’, and
consistent with states’ international human rights obligations. Beyond the articulation

%5Bayley D (2006), Changing the guard: Developing democratic police abroad. Oxford: Oxford University Press; Bruce
D and Neild R (2005), The police that we want: A handbook for oversight of police in South Africa. Johannesburg:
Centre for the Study of Violence and Reconciliation in association with the Open Society Foundation for South
Africa and the Open Society Justice Initiative, pg. 16. See also, Commonwealth Human Rights Initiative (2005),
Police Accountability: Too Important to Neglect, Too Urgent to Delay, New Delhi. Bruce D (2007), ‘Good Cops?
Bad Cops? Assessing the South African Police Service’, SA Crime Quarterly No 21, September 2007, pg. 16.

38African Union, Policy Framework on Security Sector Reform, preamble and article 28(e); United Nations General
Assembly and Security Council, Report of the Secretary-General: Securing peace and development — the role of
the United Nations in supporting security sector reform, UN Doc. A/62/659 — S/2008/39j, 23 January 2008, [1].
3’United Nations General Assembly and Security Council, Report of the Secretary-General: Securing peace and
development - the role of the United Nations in supporting security sector reform, UN Doc. A/62/659 — S/2008/39j,
23 January 2008, [1].
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of a legal framework, states must also take measures to ensure the adherence to the
law, which incorporates the principles of ‘supremacy of the law, equality before the law,
accountability to the law, fairness in the application of the law, separation of powers,
participation in decision-making, legal certainty, avoidance of arbitrariness and procedural
and legal transparency’.®

The rule of law is a vital component to ensuring that state security sector institutions are
accountable and responsive to democratic oversight, are both sensitive and responsive
to the security needs of the community, and comply with the domestic and international
normative frameworks for rights-based approaches to security.®

In the context of the development of codes of conduct for state security sector institutions,

this requires that the security sector institutions be:*°

e Subject to a clear and consistent domestic legal framework that is consistent with
international human rights obligations, and is transparently and fairly implemented.

e Subject to accountability mechanisms, such as those described in relation to democratic
control of security sector institutions in section 3.2 above, which promote accountability
and redress.

e Sufficiently trained, financed and supported to provide service delivery in accordance
with their lawful mandate.

3.2 Human rights

The normative framework for international human rights law is a core obligation of AU
and UN Member States, and the AU SSR Policy Framework makes explicit reference to
international human rights law as forming one of the ‘core African principles’ of SSR.#'
Accordingly, the content of a code of conduct for security sector institutions must include
human rights norms, and seek to support the transformation of security services that uphold,
respect and protect the human rights and dignity of all persons, without discrimination.

The normative framework for international human rights law is found in the Constitutive
document of the African Union, which requires Member States to promote and protect
human rights contained in the International Bill of Rights.*> The Universal Declaration of
Human Rights (UDHR), the International Covenant on Civil and Political Rights (ICCPR)
and the International Covenant on Economic, Social and Cultural Rights (ICESCR) together
constitute the International Bill of Rights.

%8United Nations Security Council, The rule of law and transitional justice in conflict and post-conflict societies:
Report of the Secretary-General, S/2004/616, 23 August 2004, [6].

39Baker B (2003), ‘Policing and the Rule of Law in Mozambique’, Policing and Society, 12, 2 (2003), pg. 139 — 158.
Bleiker C and Krupanski M (2012), The Rule of Law and Security Sector Reform: Conceptualising a Complex
Relationship, SSR Paper 5, The Geneva Centre for the Democratic Control of Armed Forces, pg. 54.

“Bleiker C and Krupanski M (2012), The Rule of Law and Security Sector Reform: Conceptualising a Complex
Relationship, SSR Paper 5, The Geneva Centre for the Democratic Control of Armed Forces, pg. 7.

41African Union, Policy Framework on Security Sector Reform, preamble and articles 15 — 16, and 28.

“2Constitutive Act of the African Union, articles 3(e) — (f).
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The UDHR, a non-binding document that has subsequently achieved the status of
customary international law, provides for rights to life, liberty and security of the person, as
well as other fundamental human rights such as non-discrimination, freedom from torture
and the right to peaceful assembly.”® The ICCPR, a binding treaty, reiterates and expands
on the civil and political rights contained in the UDHR, and provides guarantees of life, self-
determination, liberty and security, freedom from arbitrary arrest and detention, prohibitions
against torture, and freedom of thought, conscience, religion, opinion, expression, peaceful
assembly and association.** Derogation from these rights must be proportional and
necessary and in no circumstances can derogation be made from rights to life, freedom
from torture, recognition as a person before the law, and freedom of thought, conscience
and religion.*® ICESCR, which is also binding, guarantees rights to work, a reasonable
standard of living and a cultural life free from discrimination, which has direct application to
the experience of persons working within security agencies.

The rights articulated in the International Bill of Rights have been restated and expanded
in other legally binding treaties that deal either with specific forms of conduct, such as
torture, corruption, extrajudicial executions or racial discrimination, or which seek to
protect the rights of vulnerable groups, such as women, children and migrant workers.
Consideration of the rights and needs of marginalised, disadvantaged of vulnerable groups
is also recognised as an important factor in the success of SSR processes. The AU SSR
Policy Framework also provides specific guidance on gender mainstreaming in SSR, and the
provision of mechanisms to address particularly vulnerable groups (including persons with
disability), ex-combatants, and internally displaced persons.*’

The normative framework for international human rights law as it pertains to security sector
actors, and in particular to law enforcement officials, is supplemented by a number of
non-binding soft law instruments that provide detail on the application of the normative
framework to the use of force and firearms, and the treatment of persons in detention.
Of particular relevance is the UN Code of Conduct for Law Enforcement Officials (UN Code
of Conduct), which promotes policing that upholds the rule of law, is accountable, protects
democratic values and adheres to human rights. The UN Code of Conduct is discussed in
more detail in Annexure 11.4°

At the African level, the African Charter on Human and Peoples’ Rights provides a regionally
contextualised normative framework, based on the International Bill of Rights. It encourages
states to take legislative, administrative, policy and practical measures to give effect to the

“Universal Declaration of Human Rights, article 3.
“International Covenant on Civil and Political Rights, articles 1,6 -7, 9, 18 = 19 and 21 - 22.
“5|bid, article 4.

4See, Convention against Corruption, Convention on the Elimination of All Forms of Discrimination against
Women, Convention on the Rights of the Child, Convention on the Elimination of All Forms of Racial Discrimination,
Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment.

4’African Union, Policy Framework on Security Sector Reform, articles 66 — 67.

“8United Nations Code of Conduct for Law Enforcement Officials, article 2. See also, UN General Assembly (1979),
Resolution 34/169, [9].

“United Nations Code of Conduct for Law Enforcement Officials, article 2. See also, UN General Assembly (1979),
Resolution 34/169, [9].
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provisions of the normative framework, and to promote a framework for national security
that supports conditions that are favourable to peace and development.®

The normative framework for international human rights law imposes obligations on
Member States of the AU to take legislative, administrative, policy and other measures to
uphold, promote, respect and protect human rights. As an institution of the state, these
obligations are incumbent upon state security forces.

A summary of the key obligations in relation to international human rights are as follows:

e Adherence to the rule of law as an essential element of human security, peace and the
promotion of fundamental human rights.®'

e Prohibition against arbitrary arrest and detention, and adherence to procedural
safeguards for persons deprived of their liberty.5?

e Discharge the duties assigned by law in an equitable, diligent and professional manner.*

e Prohibition against discrimination, except where special measures are required
to protect the rights of vulnerable and marginalised groups (including women,
juveniles, the sick, the elderly, persons with disability, racial or religious minorities, and
non-citizens).%

Use of force that is exceptional, proportional and necessary in the circumstances.®®

%0African Charter on Human and Peoples’ Rights, articles 1 and 23 — 24.

51See, for example, International Covenant on Civil and Political Rights, article 2, 9 and 14. This requires legislative
and policy frameworks that put human rights at the core of policing, and which provide for effective training,
accountability and monitoring of individual officers performance against these agreed norms. The role of security
actors must also include protection of the fundamental rights to life, liberty and security of the person, and should
be aimed at maintaining peace and security, and promoting the conditions necessary for sustainable development.

52See Hugo von Alphen v The Netherlands, Communication No 305/1988, UN Doc CCPR/C/39/D/205/1988 (1990).
See also, African Charter on Human and Peoples’ Rights, article 3(b), and Standard Minimum Rules for the
Treatment of Prisoners, articles 84(1) — (2). The procedural safeguards include: freedom from arbitrary arrest and
detention, the right of an arrested person to (a) know the reason for the arrest and charges; (b) remain silence;
(c) be brought promptly before a competent judicial authority — usually within 48 hours (See, for example, Peter
Grant v Jamaica, Communication No. 597/1994, UN Doc. CCPR/C/56/D/597/194 (1996)); (d) presumptive right to
bail and bond; (e) access to medical assistance, interpreters, legal assistance and communication with next of
kin; (f) equality before the law and to a fair and public hearing before a competent judicial authority; (g) challenge
the lawfulness of arrest or detention; and (h) be treated in a manner that accords with their inherent dignity,
including conditions of detention that are humane and meet the standards set out in the normative framework for
the treatment of persons deprived of their liberty (see Standard Minimum Rules for the Treatment of Prisoners,
rules 9 — 12; Body of Principles for the Protection of All Persons under Any Form of Detention or Imprisonment,
principle 1).

%UN Code of Conduct for Law Enforcement Officials, article 1;, Guidelines for the Effective Implementation of
the Code of Conduct for Law Enforcement Officials, UN Economic and Social Council Resolution 1989/61, annex,
Parts IA and llA; International Code of Conduct for Public Officials, General Assembly Resolution 51/59, principles
1 -3 and 10 — 11. To engender professional responsibility, the state and security agencies should ensure that
armed forces and law enforcement personnel have access to and undergo training, are subject to accountability
structures to ensure that they act within the rule of law, maintain confidentiality and protect, uphold and promote
fundamental human rights and dignity.

%Universal Declaration of Human Rights, article 2; International Covenant on Civil and Political Rights, article 3.
United Nations General Assembly and Security Council, Report of the Secretary-General: Securing peace and
development — the role of the United Nations in supporting security sector reform, UN Doc. A/62/659 — S/2008/39j,
23 January 2008, [21] and [37]. Convention on the Elimination of All Forms of Discrimination against WWomen,
article 4; International Covenant on Civil and Political Rights, articles 10 and 12; United Nations Minimum Rules
for the Administration of Juvenile Justice, rule 9; United Nations Rules for the Protection of Juveniles Deprived of
their Liberty, rules 2 — 3; United Nations Guidelines for the Prevention of Juvenile Delinquency, Part VI; Convention
on the Rights of the Child, article 3; International Convention on the Protection of the Rights of All Migrant
Workers and Members of their Families, Convention Relating to the Status of Refugees, articles 3, 16 and 33;
and Convention on the Elimination of All Forms of Discrimination, article 5. The importance of inclusive and non-
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e Absolute prohibitions against torture,® extrajudicial executions and enforced
disappearances.®’

e Respect for the right of all persons to peaceful assembly, without restriction, insofar as
this right is consistent with the rule of law, democracy, public peace and security, and
the rights of others.%8

e Treat victims with compassion and dignity, which includes facilitation of access to
prompt, fair and inclusive mechanisms for redress that respect the privacy of victims.*®

e Accountability for violations of human rights, including internal and external controls,
including civilian oversight mechanisms, parliamentary oversight, and a role for national
human rights institutions and civil society.®

e Comprehensive and ongoing training for security sector personnel, including in relation
to the prohibition against torture, appropriate use of force and firearms, measures to
prevent extra-judicial executions and enforced disappearances, sensitisation to the
needs of victims, women (including in relation to genderbased violence), juveniles and
non-nationals, rights-based investigation practices, ethics and legal conduct, policing
in democracies, arrest and detention, and human rights in the context of states of
emergency, armed conflict and civil disorder.®!

discriminatory SSR processes and outcomes have been identified as important for the promotion of security sector
institutions that are reflective of the communities they serve, and which can address the unique security needs of
vulnerable and marginalised groups. Indeed, the failure of SSR processes to address gender mainstreaming and
the unique security needs of women and children in the DRC has been identified as a contributing factor to high
rates of sexual and other violence against women and children in eastern DRC. Security personnel must receive
sensitisation training to ensure that they afford special protections to vulnerable or marginalised groups, including
women, juveniles, ethnic or religious minorities, and non-citizens.

%UN Basic Principles on the Use of Force and Firearms by Law Enforcement Officials, article 3. The use of force
must be exceptional, proportional, necessary in the circumstances, and limited to the prevention of crime, self-
defence or defence of others, or the apprehension of suspects (law enforcement) or hostile forces (armed forces).
The use of firearms is an extreme measure and resort to firearms is only permitted when security personnel
experience armed resistance, or there is an immediate threat to life, and other less extreme measures are not
sufficient to restrain or apprehend the suspect or hostile force.

%United Nations Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment,
article 1. See also, UN Code of Conduct for Law Enforcement Officials, article 5. Torture is absolutely prohibited, and
there is no circumstances will override the prohibition, including war, political instability or periods of emergency.
Torture is any intentional action by, or with the consent of, a public official that causes severe pain or suffering,
whether mental or physical, for purposes including obtaining information or a confession, punishment, intimidation
or coercion, or for any other purpose based on discrimination. The UN Convention against Torture and the Robben
Island Guidelines require states to enact domestic legislation that prohibits and prevents the use of torture, and to
ensure that torture is an offence under domestic criminal law. The state must ensure that mechanisms are in place
for the thorough, independent and impartial investigations of complaints of torture.

5Declaration on the Protection of All Persons from Enforced Disappearances, article 1, and Principles on the
Effective Prevention and Investigation of Extra-Legal, Arbitrary and Summary Executions, principle 1.

8|nternational Covenant on Civil and Political Rights, article 21; Convention on the Rights of the Child, article 11;
African Charter on Human and Peoples’ Rights, article 9(1)(d); and UN Basic Principles on the Use and Force of
Firearms by Law Enforcement Officials, article 12. The use of force should be avoided and, if force is necessary,
only used to the minimum extent necessary. In violent public order situations, security personnel must use less
dangerous means of crowd control and, if force becomes necessary, only the minimum force required. Security
agencies must implement basic standards for recruitment, transfer and discipline, which prohibit discrimination,
and ensure that security agencies are representative of the communities they serve and protect (including in
relation to gender, ethnicity, language, and religion). Corruption is absolutely prohibited, and states must enact
legislation to ensure that corruption is a criminal offence (see Convention against Corruption, articles 15, 17 18 —
20 and 25).

%Declaration on Basic Principles for Justice of Victims of Crime and Abuse of Power, article 1.

%United Nations Human Rights Committee, General Comment No. 31, The Nature of the General Legal Obligation
Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [8].
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3.3 Application of the normative framework for the rule of law and human rights to
armed forces

During peacetime, the conduct of armed forces personnel is subject to the normative
framework for international human rights law, flowing from the obligation of the state as
signatories to international conventions, as well as customary international law.5?

During conflict, international humanitarian law is the chief regulator of the conduct of armed
forces personnel, although it does not displace the application of international human rights
law.%® For example, the prohibition against torture is absolute, and states or war or emergency
do not justify derogation.* Human rights law will extend to cover non-international armed
conflict,% and the conduct of armed forces in international conflict where they are in effective
control of a foreign state.®® Human rights norms also apply in the context of peacekeeping
operations under the auspices of the AU, UN and other multinational armed peacekeeping
operations approved by, but not under the command of, the UN or AU.%’

An example of recent initiatives to align the role of armed forces with international human
rights norms is the Copenhagen Process. This process, known as the Copenhagen Process
Principles and Guidelines on the Handling of Detainees in International Military Operations
(2012), seeks to establish a common guideline for states in the handling of detainees in
military operations, and is based on the agreed normative framework for international human
rights law.®® This is a state-led process, which includes involvement of the governments of
Botswana and South Africa, which does not create new legal obligations; rather, it aims to
‘guide the implementation of existing obligations’ in the military context.®® The guidelines

8'UN High Commission for Human Rights, International Human Rights Standards for Law Enforcement [full
footnote].

%2Brownlie, | (2003), Principles of Public International Law, 6" Ed, Oxford University Press, pg. 58.

%International Court of Justice, Legal Consequences of the Construction of a Wall in the Occupied Palestinian
Territory, Advisory Opinion, 9 July 2004, ICJ Reports 2004. United Nations Human Rights Committee, General
Comment 29, States of Emergency (Article 4), UN Doc CCPR/C/21/Rev.1/Add.11 (2001), [3]. United Nations,
International Legal Protection of Human Rights in Armed Conflict, Geneva, 2011.

84Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment.

%Lubell, N (2005), ‘Challenges in applying human rights law to armed conflict’, International Review of the Red
Cross, Volume 87 Number 860, December 2005, [747].

%|nternational Court of Justice, Legal Consequences of the Construction of a Wall in the Occupied Palestinian
Territory, Advisory Opinion, 9 July 2004, ICJ Reports 2004, [107] - [112].

57UN Convention on the Safety of United Nations and Associated Personnel, adopted by the UN General Assembly
(1994), article 20. United Nations Human Rights Committee, General Comment No. 31, The Nature of the General
Legal Obligation Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10].

%See, Minutes (as recorded by the Chair) of the 3rd Conference on the Handling of Detainees in International
Military Operations, Copenhagen (Oct. 18-19, 2012).

5Bruce Oswald and Thomas Winkler, ‘Copenhagen Process Principles and Guidelines on the Handling of Detainees
in International Military Operations’, Insights, Volume 16, Issue 39, American Society of International Law, 26
December 2012.

"Note that the Copenhagen Process has been criticised for failing to address issues such as enforced
disappearances and other forms of secret detention, or placing limitations on the length of detention, or providing
for effective remedies to victims of abuses (see Amnesty International, Copenhagen ‘Principles’ on Military
Detainees Undermines Human Rights (Oct. 22, 2012), Nonetheless, this is not a binding norm, and the general
principles of international human rights law, including prohibitions on enforced disappearances, will apply the
conduct of armed forces, by virtue of international treaty and customary law (see United Nations Human Rights
Committee, General Comment No. 31, The Nature of the General Legal Obligation Imposed on State Parties, UN
Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10]).
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reiterate the prohibitions against torture and other ill-treatment, limit the use of force, and
include requirements for adequate conditions of detention, access to family, and provision
of medical assistance. Procedural rights, including the right to be informed of the reason for
arrest, and the right to complain about treatment, are also set out.”®

In addition to providing controls on the conduct of armed forces personnel, international
human rights law also provides for minimum standards and conditions for personnel as
employees of a state institution. This includes guarantees a number of the rights set out
above, including the right to non-discrimination, disciplinary procedures that accord with
principles of natural justice and procedural fairness, and minimum conditions of work.

3.4 Application of the normative framework for the rule of law and human rights to
law enforcement

From a constitutional and legislative perspective, most limitations on the power of law
enforcement agencies and officers, as well as positive obligations to achieve certain
standards of behaviour or treatment of individuals, is derived from international human
rights norms. Extensive efforts have been made to establish a rights-based framework for
law enforcement and the international, regional and sub-regional level.”!

The normative framework is premised on the role of law enforcement in:

e Supporting democratic governance and the rule of law.

e Upholding, protecting and respecting human rights (including non-discrimination).
e Promoting equitable and fair access to justice.”?

It requires that law enforcement agencies have as their central roles the protection of life,
liberty and security of the person, the maintenance of public safety and social peace, and
upholding and protecting the rule of law and human rights. Law enforcement agencies
with the power to arrest and/or detain must refrain from arbitrarily depriving any person
of their liberty, and affording detainees the procedural rights guaranteed by law (including
presumption of innocence, right to bail or bond, right to challenge lawfulness of arrest
and detention). In addition to these procedural rights, law enforcement personnel must
ensure that all persons deprived of their liberty are treated in a manner consistent with the
inherent dignity of the person, including the separation of categories of prisoners, provision
of adequate food, clothing and hygiene, and facilitation of visits from lawyers, medical
personnel and family. Special protections must be afforded to persons who are marginalised

7For a concise summary of the international framework, see Office of the United Nations High Commissioner for
Human Rights (2004), Human Rights Standards and Practice for the Police: Expanded Pocket Book on Human Rights
for the Police, Professional Training Series No. 5/Add.3, Geneva. In terms of African-specific normative standards,
although not a code of conduct, per se, the development of common standards for policing in the EAC is a useful
study on the normative framework for policing at an African sub-regional level, and provides a neat summary of the
normative framework as it applies across the continent (see Edwards, L andTait S (2010), Common Standards for
Policing in East Africa, African Policing Civilian Oversight Forum and Commonwealth Human Rights Initiative, New
Delhi, Chapter 2). The methodology involved a consultative review of all international, regional, sub-regional and
domestic norms that apply to the five states of the EAC (including a review of all common international treaties,
African-level treaties, EAC-level treaties, and domestic constitutions and legislative frameworks), and to articulate
a set of standards based on that review.

2Commonwealth Human Rights Initiative and the African Policing Civilian Oversight Forum, Common Standards

for Policing in East Africa, 2010, pg. 13.
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or vulnerable, and to categories of persons who are afforded such special protections under
the law (such as women, juveniles and persons with disability).

Law enforcement personnel are required to discharge the duties assigned to them by law
in a manner that is equitable, and with a high degree of professional responsibility. As the
state should, in theory (see section 4, below) have a monopoly on the use of force, the
framework places restrictions on the use of force and firearms and prohibits torture and ill-
treatment. In recognition of the right to peaceful assembly, the legal framework for police
must strike a balance between effective public order management, the use of force, and
the right to peaceful assembly.

Organisational structures must be subject to accountability structures, establish minimum
standards for recruitment, transfer and discipline, provide training, and adhere to prohibitions
against corruption and abuse of power.

There is significant evidence to support the notion that a rights-based approach to law
enforcement, and act within the rule of law, it enhances their role, community confidence
and cooperation is improved, there is greater fairness in the administrative of justice (and
therefore greater levels of confidence in the justice system), and it can promote an increase
in successful prosecution for criminal activity.”®

International humanitarian law

International humanitarian law is a set of binding rules and customs that govern armed
conflict, both international armed conflict and internal armed conflict. Accordingly, their
relevance in terms of codes of conduct are generally limited to armed forces, and (as will
be discussed in section 4), private security companies contracted to act on behalf of states.

The AU SSR Policy Framework makes specific reference to the normative framework
for international humanitarian law, and initiatives taken as part of SSR processes (such
as codes of conduct) should apply this framework where necessary.” Indeed, many of
the provisions contained in the Policy Framework reflect both the language and spirit of
the normative framework for international humanitarian law, and requires Member States
to ensure that SSR, national security strategies, training for security sector actors, and
oversight mechanisms include consideration of the normative framework.”

The normative framework for international humanitarian law is primarily found in the Geneva
Conventions of 1949 and their Additional Protocols of 1977 which govern the conduct of
armed conflict with a view to protecting civilians and other victims of war. This framework is
supported by other binding treaties, which create norms for international criminal law, limit
the use of certain weapons, place bans on the use of children as combatants and protect

*Bayley, D (2003), ‘Law Enforcement and the Rule of Law: Is There a Tradeoff?, Crime and Justice International,
Volume 19, Issue 75, pp 4 to 13.

“African Union, Policy Framework on Security Sector Reform, preamble and articles 16(e), 28, 45, 47, 66 and 67.
5|bid.
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cultural property.”® In addition to the binding norms, there is also a body of customary”’
international humanitarian law, which has been codified by the International Committee of
the Red Cross (ICRC), and has achieved the status of an authoritative interpretation of the
rule of customary law as it applies to armed conflict.”®

In the context of a code of conduct for armed forces, norms of international humanitarian
law provide rules and limits on the conduct of land, sea and aerial armed conflict, addresses
the conduct of armed forces as organisations, the conduct of individual armed forces
officers, including limitations on the use of force, and provides special protections for non-
combatants (including civilians, medics and aid workers), prisoners of war, and combatants
who are no longer participating in active hostilities by account of injury, iliness, shipwreck.

There are four Geneva Conventions: the first sets out protections for wounded and sick
soldiers during land wars, the second pertains to protections for the same in the context
of military personnel at sea during conflict, the third applies to the status and protection
of prisoners of war, and the fourth sets out protections to civilians in conflicts, and in
occupied territories.

The Conventions deal with issues including command responsibility. The Additional Protocols
require commanding officers to be aware and act in accordance with international law, and
take all measures to suppress and report breaches of international law.” Commanders and
other senior officers have individual responsibility in terms of international criminal law for
grave breaches of international humanitarian and human rights law.&°

The provisions common to the four Geneva Conventions and Protocol | in relation to the
declaration of international armed conflict make provision, which should be reflected in a
code of conduct for armed forces, require:

e prohibition against reprisals,®’

e non-renunciation of rights by war victims,&?

e [imitations on the conduct of armed forces personnel, including:

e limitations of the methods of warfare;

e prohibitions against the killing, capture or injury of adversaries by resort to perfidy,

761980 Convention on Certain Conventional Weapons and its Five Protocols; 1997 Ottawa Convention on the
Prohibition of Anti-Personnel Landmines, the 1998 Statute of the International Criminal Court, the 1999 Protocol to
the 1954 Convention for the Protection of Cultural Property in the Event of Armed Conflict, and the 2000 Optional
Protocol on the Involvement of Children in Armed Conflict.

77Customary international law is the rules that derive from general state practice and exist independent to binding
treaty law.

®Henckaerts, J, Doswald-Beck, L et al (2005), Customary International Humanitarian Law, Volume I: Rules,
International Committee of the Red Cross, Cambridge University Press. See also, Joan Policastri, Sergio D.
Stone, International Humanitarian Law, The American Society of International Law: Electronic Resource Guide,
www.asil.org/erg/?page=ihumli#id.iwbe3wub9rey, Chapter I.

’9Additional Protocol |, article 87

8Rome Statute of the International Criminal Court, article 28.
811, 46; 11, 47; 111, 13; IV, 33; PI, 20, 51-56.

821, 7: 11, 7;: W, 7; IV, 8; PI, 1
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e minimum standards for the treatment of prisoners of war (including physical conditions
of internment, discipline, repatriation and release),®

e protection of civilian populations,®

e supervision of adherence to the normative framework by neutral states or the ICRC,®®

e sanctions for grave breaches of the Conventions (which includes willful killing, torture,
willfully causing serious bodily harm, illegal detention, attacks on civilian populations,
denial of rights to fair trial),®®

e comprehensive and ongoing training on international humanitarian law,?’

e protection of the wounded, sick and shipwrecked.®®

Common Article 3 of the Geneva Conventions of 12 August 1949 and the Second
Additional Protocol of 8 June 1977 provide a framework in relation to non-international
armed conflict.®® These provisions apply to a range of conflict situations that are not of an
international character, including civil wars, armed conflict that spill over into neighbouring
states, or internal conflicts that involve multinational forces. These are largely reflected in
the normative framework for international armed conflict, and have particular focus on the
protection of civilians, and minimum standards of treatment for wounded, sick or captured
enemy combatants.

Grave breaches of international humanitarian law are subject to accountability processes,
which require individuals in breach of the Geneva Conventions to be tried or extradited,
regardless of their nationality.

In addition to international humanitarian law, there is also a normative framework to govern
the conduct of war, known as The Hague Law. The relevant treaties and codes, which were
supplemented more recently with treaties that take into account modern warfare practices,
prohibit certain weapons and munitions, and provide for five fundamental principles that
states should adhere to in the conduct of armed conflict: namely, distinction between
civilian and military targets, military necessity, proportionality, humanity and respect for the
work of humanitarian aid agencies.® These standards focus on the operational aspects of
hostilities and armed conflict, and are not as relevant to a code of conduct for personnel as
the normative framework for international humanitarian law.

8Geneva Convention relative to the treatment of prisoners of war (Convention Ill of 12 August 1949) and Additional
Protocol I, Part II.

84Additional Protocol I, Parti IV, and Geneva Convention relative to the protection of civilian persons in time of war
(Convention IV of 12 August 1949).

8], 8;11,8;1ll,8;IV.9;PI, 5
86|, 50; II, 51; Ill, 130; IV, 174; Pl, 11; see also, |, 49; Il, 50; Ill, 129; IV, 146
81,47, 11, 48; I, 127; IV, 144, P |, 83, 87

8Geneva Convention for the amelioration of the condition of the wounded and sick in armed forces in the field
(Geneva Convention | of 12 August 1949), Geneva Convention for the amelioration of the condition of wounded,
sick and shipwrecked members of armed forces at sea (Convention Il of 12 August 1949) and Additional Protocol
|, Part II.

8Joan Policastri, Sergio D. Stone, International Humanitarian Law, The American Society of International Law:
Electronic Resource Guide, www.asil.org/erg/?page=ihuml#id.iwbe3wu69rey, Chapter IV.

%See, Hague Il - Limitations of Employment of Force for Recover of Contract Debts (October 18, 1907), Hague IV —
Laws and Customs of War on Land (18 October 1907), Hague V (Rights and Duties of Neutral Powers and Persons
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4.1 Application of international humanitarian law to armed forces

The application of international humanitarian law is an important component in the
development of a code of conduct for armed forces, and reflected in all codes of conduct
reviewed for this guidance note. The ICRC has published the basic rules of the Geneva
Conventions and their Additional Protocols, which provides a concise summary of the core
obligations of international humanitarian law, which is reproduced below.®’

1. Persons hors de combat and those who do not take a direct part in hostilities
are entitled to respect for their lives and their moral and physical integrity.
They shall in all circumstances be protected and treated humanely without
any adverse distinction.

2. ltis forbidden to kill or injure an enemy who surrenders or is hors de combat.

3. The wounded and sick shall be collected and cared for by the part to the
conflict which has them in its power. Protection also covers medical personnel,
establishments, transport and equipment. The emblem of the red cross or the
red crescent is a sign of such protection and must be respected.

4. Captured combatants and civilians under the authority of an adverse party are
entitled to respect for their lives, dignity, personal rights and convictions. They
shall be protected against all acts of violence and reprisals. They shall have the
right to correspond with their families and to receive relief.

5. Everyone shall be entitled to benefit from fundamental judicial guarantees.
No one shall be held responsible for an act he has not committed. No one
shall be subject to physical or mental torture, corporal punishment or cruel or
degrading treatment.

6. Parties to a conflict and members of their armed forces do not have an
unlimited choice of methods and means of warfare. It is prohibited to employ
weapons or methods of warfare of a nature to cause unnecessary losses or
excessive suffering.

7. Parties to a conflict shall at all times distinguish between the civilian population
and combatants in order to spare civilian population and property. Neither the
civilian population as such, nor civilian persons, shall be the object of attack.
Attacks shall be directed solely against military objectives, prevent extra-judicial
executions and enforced disappearances, sensitisation to the needs of victims.

in Case of War on Land (18 October 1907), Hague VII - Laying of Automatic Submarine Contact Mines (18 October
1907), and Hague IX — Bombardments by Naval Forces in Times of War (18 October 1907); Outer Space Treaty,
27 January 1967; Anti-Ballistic Missile Treaty 26 May 1972; Convention on Prohibitions or Restrictions on the Use
of Certain Conventional Weapons Which may be Deemed to be Excessively Injurious or to Have Indiscriminate
Effect (Inhumane Weapons Convention) 10 October 1980 (I) Protocol on Non-detectable Fragments;;(ll) Protocol
on Prohibitions or Restrictions on the use of Mines, Booby-traps and other Devices, revised on 3 May 1996;;
(Il) Protocol on Prohibitions or Restrictions on the Use of Incendiary Weapons;; (IV) Protocol on Blinding Laser
Weapons, adopted on 13 October 1995;; (V) Protocol on Explosive Remnants of \War, adopted on 28 November
2003; Ottawa Convention on the Prohibition of the Use, Stockpiling, Production, and Transfer of Anti-personnel
Mines and on their Destruction, 3 December 1997; Convention on Cluster Munitions, 2008; 1963 Limited Test Ban
Treaty and Nuclear Non-Proliferation Treaty 2005.

9nternational Committee of the Red Cross (1988), Basic rules of the Geneva Conventions and their Additional
Protocols, ICRC Ref 0365, pp 1 — 2.
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Annex C: Normative
Framework for Codes of
Conduct for Non-State
Security Institutions:
Review and Analysis of the
Normative Framework and
Existing Codes of Conduct

Introduction

The development of a code of conduct for non-state security institutions® involves complex
legal issues, and is the subject of much political contention at the regional, sub-regional and
domestic levels.

The role of alternative, non-state, security providers has increased in response to growing
insecurity across the continent.®® One of the concerns about the increased use of private
security companies is the loss of state monopoly over the use of force and the controls on
the use of force incumbent within the international normative framework for human rights,
and legitimacy in terms of security provision.®

®The AU SSR Policy Framework prohibits the use of mercenaries as ‘agents or members of the security sector’
(article 19(b)) and defines a mercenary by reference to the 1977 OAU Convention on the Elimination of Mercenarism
in Africa, the 1989 UN International Convention against Recruitment, Use, Financing and Training of Mercenaries,
and article 49 of Additional Protocol 1 to the 1949 Geneva Convention, all of which prohibit the use of mercenaries
in armed conflict. Accordingly, this guidance note does not provide consideration of codes of conduct in the
context of mercenaries, and does not discuss the South African attempts to regulate the conduct of private armed
forces in international conflict, which prohibits direct involvement in armed conflict, for example. This discussion
does not take into account the role of mercenaries in armed conflict — nor the discussions at an international level
about how to deal with it. Rather, | have limited the focus of this section to the regulation of private military and
security companies, which is an ongoing international project and may culminate with the adoption of a binding
convention by the UN in the next couple of years.

%Eric G. Berman and Nicolas Florquin, “Nigeria,” in Armed and Aimless: Armed Groups, Guns, and Human Security in
the ECOWAS Region, ed. Nicolas Florquin and Eric G. Berman (Geneva: Small Arms Survey, 2005) and Jennifer M.
Hazen with Jonas Horner, “Small Arms, Armed Violence, and Insecurity in Nigeria: The Niger Delta in Perspective,”
Small Arms Survey Occasional Paper 20 (Geneva: Small Arms Survey, 2007). See also, ICRC Privatization of War -
http://www.icrc.org/eng/war-and-law/contemporary-challenges-for-ihl/privatization-war/index.jsp (accessed 28 July
2013). See also, Ase Gilje Ostensen, UN Use of Private Military and Security Companies: Practice and Policies,
SSR Paper 3, DCAF, 2011, 5.

94'Kayode Fayemi and 'Funmi Olonisakin, “Nigeria,” in Challenges of Security Sector Governance in West Africa,
ed. Alan Bryden, Boubacar N'Diaye and ‘Funmi Olonisakin (Geneva: DCAF, 2008), 246.

50



Operational Guidance Note Development of Codes of Conduct for African Security Institutions

The AU Policy Framework for SSR provides that where Member States engage the services
of Private Security Companies (PSCs), itis incumbent upon the state to ensure that the PSCs
conform to the normative framework governing the conduct of private security providers.
This position reflects that of international law, which is largely limited to imposing binding
obligations in relation to human rights, the rule of law, and humanitarian law on the state.
Accordingly, states are obliged to ensure that corporations subject to its jurisdiction comply
with the law.%

Nature of the obligation on states to ensure that PSCs adhere to international
normative frameworks

States are responsible for implementing their obligations under international human rights
law, including by adopting such legislative and other measures as may be necessary to give
effect to these obligations. To this end, they have the obligation to take appropriate measures
to prevent, investigate, punish and provide effective remedies for misconduct by private
military and security companies and their personnel. Accordingly, the legal responsibility
of the state remains, irrespective of whether the state chooses to contract out certain
activities in the context of security and conflict.®” It follows therefore, that states must take
measures to promote transparency, responsibility and accountability in their use of private
military and security companies, and their personnel, and establish mechanisms for redress
for victims of abuses — just as they are required to do in relation to their own state-based
security sector actors. However, there are difficulties in the application of domestic law,
particularly for transnational private security and military companies operating in foreign
states that have undermined efforts at a domestic level to regulate their conduct.®

In the context of armed conflict, for example, most private security companies fall
within the definition of civilian under international humanitarian law. However, if they
engage in direct hostilities, they lose the protections afforded to them as civilians®® and
should assume obligations in relation to the conduct of war. The obligation in relation to
international normative framework is on the State, and accordingly it is the State that
must ensure that private security actors are aware of, and abide by, the obligations under
the normative framework.

Attributing responsibility under the international normative framework to PSCs is a complex
legal issue and requires both an international normative framework to arrive at agreed
standards for regulation, and robust domestic regulatory frameworks to ensure that non-
state actors are operating within the boundaries of international law. Efforts to date at the
international level have focused on self-regulation of the industry, with reference to the
need for states to enact domestic frameworks to regulate the conduct of private security

%Article 20, African Union Policy Framework on Security Sector Reform.

%United Nations Human Rights Committee, General Comment No. 31, The Nature of the General Legal Obligation
Imposed on State Parties, UN Doc. CCPR/C/21/Rev.1/Add.13, 26 May 2004, [10].

97A/58/40 (Vol. 1) of 1 November 2003, Communication No 1020/2002, Cabal and Pasini v Australia, [7.2].

%UN General Assembly (2010), Report of the Working Group on the use of mercenaries as a means of violating
human rights and impeding the exercise of the right of peoples to self-determination, UN Doc A/HRC/15/25, 2
July 2010, [36].

%Fourth Geneva Convention, Additional Protocols of 1977 customary international law.
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companies in their territory as both a means of fulfilling the state’s obligations to protect
and respect human rights, and in acknowledgment of the lack of binding norms at the
international level.’®

One of the pressing challenges in the context of private security companies who engage
in what are traditional domestic law enforcement activities is the control of arms. Control
of firearms and ammunition in the private sector is subject to an international normative
framework that binding obligations on the state to control the management and use of
firearms by civilians. The framework includes the Bamako Declaration (2000), the UN
Firearms Protocol (2001), the Geneva Declaration on Armed Violence and Development
(2006) and, in the context of Southern African states, the Southern African Development
Community Firearms Control. The Montreux Document (2008) and the International Code
of Conduct for Private Security Providers (ICoC) (2010) do not impose binding obligations,
but contain good faith agreement to control the use and management of arms. Together,
these documents create a normative framework to regulate the acquisition, management
and use of firearms.™

Efforts to establish a normative framework for PSC responsibility

The discussion that follows focuses on efforts being made at international, regional and
domestic levels, to codify the normative framework that applies to PSCs, and a discussion
of the challenges and achievements.

3.1 (Potential) International Convention on Private Security Companies

There are efforts to establish a binding normative framework for the regulation of private
security actors at the international level. The UN Working Group on the use of mercenaries
as a means of violating human rights and impeding the exercise of the right of peoples to
self-determination is in the process of drafting a convention to provide regulation, monitoring
and oversight of private military and security companies in the context of conflict and post-
conflict.” The motivation of the Working Group to address this issue is the significant impact
on human rights by private military and security companies operating in conflict zones." The
proposed binding document will set standards for the regulation, monitoring and oversight of
activities of private military and security companies. The justifications are three-fold:'*

The regulatory gap between the activities of private military and security companies at
the international level — international humanitarian and human rights law does have
application to the State in relation to their regulation of private military and security
companies, there is difficulty in applying domestic law to trans-national companies
operating in foreign environments.

100See, UN Human Rights Council, Report of the Working Group on the use of mercenaries as a means of violating
human rights and impeding the exercise of the right of peoples to self determination, Addendum, Regional
consultation for Africa on the activities of mercenaries and private military and security companies: regulation and
monitoring, 3 — 4 March 2010, UN Doc A/HRC15/25/Add.5, 2 June 2010, pg. 11.

0See, Parker (2011), Small Arms Survey 2011: States of Security, at 102.
©2General Assembly Resolution 62/145, [15].

13N General Assembly (2010), Report of the Working Group on the use of mercenaries as a means of violating
human rights and impeding the exercise of the right of peoples to self-determination, UN Doc A/HRC/15/25, 2
July 2010.

%Ibid, [36] — [40].
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e The nature of the activities of private military and security companies have a profound
effect on the enjoyment of human rights, and self-regulation initiatives are not a
substitute for the development of international standards and oversight mechanisms.

e Not all private military and security companies who operate in conflict come within the
definition of mercenaries under international law — particularly those operating legally
in foreign countries. Accordingly, their activities are not banned, and given the vacuum
in international normative frameworks for their regulation, there is a pressing need to
articulate a set of binding standards.

The proposed content of the convention includes the reaffirmation of relevant principles
of international human rights and humanitarian law, to reaffirm state responsibility for the
use of force, and reiterate the importance of the State monopoly on the legitimate use of
force, to provide for functions which a state may not outsource, to impose an obligation
on states to regulate the activities of private military and security companies, to establish
monitoring mechanisms, particularly in relation to the use of force and prosecution and
effective remedies.’® The eight general principles that will govern the Convention have
been set out by the UN Working Group on Mercenaries, and are reproduced below:%

‘that the State party bears responsibility for the military and security activities of
PMSCs registered or operating in their jurisdiction, respect for the rule of law by
PMSCs, respect of State sovereignty by PMSCs, the State party’s obligation to
prohibit PMSCs from directly participating in hostilities, terrorist acts and military
actions in violation of international law, the prohibition on outsourcing inherently
State functions to PMSCs, including the use of certain weapons of a nature to
cause superfluous injury or unnecessary suffering and the prohibition on PMSCs
and their personnel with regard to illegally acquiring, possessing or trafficking in
arms and ammunitions.

In the absence of a binding legal framework, other parallel processes have been taken
to regulate the conduct of private corporations vis a vis human rights. These are
discussed below.

3.2 Activities of the UN Special Rapporteur on Transnational Corporations and
Human Rights

At the UN level, the UN Special Representative to the Secretary-General on the issue of
human rights and transnational corporations and other business enterprises, John Ruggie,
has published guiding principles on business and human rights. It provides that states have
an obligation to ensure that human rights abuses in their territory by third parties, including
businesses, should be prevented, investigated, punished and subject to redress according
to a clear legislative and regulatory framework. %

15UN General Assembly (2010), Report of the Working Group on the use of mercenaries as a means of violating
human rights and impeding the exercise of the right of peoples to self-determination, UN Doc A/HRC/15/25, 2 July
2010, [54] and [56].

%|bid, [52].

©7UN Human Rights Council (2011), Report of the UN Special Representative to the Secretary-General on the issue
of human rights and transnational corporations and other business enterprises, John Ruggie, Guiding Principles on
Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework, UN
Doc. A/HRC/17/31, 21 March 2011, Annex.
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In order to meet that duty, states are encouraged to establish regulatory and policy
frameworks that enforce requirements that corporations respect human rights, provide
guidance on how to achieve this, and require reporting from corporations on human rights
compliance.’®The human rights framework should speak not only to the conduct of states
vis a vis persons and communities, but should address obligations in relation to their role as
employers. States should also impose an accountability and oversight framework to ensure
compliance with the regulatory and policy frameworks by corporations.’®

The Guidelines also propose the establishment of corporate responsibility for human rights
by, inter alia, policy and operational commitments to addressing human rights issues at the
most senior level of the corporate structure, and ensuring due diligence in relation to the
risk of adverse human rights impacts as a result of the corporation’s activities.°

3.3 International Code of Conduct for Private Security Providers

In 2008, the Government of Switzerland the International Committee of the Red Cross
(ICRC) concluded a joint initiative to provide regulation over the rule of private security in
armed conflict by establishing the Montreux Document on Pertinent International Legal
Obligations and Good Practice for States Related to Operations of Private Military and
Security Companies During Armed Conflict, which was followed by the adoption of an
International Code of Conduct for Private Security Service Providers (ICoC). ICoC defines
private security companies as commercial entities in the business of selling security and
support services to state actors, irrespective of how the company describes itself.” The
Montreux document and ICoC do not impose binding obligations on states or private
security companies, and the UN has reaffirmed that it is a ‘self-regulatory’ mechanism,
rather than a binding legal instrument.”? However, it has normative value as the first
international document to set out international law as it applies to private military and
security companies in the context of armed conflict.

ICoC is based on the international normative framework for humanitarian law and human
rights, as set out in sections 4.2 and 4.3 below, and seeks to extend the framework to
non-state actors. The document sets out the legal obligations on the state in relation to the
regulation of private security companies during armed conflict, and recommends a set of
good practice principles for the implementation of the existing legal framework. There are
plans to establish a draft Charter for an Oversight Mechanism to monitor compliance with
the Code of Conduct.”

1%8UN Human Rights Council (2011), Report of the UN Special Representative to the Secretary-General on the issue
of human rights and transnational corporations and other business enterprises, John Ruggie, Guiding Principles on
Business and Human Rights: Implementing the United Nations “Protect, Respect and Remedy” Framework, UN
Doc. A/HRC/17/31, 21 March 2011, Annex.

%pid.
"0lbid.

MAse Gilje Ostensen, UN Use of Private Military and Security Companies: Practice and Policies, SSR Paper 3,
DCAF, 2011, 7.

"2UN General Assembly, UN Working Group on the use of mercenaries as a means of violating human rights and
impeding the exercise of the right of peoples to self-determination: Report, UN Doc A66/317, 22 August 2011.
"BUN Human Rights Council, Report of the Working Group on the use of mercenaries as a means of violating
human rights and impeding the exercise of the right of peoples to self-determination, UN Doc A/HRC/21/43, 2
July 2012. See also, Gumedze, S (2012), The Need for an International Code of Conduct for Private Security Actors
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The Code of Conduct provides for specific principles regarding the conduct of personnel in
relation to the use of force, detention, apprehension of persons, prohibition against torture,
sexual exploitation, abuse or genderbased violence, human trafficking, prohibition against
slavery, forced labour and the worst forms of child labour and discrimination.” The Code
also provides a framework for management and governance, which takes into account the
incorporation of the code into company policy, selecting, vetting and training of personnel
and sub-contractors, management and training regarding weapons, incident reporting,
harassment, grievance procedures and the management of materiel of war.’®

Parties to the Montreux Document and |ICoC are private military and security companies,
not states, and becoming a signatory makes support for cooperation with states, adherence
to the rule of law, respect for human rights and the protection of the interests of their
clients upon these non-state actors."® Signatory Companies must establish or demonstrate
internal processes that meet the requirements of the Code, and submit to independent
auditing and verification of these processes in order to achieve the status of Certification
pursuant to the Code of Conduct.™”

3.4 Code of Conduct for Security Service Providers (2003, South Africa)

South Africa has one of the biggest private security sectors in the world, and has
established a regulatory framework to govern the conduct of security service providers,'®
which includes a Code of Conduct. The purpose of the Code of Conduct is to promote a
private security industry that adheres to the rule of law, minimum standards of conduct,
protects the rights of employees."The Code of Conduct is applicable to all security service
providers, whether or not they are registered with the Private Security Industry Regulatory
Authority (PSIRA).

The Code of Conduct sets out the obligations of private security service providers in relation
to the law (both criminal and civil), PSIRA, security services and organs of the State, the
public and the private security industry, and clients. It proscribes minimum standards of
conduct in relation to conduct, and penalties in respect of improper conduct.

A review of the armed private security sector in South Africa by Jaynes (2012) revealed
that despite a seemingly robust regulatory framework to govern the conduct of the private
security sector, there are a number of apparent challenges in adherence to the rule of
law.”® These include, unknown weapons stockpiles, lack of data collection on firearm

in Africa, 1SS Today, http://www.issafrica.org/iss-today/the-need-foran-international-code-of-conduct-forprivate-
security-actors-in-africa.

"“Montreux Document on Pertinent International Legal Obligations and Good Practice for States Related to
Operations of Private Military and Security Companies During Armed Conflict, preamble, part F

"lbid, part G.

"8bid, preamble.

"bid.

"8Private Security Industry Regulation Act, 2001 (Act No. 56 of 2001), section 28(1).

"SDepartment of Safety and Security (RSA), Code of Conduct prescribed under the Private Security Industry
Regulation Act, 2001 (Act No. 56 of 2001), article 1.

20Jaynes, N (2012), Flying Below the Radar? The armed private security sector in South Africa, Open Society
Foundation of South Africa, Pinelands.
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discharge and injury or death from firearm discharge, accountability gap for clients who
employ negligent companies, insufficient oversight by PSIRA, cultural norms that permit
PSCs to behave like state law enforcement, confusion over training standards, and the
prevalence of criminal cases against PSIRA members.”?" Among the key recommendations
were that any policing functions undertaken by private security be closely monitored, and a
strengthening of oversight and training of the sector.’??

2lbid, pp 1 - 2.
22|bid, pg. 3.
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Annex D: Southern
African Regional Police
Chiefs Cooperation
Organisation Code of
Conduct, and Indicators
for the Code of Conduct

In developing the SARPCCO indicators, the drafters were guided by two concepts:'?®

e 'The indicators should assist external organisations, such as oversight bodies, non-
governmental organisations, research bodies and the media, to understand and have
oversight over the implementation of good policing conduct and human rights standards
by the police.

e The indicators establish what standards police managers need to uphold in order to
ensure adherence to fundamental rights and minimum standards of practice in terms
of the Code of Conduct. The indicators should enable these managers to understand
what their responsibilities are and what action steps they need to take in order to achieve
defined objectives. They can measure their implementation of these standards over time.
These standards can be used by police at various managerial levels, including at the
station level, programme level, as well as for senior national managers, depending on
their levels of responsibility and access to information!

The indicators also promote the idea of a ‘progressive’ realisation, as regular review of
compliance against the indicators will give police agencies and their stakeholders a picture of
how measures to achieve the code of conduct are impacting implementation, and will allow
for targeted and strategic interventions to address problematic areas.

An example of the type of indicators developed for SARPCCO is provided here as an illustration
of the way in which indicators can be applied to codes of conduct. Article 3 of the SARPCCO
Code of Conduct requires that ‘police officials may only use force when strictly necessary and
to the extent required for the performance of their duties and adhering to national legislation
and practice. Explanation is then provided for the normative framework for this article, by

2Dissel, A andTait, S (2011), Implementing the Southern African Regional Police Chiefs Cooperation Organisation
(SARPCCO) Code of Conduct, African Policing Civilian Oversight Forum, Cape Town, pg. 4.
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reference to the international bill of rights, the UN Basic Principles on the Use of Force and
Firearms by Law Enforcement Officials, and the Standard Minimum Rules for the Treatment

of Prisoners. Based on this framework, the following indicators are provided:'*

Indicators — Article 3

Legislation, policy and practice
supports the principles of
proportionate minimum use
of force

Measure

Legislation criminalises the
arbitrary and abusive use
of force

Number of police officials
effectively prosecuted under
the domestic legislation or
criminal law for excessive use
of force

Obedience to a superior
officer’s orders does not
excuse arbitrary or abusive use
of force

Means of verification

Domestic legislation and
common law

Regulations/standing orders
regarding the use of weapons

Public statements of senior
police officials regarding the
use of force against suspects

Media reports
Police records, court
records, media reports,

independent studies

Legislation, policy and police
disciplinary records

Police are trained in the
principles of minimum use
of force

Percentage of police officials
who annually receive training
and re-training on the
principles of minimum use of
force, on the use of weapons
and firearms, and on the

use of non-violent conflict
resolution methods

Number of police re-qualified
in the use of weapons per year
as a ratio of the number of
police issued with a firearm

Training manuals

Human resource or training
academy records

Media, police or civil society
reports on the successful
use of non-violent conflict
resolution methods

Police policy/regulations/
standing orders

Police administrative reports,
training records, weapons and
re-qualification records

Non-lethal weapons
are available

Non-lethal weapons are
available to the police and are
used in accordance with policy

Weapons' register

2Dissel, A andTait, S (2011), Implementing the Southern African Regional Police Chiefs Cooperation Organisation
(SARPCCO) Code of Conduct, African Policing Civilian Oversight Forum, Cape Town, pg. 13 - 14.
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Indicators — Article 3

Strict control is exercised
over the use, storage and
distribution of firearms

Measure

Weapons are only issued to
personnel who are mentally,
physically and morally fit to
use them

There is automatic review and
investigation of incidents of
the use of force resulting in
death or serious injury, and the
investigations are conducted
impartially and with integrity

Police records on the number
of people injured or killed
during the course of police
action, as a ratio of statistics
of serious crimes reported,
overall number of reported
crimes, number of police
officers and number of officers
wounded or killed on duty

Means of verification

Weapons' register

Disciplinary records on the
number of police charged
with inappropriate use of
lethal and non-lethal weapons,
the types of incidents
involved, and the outcome of
disciplinary processes

Investigation/review reports
and the outcome of
the investigation

Complaints registered
regarding allegations of
inappropriate or excessive
use of force

Coroners’ or forensic
pathologists’ reports on the
cause of death

Incident-based reports from
NGO or civil society or
independent bodies

Public order policing
complies with principles of
minimum force

Policing of lawful and
unlawful assemblies complies
with principles of minimum
use of force

Police are trained in and apply
non-violent conflict resolution
and dispersal methods in
cases of unlawful gatherings

Police policy/regulations/
standing orders

Media reports on policing
of assemblies

Incident reports on policing
of assemblies, and nature of
assaults or injuries sustained
during these incidents
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Annex E: Examples of
Codes of Conduct for State
Security Institutions

1.1 Codes of Conduct for armed forces

1.1.1 Draft Code of Conduct for Armed and Security Forces in Africa (2002)

In 2002, the United Nations Regional Centre for Peace and Disarmament in Africa (UNREC),
in collaboration with the AU, and other partners, held two experts’ workshops to develop
draft Code of Conduct for Armed and Security Forces in Africa.

The Code of Conduct was drafted with an emphasis on civil-military relations and was
preceded by a range of other continental initiatives that sought to elevate the importance of
civilian supremacy and constitutionalism, while eschewing militarism.’?® The draft Code of
Conduct provides for the democratic control of armed forces by constitutionally established
political authority and proposed to subject armed forces to international humanitarian law.
A summary of its provisions is provided below.

Chapter 1 sets out the regulatory framework, including individual responsibility for illegal
acts, professionalism, professional secrecy, rule of law, human rights, humanitarian law,
civilian responsibility for finances, and illegality of constitutional change.

Chapter 2 deals with relations between the armed forces and the security forces, and sets
out a framework for cooperation, provides for the primacy of the police in security during
peacetime and crisis, and the use of armed forces as a last resort and only at the request
of the political authority.

Chapter 3 governs the relationship between armed forces and the civilian population,
requiring that forces show respect, protect, and assist civilian populations, inform and
education the public on unclassified operations, avoid disreputable behaviour, are transparent
and accountable (particularly in relation to planning, budgeting and procurement), and
provides for regular interaction between armed forces and civil society, civil, political and
administrative authorities.

25Previous efforts: Declarations and Decisions Adopted by the 35" Assembly of Heads of State and Government
(Algiers Declaration), July 1999, Algiers, AHG/Dec. 141, 142 XXXV; Conference on Security, Stability, Development
and Cooperation in Africa (CSSDCA) Solemn Declaration, July 2000, Lome, AHG/ Decl.4, XXXVI / (AHG / Dec. 150
XXXVI); Declaration on the Framework for an Organisation of African Unity (OAU) Response to Unconstitutional
Changes of Government, July 2000, Lome, AHC Decl. 5 XXXVI (AHG / Dec. 150 FXXXVI; Constitutive Act of the
African Union, 2000, Lome; Solemn Declaration on a Common African Defence and Security Policy, 2004.
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Chapter 4 sets out the application of human rights and humanitarian law to armed and
security forces, including applicable normative standards (including in relation to prohibitions
against murder, torture and rape), requires that personnel receive training, imposes
individual responsibility, requires adhere to the principle of non-discrimination, and controls
on the use of force.

Chapter 5 provides for implementation, including dissemination, periodic implementation
reports and the inclusion of the Code of Conduct in training curricular of AU Member States.

Based on a lack of regional consultation, and the perception that external stakeholders,
rather than the states drove the development of the code, the draft Code failed to develop
into an adopted continental standard.?®

1.1.2 Supplementary Act on the Code of Conduct for Armed Forces and Security Services
of ECOWAS (2006)

In 2011, the Economic Community of West African States (ECOWAS)'?” Council of Ministers
adopted the Supplementary Act on the Code of Conduct for Armed Forces and Security
Services of ECOWAS (ECOWAS Code of Conduct). However, the monitoring and evaluation
of the implementation of the Code of Conduct, as required by articles 34 and 35, has not
yet commenced.

The project to develop the ECOWAS Code of Conduct sought to provide regional codification
of the international normative framework for the democratic control of armed forces, and
to establish minimum standards for the conduct of the armed forces of ECOWAS member
states based on established norms and principles.

Emphasis is given to civil-military relations, and is reflected in comprehensive measures
to address the relationship between the military and a democratic state, and the military
and civilian security services. The ECOWAS Code of Conduct is premised on a number
of principles contained in the AU SSR Policy Framework, including democratisation and
democratic constitutionalism, human rights and international humanitarian law. According
to the Centre for the Democratic Control of Armed Forces (DCAF), a partner in the
development of the Code of Conduct, the process represented a 'fundamental shift in the
way security is perceived, managed, controlled and overseen, coupled with positive change
in the attitude and conduct of security actors’.'?®

26See, Ebo, A. (2005), Towards a Code of Conduct for Armed and Security Forces in Africa: Opportunities and
Challenges, Geneva Centre for the Democratic Control of Armed Forces, Policy Paper, March 2005, pg. 4; UN
Human Rights Council (2010), Report of the Special Rapportuer on extrajudicial, summary or arbitrary executions,
Philip Alston: Study on police oversight mechanisms, UN Doc A/HRC/14/24/Add.8, 28 May 2010; Bayley D (2006),
Changing the guard: Developing democratic police abroad. Oxford: Oxford University Press; Bruce D and Neild
R (2005), The police that we want: A handbook for oversight of police in South Africa. Johannesburg: Centre
for the Study of Violence and Reconciliation in association with the Open Society Foundation for South Africa
and the Open Society Justice Initiative, pg. 16. See also, Commonwealth Human Rights Initiative (2005), Police
Accountability: Too Important to Neglect, Too Urgent to Delay, New Delhi.

ZZECOWAS member states are Benin, Burkina Faso, Cape Verde, Cote D'lvoire, The Gambia, Ghana, Guinea,
Guinea Bissau, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone and Togo.

12DCAF, West Africa: Code of Conduct for Armed Forces and Security Services in West Africa, http://www.dcaf.
ch/Project/West-Africa-Code-of-Conduct-forArmed-Forces-and-Security-Services-in-West-Africa (accessed on 22
July 2013).
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West Africa is probably the most advanced region in terms of developing a normative
framework for SSR. Includes the 2001 Dakar Protocol on Democracy and Good
Governance supplementing the Protocol relating to the Mechanism for Conflict Prevention,
Management, Resolution, Peacekeeping and Security (1999) which emphasises the need
for apolitical, well-trained and democratically governed security sector actors who operate
within a framework of human rights and the rule of law. The ECOWAS Conflict Prevention
Framework (2008) similarly places democratic control, human rights and the rule of law at
the centre of the region’s human security architecture.™°

A preparatory meeting, to discuss and consolidate a draft Code of Conduct, was held
and attended by a wide range of stakeholders from the armed forces, civil society and
academia, and followed by an ECOWAS Committee of Experts Meeting. Accordingly, the
process was inclusive and involved a multi-disciplinary and multi-stakeholder approach.

A summary of the contents of the ECOWAS Code of Conduct is below.

Chapter 1 provides definitions, general principles of (inviolability of national integrity,
civilian supremacy, national cohesion, affirmation of human rights and international
humanitarian law).

Chapter 2 sets out obligations in relation to human rights and international humanitarian
law in terms of training, personal responsibility, humanitarian assistance, human rights in
periods of emergency, unlawful acts, and proportional use of force.

Chapter 3 provides the regulatory framework governing civil-military relations, and contains
provisions in relation to financial responsibility, resistance on human rights abuse, loyalty to
constitutional authority, confidentiality, human rights and personnel, non-execution of illegal
orders, military operations in conformity with humanitarian law, human rights guarantees,
transparency and accountability, protection of lives and property, public relations, corporate
integrity, contribution to national development, free movement and harmonisation of border
control, support to humanitarian assistance, and cultural sensitisation in peace operations.

Chapter 4 governs the relationship between the armed forces and security services in
relation to collaboration between uniformed personnel, policing in peacetime, policing
and rules of engagement in times of crisis, joint operations, and enhanced liaison and
communication systems.

Chapter 5 deals with dissemination, monitoring and evaluation of states’ compliance with
the Code of Conduct.

2°Bryden A. and Boubacar, N (eds), Security Sector Governance in Francophone West Africa: Realities and
Opportunities, Geneva Centre for the Democratic Control of Armed Forces, 2011, pg. 12.

%Bryden A. and Boubacar, N (eds), Security Sector Governance in Francophone West Africa: Realities and
Opportunities, Geneva Centre for the Democratic

Control of Armed Forces, 2011, pg. 13.
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Chapter 6 considers issues related to publication and the need for an implementation plan
upon adoption of the Code of Conduct.

The Code of Conduct is not a binding document on ECOWAS member states, and there
are no remedies or sanctions for non-compliance. Rather, the Code of Conduct is an effort
to codify the norms applicable to armed and security forces to reflect constitutionalism,
democracy, rule of law and the need for human rights and humanitarian law-compliant
conduct. The principles and norms that underpin the Code of Conduct are, through either
treaty or customary international law, binding upon ECOWAS states, and a regime of
sanctions and remedies for non-compliance would therefore be achieved through the
mechanisms provided for compliance with binding international, regional, sub-regional and
domestic norms reflected in the Code of Conduct.

However, monitoring the implementation of the Code of Conduct will be the responsibility
of ECOWAS, with bi-annual reporting and discussion with ECOWAS by each member state,
with the participation of a range of relevant stakeholders, including civil society, national
human rights institutions and security experts. There is also a plan is to establish national
independent focal points or ombudsmen in each member state to monitor implementation
and compliance with the Code.™ The Code of Conduct also provides for the inclusion of its
standards in national training programmes.

1.1.3 ECCAS Code of Conduct for Armed and Security Forces (2009)

In 2009, the Economic Community of Central African States (ECCAS) adopted a consolidated
Code of Conduct for Armed and Security Forces, following the Bata Declaration on the
‘Promotion of Democracy, Peace and Sustainable Development in Central Africa’.’®? It
was developed in collaboration with the United Nations Regional Centre for Peace and
Disarmament in Africa (UNREC) in response to the 2007 adoption by the 25™ Ministerial
Meeting of the United Nations Standing Advisory Committee on Security Questions in Central
Africa (UNSAC), calling for a code of conduct for armed and security forces in the region.

The Code of Conduct, ‘specifies distinct mandates of defence and security institutions, and
spells out their obligations towards the state and the nation...and seeks to strengthen the
capacity of defence and security institutions in terms of civic instruction, respect for human
rights and respect for international humanitarian law'.’®®

A literature review suggests that the development of the Code of Conduct was driven
by external partners (specifically the UNREC), but is one of the few regional initiatives
to be formally adopted by the relevant regional intergovernmental mechanism and is,
therefore, operational.

¥Draft Code of Conduct for the Armed Forces and Security Services in West Africa, articles 35 — 36.

¥2Need footnote. Information comes from a project proposal by the UNREC: http://www.un.org/disarmament/
HomePage/eportfolio/PDFS/regional/20101006/africa/Code_of_Conduct_for_Forces_in_Central_Africa.pdf

BAPCOF did not obtain a copy of this code of conduct, and information was taken from a project proposal by
the UNREC, which is available at http://www.un.org/disarmament/HomePage/eportfolio/PDFS/regional/20101006/
africa/Code_of_Conduct_for_Forces_in_Central_Africa.pdf.
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1.1.4 Code of Conduct for Uniformed Members of the South African Defence Forces

The Code of Conduct for South Africa’s National Defence Forces (SANDF) covers issues
such as the rule of law, democratic control, political neutrality, individual responsibility, the
rules of war as provided for in the international normative framework set out in section 4.3
(both Geneva and Hague Laws), prohibits conduct that would be contrary to the normative
framework for international human rights law, and reiterates the application of international
criminal law for grave breaches of international law.'*

1.1.5 Organisation for Security and Co-operation in Europe, Code of Conduct on Politico-
Military Aspects of Security'®

In 1994, the OSCE adopted a Code of Conduct on Politico-Military Aspects of Security.
Although not African, the OSCE Code of Conduct is reviewed as one of the first attempts
to articulate the normative framework for governing inter-State and intra-State behaviour
in the context of SSR. It played a strong role in strengthening democratic institutions and
practices in Europe.'™®

The Code requires states to provide for democratic oversight of their armed forces and law
enforcement agencies, to ensure political neutrality of security forces, and to guarantee
the human rights of security personnel. It sets out a framework to ensure that states
only maintain armed forces as ‘necessary for individual or collective self-defence’, and
to implement arms control and security-building measures.™ An important aspect of the
Code of Conduct is the need for an agreed set of common standards amongst participating
states in terms of the normative framework to apply: those were 'democracy, human rights
and freedom and the rule of law'.'s®

The Code of Conduct sets out principles for democratic control of armed forces, civilian
and paramilitary oversight, the rights of armed service personnel, as well as respect for
international humanitarian law.

It provides for the following: terrorism, use of force, self-defence, collective security,
military capabilities commensurate with legitimate security needs, early warning systems,
armed conflict, democratic control, paramilitary, the rights of personnel, international law
and policy implementation and the internal deployment of military.™®

¥4|nterpretation of the “Code of Conduct” for Uniformed Members of the SANDF by Chief of the SA Navy, Vice
Admiral J. Mudimu, www.navy.mil.za/aboutus/values/conduct.htm (accessed 8 July 2013).

BAPCOF has included the OSCE Code of Conduct in this guidance note on the basis that it is one of the few
other examples of regional codes of conduct that seek to achieve many of the same aims as the ECOWAS Code
of Conduct, specifically, and the AU SSR Policy Framework, generally. It was also one of the first attempts to take
a regional approach to the codification of the normative framework.
%8Qrganization for Security and Co-operation in Europe, Forum for Security Co-operation, Annual Discussion on
the Implementation of the Code of Conduct on Politico-Military Aspects of Security, Vienna, 11 July 2012, FSC.
GAL/96/12, 1 August 2012, pg. 19.
¥’Qrganization for Security and Co-operation in Europe, Form for Security Co-operation, Activities: Code of
Conduct, www.osce.org/fsc/44574, accessed 8 July 2013.
88Qrganization for Security and Co-operation in Europe, Forum for Security Co-operation, Annual Discussion on
the Implementation of the Code of Conduct on Politico-Military Aspects of Security, Vienna, 11 July 2012, FSC.
GAL/96/12, 1 August 2012, pg. 17.
¥9Qrganization for Security and Co-operation in Europe, Code of Conduct on Politico-Military Aspects of Security,
DOC.FSC/1/95, adopted at the 91st Plenary Meeting of the Special Committee of CSCE Forum for Security Co-
operation in Budapest on 3 December 1994 (see FSC/Journal No. 94).
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Although this process was very much driven by the OSCE, the literature suggests a high
level of involvement from other security sector stakeholders, including civil society. A
specific role for stakeholders has been built into the implementation and monitoring of the
code, which encourages involvement by a broad range of stakeholders in the drafting of
periodic reports for review.°

1.2 Peacekeeping operations

The UN Department of Peacekeeping Operations (DPKO) has a Conduct and Discipline
Unit that is responsible for setting standards of conduct. These are articulated in a range
of documents, which have as their guiding principles international human rights and
humanitarian law, and include measures to prevent misconduct, enforce standards of
conduct, and remedial action in the event of breaches of the norms by personnel. The Code
of Conduct for Peacekeeping personnel provide for conduct which is impartial, respects
dignity, the rule of law, eschews corrupt practices, accords with the absolute prohibition
against sexual abuse or exploitation of women and children, upholds and protects human
rights (especially that of the sick, infirm and weak), respects the natural environment, and
respects confidentiality.™!

The UN's stance in relation to sexual exploitation and abuse is ‘zero-tolerance’ and all
credible allegations will be subject to investigation and remedial action.' To support
adherence to the code of conduct, the UN has a strategy that includes training, awareness-
raising in the host country, investigation and disciplinary measures, and a programme of
assistance to victims of abuse of power by UN peacekeepers.™®

1.3 Codes of conduct for law enforcement

1.3.1 UN Code of Conduct for Law Enforcement

The UN has adopted a Code of Conduct for Law Enforcement Personnel, which seeks
to codify international human rights norms, and principles of democratic governance,
specifically for state law enforcement agencies." The Code of Conduct was adopted by
UN General Assembly resolution 34/169 of 17 December 1979.

At is core is respect for human rights, both in terms of protecting all persons from breaches
of their rights by others, and imposing an obligation on law enforcement personnel to
refrain from unlawful interference with human rights. It requires adherence to the rule
of law, respect and protect human rights and dignity, limits the use of force, promotes
confidentiality, prohibits torture and corruption, and imposes a positive obligation to protect
the rights and health of persons in detention. States are encouraged to incorporate the Code

“°Qrganization for Security and Co-operation in Europe, Forum for Security Co-operation, Annual Discussion on
the Implementation of the Code of Conduct on Politico-Military Aspects of Security, Vienna, 11 July 2012, FSC.
GAL/96/12, 1 August 2012.

“United Nations, Conduct and Discipline Unit, Ten Rules: Code of Personal Conduct for Blue Helmets, 1998,
http://cdu.unlb.org/UNStandardsofConduct/TenRulesCodeofPersonalConductForBlueHelmets.aspx.

“2UN Secretariat, ‘Special Measures for Protection from Sexual Exploitation and Sexual Abuse’, Secretary
General's Bulletin, Un Doc. ST/SGB/2003/13, 9 October 2003.

“3United Nations Peacekeeping, Conduct and Discipline, http://www.un.org/en/peacekeeping/issues/cdu.shtml.

“United Nations General Assembly, Code of Conduct for Law Enforcement Officials, adopted by General
Assembly Resolution 34/169 of 17 December 1979.
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of Conduct into national law and practice, and to establish accountability and monitoring
mechanisms to ensure compliance.

The Code of Conduct is supported by another UN-level guideline that sets out the
framework for the use of force (including lethal force) for law enforcement agencies, the
Basic Principles on the Use of Force and Firearms.™®

1.3.2 SARPCCO Code of Conduct

The Southern African Regional Police Commissioners Cooperation Organisation
(SARPCCO) was established in 19956 to promote greater cooperation between the police
organisations of southern Africa, with the principle objectives of addressing cross-border
issues, joint crime management, intelligence sharing, and streamlining police training
and efficiency.™’

The SARPCCO Code of Conduct for Police, as with other codes of conduct at the sub-
regional level, is not binding on SARPCCO member states. Rather, it codifies the normative
framework, derived from international and regional law, as it applies to the member states,
to articulate a set of minimum professional standards for police across the region. The focus
of the Code of Conduct is internal security, law and order and is not intended to deal with
military or the type of civil-military concerns addressed by codes of conduct discussed in
the section of this guideline dealing with military (ECOWAS, for example).

Central to the Code of Conduct is adherence to non-discrimination, rule of law and human
rights — indeed, the Code of Conduct was drafted on the basis of a recommendation from
a human rights and policing workshop facilitated by the Southern African Development
Community (SADC) in 2000."® The SARPCCO Code of Conduct also includes a strong
emphasis on the harmonisation and standardisation of police training across the region,
based on the content of the Code of Conduct.™®

The structure of the Code of Conduct is as follows:

Article 1 — 6 focus on the need for police to respect human rights, including the rights to
life, non-discrimination, controls on the use of force, prohibition against torture and other
ill-treatment, protection of persons in detention, and special measures to assist victims
of crime.

Article 7 provides for respect of the rule of law and the code of conduct.

Articles 8 — 9 focus on the notion of integrity, which includes measures to promote
trustworthiness, and to prohibit corruption and abuse of power.

“5Adopted by UN General Assembly resolution 45/166 of 18 December 1990.
“Member States are Angola, Botswana, Lesotho, Malawi, Mauritius, Mozambique, Namibia, South Africa,
Swaziland, Tanzania, Zambia and Zimbabwe.
“/Southern African Police Chiefs Cooperation Organisation, Mandate and Guiding Principles, http://sarpcco.org/
index.php/about/mandate (accessed on 6 August 2013).
48The Harare Resolution on the SARPCCO Code of Conduct for Police Officials, adopted at the 6" Annual General
Meeting, 27 — 31 August 2001, Mauritius.
“S\an der Spuy ,E (2009), 'Police cooperation in the Southern African region: Politics and practicalities’, Crime Law
and Social Change, 51(2), pp 243 — 259.
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Articles 10 — 12 deal with service excellence, and set out minimum standards in relation to
the performance of duties, professional conduct and confidentiality.

Article 13 introduces the requirement for respect of property rights.

1.3.3 Common standards for policing in the East African Community

Although not a code of conduct, per se, the development of common standards for
policing in the East African Community (EAC) is an useful study on the application of a
normative framework for policing at an African sub-regional level, and provides a neat
summary of the normative framework as it generally applies to police organisations across
the continent.°

The East African Community, of which Burundi, Kenya, Rwanda, Tanzania and Uganda are
member states, was formed in 1999 to deepen the economic, political, social and cultural
integration of the region with a view to improving peace, security and stability.” The
harmonisation of police training and grades, and cooperation in cross-border criminal law
enforcement is part of the EAC's broader Development Strategy,'®> which seeks to improve
four distinct but related pillars of good governance — democracy and democratisation,
anti-corruption and ethics, rule of law and access to justice, and human rights and
equal opportunity.’® Similarly, the East African Police Chiefs Cooperation Organisation
(EAPCCO), which includes the member states of the EAC in addition to the other
countries in eastern Africa,’™ has adopted the common standards as a tool to promote
and support police cooperation in the region. The implementation of the common
standards for policing is primarily achieved through the development of Standard
Operating Procedures (SOPs) for the EAC which reflect the norms which are codified in the
common standards.

Interms of methodology, the common standards are a composite of the African, international
and sub-regional norms that apply to the member states of the EAC through their
membership of the UN, AU, EAC and EAPCCO. The framework is drawn from international
and regional treaties, customary law, soft law (including declarations and guidelines), and
the constitutions of the member states. The common standards are premised on the rule
of law, good governance and human rights, and are underpinned by the following principles
for policing:

e Supports democratic governance and the rule of law;

e Upholds, protects and respects human rights (including non-discrimination); and

e Promotes equitable and fair access to justice.™®

%Edwards, L and Tait S (2010), Common Standards for Policing in East Africa, African Policing Civilian Oversight
Forum and Commonwealth Human Rights Initiative, New Delhi, Chapter 2.

"®Establishment Treaty of the East African Community (1999), article 5.
®2East African Community Development Strategy 2006 — 2010.
83East African Community, The East African Community Framework on Good Governance (Draft 1), August 2009.

BEAPCCO member states are Burundi, Comoros, Dijibouti, Eritrea, Ethiopia, Kenya, Madagascar, Mauritius,
Rwanda, Seychelles, Somalia, South Sudan, Sudan, Tanzania and Uganda.
®5Commonwealth Human Rights Initiative and the African Policing Civilian Oversight Forum, Common Standards
for Policing in East Africa, 2010, pg. 13.
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The methodology involved a consultative review all international, regional, sub-regional
and domestic norms that apply to the five states of the EAC, and to articulate those in a
set of standards that speak not only to the individual conduct of police officers, but to the
structure of the police organisation and its relationship with other key stakeholders.

The common standards for policing are divided into four sections.®®

Part 1 deals with the role of the police, which is articulated as protecting life, liberty and
security of the person; maintaining public safety and social peace; and adherence to the
rule of law.

Part 2 expands on the concept of policing in accordance with the rule of law, requires that
the police fulfil their functions in accordance with the law, and adheres to a number of
human rights norms that apply, through international and regional treaty and customary
law, to the member states of the EAC. These include prohibitions on arbitrary arrest and
detention, procedural rights for persons under arrest (including presumption of innocence,
right to bail or bond, right to challenge lawfulness of arrest and detention, and humane
treatment of persons in police custody).

Part 3 focuses on police actions; specifically, that the police act in a manner consistent with

the normative framework for rights-based policing. This includes the following:

e Discharge duties assigned to them by law in a manner that is equitable, and with a high
degree of professional responsibility;

e Uphold the rights to life, liberty and security of the person;

e Restrictions on the use of force and firearms;

e Non-discrimination;

e Absolute prohibition against torture and other ill-treatment;

e Ensure that all persons deprived of their liberty are treated in a manner consistent with
the inherent dignity of the person, including presumption of innocence, separation of
categories of prisoners, provision of adequate food, clothing and hygiene, and facilitation
of visits from lawyers, medical personnel and family;

e Prohibition on extra-judicial executions;

e Treatment of victims that is consistent with normative framework;

e Special provisions for the treatment of vulnerable and marginalised groups, including
women, juveniles and minority communities;

e Recognition of the right to peaceful assembly, and the need to balance public order
management with restrictions on the use of force.

Part 4 sets out a framework for rights-based police organisational structures, with an
emphasis on accountability structures, minimum standards for recruitment, transfer
and discipline, the need for training, prohibitions against corruption and abuse of power,

6Commonwealth Human Rights Initiative and the African Policing Civilian Oversight Forum, Common Standards
for Policing in East Africa, 2010.
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cooperation with other security and justice sector agencies, as well as multilateral, bilateral,
regional and global law enforcement and crime cooperation and assistance.

1.3.4 Code of Conduct for the Nigerian Police Service

The Nigerian Police Service is subject to a code of conduct,” in addition to a more general
code of conduct that applies to all civil servants in relation to anti-corruption.”™ The UN Code
of Conduct for Law Enforcement Officials is also applicable to Nigerian police officers.®

The Code of Conduct provides for the responsibilities of police officers within a democratic
state, the impartial performance of duties, limitations on the use of force, regulation of
confidentiality, requirements of integrity, cooperation with other agencies, and personal
competence. Specific mention of human rights is absent, however there are references to
prohibitions on certain conduct which forms part of the normative framework for human
rights law, including excessive force, ill-treatment and non-discrimination.®

1.3.5 Code of Conduct for the South African Police Service

The South African Police Service is subject to a code of conduct which aims to promote
policing that creates a ‘safe and secure environment for all people in South Africa’'®" It
requires all service personnel to uphold the rule of law, be responsive to the needs of the
community, act impartially, with integrity, non-discriminatory, and uphold and protect the
rights of all persons.'8?

1.4 Codes of Conduct for non-state actors
Codes of conduct for non-state security arrangements such as informal policing groups or
vigilante groups raises three important concerns.

First, unlike the provision made for private security companies that are contracted by the
state, the AU SSR Policy Framework does not provide for the regulation of such informal
security arrangements. Private Security Companies take a very different form (both in
practice and in law) from other non-state security arrangements such as informal policing
groups. Therefore, it is questionable whether guidance on informal security arrangements
actually falls within the mandate of those institutions who are charged with implementation
of the AU SSR Policy Framework.

Second, while noting the need to contextualise operational guidance to the reality of
security sector activities on the continent, the development of codes of conduct for non-
state security arrangements, other than PSCs are questionable given concerns that this,

®’Police Act and Police Regulations (1990), section 33.
%8Constitution of the Federal Republic of Nigeria, section 172.

"Alemika, E. (2010), ‘Enhancing Police Accountability Systems in Nigeria: The Missing Link\, Conference
Proceedings, Monograph Series No 8, Lagos: CLEEN Foundation, pg. 17

€0See, npf.gov.ng/code-of-conduct.

81South African Police Service, Code of Conduct, |, http://www.saps.gov.za/saps_profile/code_of_conduct/code_
of_conduct.htm.

©2South African Police Service, Code of Conduct, |, http://www.saps.gov.za/saps_profile/code_of_conduct/code_
of_conduct.htm.
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will legitimise the use of these informal arrangements. Legitimising these arrangements
can have the unintended consequence of undermining the goal of the AU SSR Policy
Framework of strengthening state security agencies with a view to removing the type of
security vacuums that are filled by these informal groups. Proper implementation of the
AU SSR Policy Framework on the other hand will reduce the reliance on non-state informal
security arrangements, and arguably that should remain the focus of the AU.

Finally, there is no ‘normative framework’ that governs the conduct of the non-state
security arrangements other than that governing the conduct of individual citizens in areas
such as use of force, trespassing etc. In some respects, the type of rules that will apply to
these arrangements are entirely a question of domestic legislation on the formation and
governance of community-based organisations (if it applies at all — given the ambiguous or
completely non-existent legal status of many of these groups).
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